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Abstract

If a mobile device user is interested in an app’s privacy policy, he would have to search for it online,
just to find out, that it is a very long and pretty much unreadable document. Therefore, a lot of
people do not get the information they were looking for, even though it would be very important to
know, e.g. how a company handles the user’s data. The data privacy company Sieve wants to
empower its users by teaching them about privacy policy in a way that is easy to understand. To
achieve this, Sieve wants to present the app policies in a condensed form and rate the different apps
based on how much data they collect. This should allow users to make an informed decision on what
apps to install on their phone.

For the client Sieve, a React Native MobileApp, that shows data privacy information of apps was
developed. To help a user choose what to install on his mobile phone, the Sieve App can sort apps
into categories and shows a unified rating for each of them. Furthermore, the Sieve App also allows
its users to stay up to date on privacy policy changes of their favourite apps and get general news on
app privacy. All of the information inside of the Sieve app is entered manually by Sieve using a React
web application called AdminWebsite. Between these two components lies a Node.js WebServer that
manages the data and is reachable through a REST API. Unstructured files like images are saved in an
object storage and the structured data is on a MongoDB Data Store. These two storages as well as
the AdminWebsite and the WebServer are hosted in the cloud.

Our prototype contains the three core components MobileApp, AdminWebsite and WebServer, that
Sieve needs to inform their clients on app privacy. The three parts of the application each offer basic
functionality and can easily be expanded upon, because of the use of well-known web technologies.
The modular design and the use of the flexible REST API allows to add different data producers and
consumers to the Sieve landscape in the future. A possible expansion that Sieve is considering would
be a Natural Language Processing unit, that automatically creates key points from a verbose privacy
policy. Such an addition could easily be integrated into the existing system by using the REST API.
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Figure 1 - Architecture diagram - overview
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Management Summary

Initial situation

Only few people read the privacy policy, most scroll through it, activate the check mark and accept it.
This is understandable, as they are usually written in a very complex way and stretch over several
pages. Most people don't know or don't care what data they send to the companies by accepting the
privacy policy. This, for example, includes: what the companies do with the data; what happens to it
if one deletes the account; how can one have his recorded data deleted. What would be the
alternative of just accepting the privacy rules? Not to use the app?

To address this problem, it is important to make the privacy policy as understandable as possible for
everyone, to make it easily accessible and to condense it into the most important key points. This
way, the user can be sensitized and the privacy policy is brought closer to him step by step.

This is now to be made possible for the user via the Sieve MobileApp.

He can easily, quickly and intuitively find, read and compare the data protection guidelines for the
interested applications. With the help of an automatically generated rating, he can choose the right
application to use.

Our client Sieve’s intention is to automatically process privacy policies using natural language
processing in the future. But they have not started with that part of the project yet and want to enter
most of the data manually for now.

Procedures, technologies

To support our client’s future expansion plans, we wanted to create a flexible product. We decided
to split our project into three independent components that communicate with each other.

To have the components as uniform as possible and allowing them to run on different platforms, we
decided to use web technologies. For the MobileApp we use React Native with the Expo Toolchain
and for the AdminWebsite we use the JavaScript software library React. The WebServer is a Node.js
application. This way we can use JavaScript for every application.

The application has a modular structure and can easily be extended with additional functionality. This
enables the implementation of optional features in the future and thus to continuously extend and
improve the application with new useful features.

For the design, we wanted to realize our client’s vision, while also bringing in our own ideas. We tried
to achieve this with the extensive use of mockups in the first phase of the project. Our client Sieve
gave us a lot of feedback and new ideas during the project. To handle these inputs our development
had to be agile.
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Figure 2 - Related technologies
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Results

A cross-platform MobileApp prototype was developed that meets the customer’s desired business
cases. A website for the administration to manipulate the data and a WebServer that serves as an
interface between the database, the MobileApp and the AdminWebsite manages the data, were also
created.

Due to the choice of a platform neutral programming language, the product can be operated with an
Android or iOS device. This makes the MobileApp accessible to a wider audience. The app itself was
not published to the iOS or Android store.

The WebServer and the AdminWebsite as well as other infrastructure are hosted in the cloud for
easy scalability and extensibility.

Outlook

All functions requested by the customer, that we deemed feasible, were implemented. This makes it
possible to use the application meaningfully. The customer had many new ideas along the way,
which led to many optional features, that can be implemented. These were continuously
documented.

The flexible and expandable design of the architecture makes it possible to easily add new features
or components later on. An example feature could be a Privacy Tips screen, that would enable the
user to receive tips on how to better protect her/his privacy. Or one could add a completely new
component like a natural language processing unit to automatically add new privacy policies through
the WebServer’s REST-API.

Version: 2.0 Date: 22.05.2020
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1. Introduction and overview

1.1 Description of the initial situation

“Companies are abusing the vagueness of data privacy regulations to draft ambiguous, verbose and
legally abstract data privacy policies.” [1] They will ask to agree to provide your geolocation details
for business purposes but then sell it to third-party vendors.

Sieve’s goal is to empower app users to provide their informed consent, by simplifying user terms
into simple key points. This would train users to be comfortable with reading and understanding
privacy policies.

Sometimes a user wants to quickly install an app of a certain type and does not want to read through
the policies of all the possible candidates, even in a condensed form. For this case, the apps privacy
policies should be rated and presented in a form, where similar apps can easily be compared.

Sieve has tasked us with the creation of a prototype mobile application and the supporting
infrastructure, that can fulfil their business case, in the context of our term project.

For the successful processing of this task, firstly, a requirements analysis should be carried out and
discussed with the customer. The goal is to understand Sieve’s ideas as precisely as possible and
guide them towards something that we can develop. The client wants to manage the data and
information shown in the Sieve app either manually or create and input it automatically using Natural
Language Processing. To support this, a flexible infrastructure has to be developed around the mobile

app.

1.2 Preliminary work

There was no preliminary software development work on this project.
The client Sieve has been working in this area for quite some time and saw a need to build an app, so
regular people have the possibility to inform themselves on privacy policies in a simple way.

Analysis of existing products

An analysis of already existing products was performed by Sieve.

As shown in the graph, four different existing products were compared. Two of them can be user-
tailored, but are expensive. The other two products are cost effective, but very generic.

Bespoke
h
AEQUITAS Bridewell |
ieve
Expensive » Cost-Effective
== Terms of Service
== Didn't Read
v
Generic

Figure 3 - Analysis of existing products [1]

The competing services are either very expensive or unpopular. This is where Sieve wants to come in
with a MobileApp that is free and easy to understand.

Version: 2.0 Date: 22.05.2020



\/ HSR University of Applied Sciences Rapperswil Page 8 of 82
i Project: Sieve - Introduction and overview

App Mockup

The core screens of the app were designed to give us, the developers, a better understanding of
what we will be building.

These screens were then adapted by us, to fit the project scope and improve the design.

od Banking - Navigation Tra EE

Rankin News Sources
. Data Privacy Policy

- | omaussgeraiey v

* Email address, password for
account

* Gender, age, location for
providing personalised
suitable content

* IP, browser type, device type
are collected automatically
to let the app remember you

Figure 4 - First screens of the app [1]

1.3 Vision

The vision is to provide every user of the application with a simple, understandable and intuitive way
to familiarize themselves with data privacy policy. This way, it is possible to get a step by step
introduction to the topic. The users learn which data the companies store about them, what they do
with it and what happens to the data when the app is removed. Thus, the users are sensitized to the
topic of data protection. In order to achieve this, the data protection guidelines are broken down
into important key points. By rating the apps based on the collected data, the user can easily see, if
an application collects a lot of private data or if it is safe from a privacy point of view. To reach the
widest possible audience, the mobile application should run on as many devices as possible, which is
why it should be available for iOS and Android.

Version: 2.0 Date: 22.05.2020
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2. Requirements analysis

The requirements analysis is an important step before starting with the software architecture. It is
important that the customer's idea and wishes are understood and that all parties involved have the
same understanding of the requirements.

Based on the mission statement and the first meetings with the customer, we conducted the
requirements analysis. This resulted in the User Stories, with the help of which we were able to
derive the functional requirements, such as the Use Cases and the first Optional Features, as well as
the non-functional requirements. A great help, also because of the different mother tongues, were
the mockups. With the help of these mockups we could visually record and convey the requirements
we had developed. This ensured that there was a uniform understanding of the functions. To
visualize the interaction of the individual screens and components, the domain model including a
sequence diagram was created.

2.1 User Stories

User stories describe features and user interactions in an informal way. The goal is to understand the
users and their motivation in using the different features [2]. We imagined two different personas for
our application: The administrator works for Sieve and manages the application. The user is
interested in data privacy and has installed the Sieve mobile app on his phone.

uso1 As an administrator | would like to be able to view, create, edit and delete new apps
including the associated privacy policy through a website.

uso02 As an administrator | would like to be able to view, create, edit and delete new news
through a website.

uso3 As a user, | would like to know more about the privacy policies of the apps | am interested
in.

uso4 As a user | would like to see important news about privacy policies and/or data protection
any time.

Uso5 As a user, | would like to be able to add apps | am interested in, to my favourites in order
to track the privacy rating and compare it with other apps.

US07  Asauser, | would like to be able to remove apps that | am no longer interested in from my
Dashboard (favourites).

uUso8 As a user, | would like to have the apps divided into categories to see similar apps that
have a better privacy policy rating.

uUso09 As a user, | want the privacy policy to be as easy to understand, clearly structured and as
intuitive as possible in order to find the information | am looking for as quick as possible.

Us10 Optional: As an administrator | would like to be able to view, create, edit or delete
categories.

Version: 2.0 Date: 22.05.2020
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2.2 Functional Requirements

2.2.1 Overview

Page 10 of 82

An overview of all use cases and the optional features that have been developed, including their
prioritization. The goal is to implement all the use cases with priority one to three. Priority one is a
must goal, priorities two and three are desirable.

Use Case

Description

Prioritization

uci
uc2
uc3s
uca
ucs
uce
uc7
ucs
uco
UC10
UC11

CRUD Apps interested in

CRUD account

CRUD apps

CRUD privacy policy

View privacy policy information of app
View privacy rating of apps

Find similar apps

CRUD privacy news

View privacy news

View privacy rating of installed apps
Open communication with privacy officer

Table 1 - Use Case overview

[1-3]
1

1
1
1
1
1
2
2
2
3
3

The optional features are categorized by priorities of one to three as well. These are desired goals
that will be implemented if time permits.

Optional

Description

Prioritization

Features
OF1
OF2
OF3
OF4
OF5
OF6
OF7
OF8
OF9
OF10
OF11
OF12
OF13
OF14
OF15
OF16
OF17
OF18
OF19
OF20
OF21
OF22

Version: 2.0

Implement the App GDPR compliant

Login screen — Login with Facebook and Google
Login screen — Sign Up with first name and surname
Category screen — Search

Category screen — Similar apps

Category screen — Navigate with side wiping
Category screen — Images at Apps

Category screen — Apps with rating

Category screen — Different font size

Privacy Tipps screen — Create screen

News screen — Policy updates messages, with app icon
News screen — Push messages for new entries
Settings screen — Account data changeable

Settings screen — Sorting adjustable

Settings screen — Change password

Detail screen — Make chat with Data Privacy Officer look like real chat
Detail screen — Compare apps with side wiping
Detail screen — Privacy Policy key points highlighted
MobileApp - Navigation Order

MobileApp — Landscape Mode

Publish the MobileApp to the Google App Store
Publish the MobileApp in the Apple App Store

[1-3]

w
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OF23 AdminWebsite — Import of data with CSV 3
OF24 AdminWebsite — Admin can add or change fields independently 3
OF25 AdminWebsite — Category View 1
OF26 AdminWebsite — Categories CRUD 2
OF27 AdminWebsite — Automatically download Apps Icon from App Store 3
OF28 AdminWebsite — Automatically download Apps description from App Store | 3
OF29 AdminWebsite — Data Type Collected points (1 or 5) Changeable 2
OF30 AdminWebsite — Change data structure 3
OF31 AdminWebsite — Filter apps by category 2
OF32 Transfer all through with https 2
OF33 Digital Ocean billing-API to show cost 1
OF34 Ordering of tables by row 1
OF35 Split displayed entries into multiple pages (e.g. apps) 3
OF36 Dashboard optimization 1

Table 2 - Optional Features overview

Restrictions

The following restrictions were agreed upon with the customer:

- No natural language processing interface will be developed. The data shown in the app will all be
entered by the administrator.

- The reading of OS-information is device and OS-dependent, either it is not possible at all or very
time intensive to implement. Especially the analysis of the data traffic of a MobileApp is a very
complex matter and is beyond the scope of this project.

For more details see in the Appendix under Feasibility study traffic analysis.

Dependencies

The following dependencies exist:

- Quality of the data entered by the admin.
- Version of the device’s operating system (see Non-functional Requirements ST3).

Version: 2.0 Date: 22.05.2020
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2.2.2 Use Cases
Actors & Stakeholder

Actors are the registered user and the administrator. Because it is only possible to use the app with
an account, there is not unregistered user.

Use Case Diagram

CRUD apps

interested in Priority 1
CRUD account Priority 2
P == B N
{ Priority 3 ‘

Registered Use!
CRUD privacy policy

View privacy policy
information of app

Admin

iew privacy rating o
apps

'~ Find similar apps

| CRUD privacy news |

| View privacy news

‘V/iew privacy rating c\)b.
\_ installed apps 5

<7 open
_ communication with |
“._privacy officer

Figure 5 - Use Case Diagram
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Use Case Description

Because of the amount of use cases, optional features and the limited business logic they include,
they will only be described in brief.

UC1 - CRUD apps interested in
The user installs for example the BBC app on his phone and would like to know more about the
privacy policy of the app. Therefore, he opens the Sieve-App and adds BBC to his favourites.

UC2 - CRUD account
The user installs the Sieve-App and registers himself. He then logs in to use the app. He can change
the password in the settings.

UC3 - CRUD apps
There is a new communications app on the market. The admin registers the new app with all its basic
information to show on the MobileApp.

UC4 - CRUD privacy policy
The admin analysed the privacy policy of an app and registers it on the AdminWebsite.

UCS5 - View privacy policy information of app
The user wants to know about the privacy policy of a certain app (e.g. BBC). He navigates to the app-
information and opens the privacy-policy-category.

UC6 - View privacy rating of app
The user wants to know about the privacy policy rating of a certain app (e.g. BBC). He adds the app to
his favourites and navigates to the dashboard.

UC7 - Find similar apps

The user doesn’t like the privacy policy of a certain app (e.g. BBC). He looks for a better alternative,
so he opens the Category screen and search in the same Categorie alternative apps, to check the
privacy policy of the apps.

UC8 - CRUD privacy news

Sieve finds some privacy news, which might interest its users. The administrator can insert this news
piece into the database and link it to the app it might concern. He can also read, update or delete old
news pieces on the database.

UC9 - View privacy news
The user can read privacy news on the Sieve-App. The user sees that there is some activity and the
app is being maintained.

UC10 - View privacy rating of installed apps
User has recently installed the Sieve-App and wants to see the privacy rating of all the apps installed
on his phone.

UC11 - Open communication with privacy officer

After looking at the privacy policy information of an app, the user has some questions and opens a
communication channel to the privacy officer of the app.

Version: 2.0 Date: 22.05.2020
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2.2.3 Optional Features

Throughout the entire project, the customer continuously had ideas on how the applications could
be expanded. We documented all of them with a short description. The result is a list of the possible
optional features that would be implemented based on the customer's prioritization if there was
time left at the end of the project.

Below is a list of all the features we were able to implement. The full documentation of the optional
features can be found in the appendix.

MobileApp

OF3 - Login screen - Sign Up with first name and surname

Add the first- and last name as fields to the MobileApp Signup form. This allows the administrator to
send out personalized newsletters.

Affected components: MobileApp, WebServer

OF9 - Category screen — Different font size

Change the font size to a smaller one. React Native has default font sizes that are displayed correctly
on i0S and Android devices with different sizes and resolutions. To set a different one, the font sizes
would have to be set manually.

Affected components: MobileApp

OF19 — MobileApp — Navigation order

Reorganize the order of the Navigation-points. Switch News <-> Dashboard and show the Dashboard
screen when a user logs in.

Affected components: MobileApp

OF20 — MobileApp — Landscape mode

Implement the Landscape mode for all screens of the App. Depending on the size of the device and
its resolution, the placement of the tiles would have to be changed as well.

Affected components: MobileApp

AdminWebsite

OF25 - AdminWebsite - Category View

Show all the existing categories on the AdminWebsite. This way the administrator has an overview of
all the categories including all the icons. It can be extended to include the CRUD functionality.
Affected components: AdminWebsite

OF34 - Ordering of tables by row

Allow the administrator to order all the entries in tables by row. It will not be possible to order every
row like e.g. categories because there sometimes is more than one entry.

Affected components: AdminWebsite, WebServer

OF36 — Dashboard optimization

To help the user better understand the rating, it is supplemented with a text below the screen title.
Additionally, the score should be displayed as "Score number/ maximum score number" (e.g. 1/5)
instead of a fixed value 0...5.

Affected components: MobileApp
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2.3 Non-Functional Requirements

2.3.1 Preliminary Remarks

The non-functional requirements (NFR) for this project apply to the ISO standard 9126 [3]. This is
only for the MobileApp and AdminWebsite. Only some important aspects are stressed in this section,
the others are left empty.

2.3.2 Measurable Requirements

ST1

ST2

ST3

ST4

ST5

ST6

ST7

ST8

ST9

ST10

In the context of our test challenge, all the users attending the test should be able to find
apps on their dashboard and by clicking on them find the relevant information
(suitability test)

Finding the data policy info of an app should take less than 20 sec. (accuracy test)

The App should run on Android with versions not older than 9.0 and iOS phones with a
version not older than 12.4.5. (interoperability test)

The AdminWebsite should run on Firefox, Chrome and Safari. Does not have to be
responsive.

SQL Injection tests on input fields should not show vulnerabilities (security test)

Three of four test users have to explain two predefined, specific functionalities

without prior knowledge (understandability test):

- lcons on Dashboard

- Attributes of Privacy Policy Category

Three of four test users should rate their Ul experience (criteria: layout, responsiveness,
colour, content) of the MobileApp using a smartphone with a grade of at least 7 of 10 where

10 is the best. (operability test)

100% of our test requests should be logged to ensure that the entries are persisted
(analysability test)

The application should be able to handle 100 requests a minute (operability test)
The database should be able to handle up to 1’000 privacy policy entries (reliability test)

The app should not take more than 200ms to load (efficiency test)

Version: 2.0 Date: 22.05.2020
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2.3.3 General Requirements

Functionality

Suitability
The functionality is defined by the team itself. We have agreed on the basic use cases and some
optional ones. Changes in scope of the software will be in agreement with each party.

Accuracy
The administrator that inputs the data is responsible for its accuracy. We are at this stage not able to
check/verify the entered data.

Interoperability

The service is designed as Website/App which can be accessed with every browser/Android or iOS
phone. The REST Endpoints are not for public use. The technologies used are React, React Native and
Node.js.

Will be checked with: ST3

Compliance
All application data will be stored in compliance with the GDPR at a later stage.

Security

No passwords will be stored in plain text in our databases. Simple input validation will be used in
every input field.

Will be checked with: ST4

Reliability

Maturity

No error should propagate to the user, but a routine should continue with an alternative flow for the
user.

Will be checked with: ST5

Fault Tolerance
The admin is responsible for his data input. Usernames/password etc. will be validated.

Recoverability
The admin is responsible for backups and recovery of the database. This should be a basic database
procedure.

Usability

Understandability

The interface of the app should be self-explanatory. No feature needs an explanation and it isn't
necessary to read a manual.

Will be checked with: ST2, ST5

Operability

Its main focus is on operations with the smartphone. It should not be necessary to zoom in or out
and people between 14 and 60 should be able to read the text without magnifier.

Will be checked with: ST1, ST6

Version: 2.0 Date: 22.05.2020



HSR University of Applied Sciences Rapperswil Page 17 of 82
Project: Sieve - Requirements analysis

Efficiency

Time behaviour

Each action should get a result in less than a second for fast internet connections equivalent to a
wired ethernet connection from Switzerland with the server anywhere in Europe.

Will be checked with: ST2, ST6, ST10

Maintainability

Analysability
Each error should be logged and can be seen by the administrator of the system.
Will be checked with: ST7

Changeability
Because of the basic scope of the software, it should be kept as extensible as possible for further
development steps (API’s).

Stability
The stability of the application is guaranteed by the SLA’s of Digital Ocean.

Testability
Unit Tests are mandatory. Ul Tests will be developed if there is enough time/the basic use cases are
covered.

Portability

Adaptability
Apps interested in can be added to favourites and will then be shown on the Dashboard. They are
being saved on the server.

Installability
The user has to install the app and register / login to use the service.
The admin can use (Firefox, Chrome and Safari) to access the AdminWebsite.

Replaceability

The database can be exchanged by any other database, only the config file on Node.js has to be
changed. Because the server is running in a Docker container, it can be moved to another provider
easily.
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2.4 Domain analysis

Contains the domain model and the most important sequence diagrams. It provides an overview of
all concepts and system relationships. Due to the domain analysis the interaction of the individual
components and screens could be visualized. It shows which components are needed and how they
work together. With the help of the domain model and the sequence diagram, the database model
can be created and the interfaces defined in the architecture phase.

2.4.1 Domain model

User 0 - 1 AppSelected
firstname .
lastname 1
email
passwordhash
0.
Category App Mews
ame 0.* 1.7 name 0.* 0.1 il
description description description
1
1
DataTypeSelected PrivacyPolicy
L 0. policylink
1 usagepolicy
removalpolicy
0. officername
DataTypeCollected officeraddress
name officermail
description officerphone
rating

Figure 6 - Domain model
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In the following, the most important objects are highlighted and provided with a short description.

Privacy Policy

App

News

Category

Selected Apps

User

Version: 2.0

The Privacy Policy is the heart of the application. A privacy policy is always
assigned to exactly one app. All information of the policy is stored here in the
form of key points. The administrator can enter and change these on the
AdminWebsite.

The app is the center of the Domain Model. This is where all data is linked
together. A privacy policy is always assigned to exactly one app.

The news about privacy policies are presented. There are two types of news.
General news, which can be written by the admin himself and static news, if a
privacy policy has been modified or added (optional feature).

Categories are used to group similar apps so that the user can find an app
faster and find similar apps with a better policy. Multiple apps can be
assigned to a category. And an app can appear in more than one category.

The selected apps are the apps, that a user added to his favorites. These apps
are displayed on the dashboard. A selected app can be deselected at any time
and disappears from the favorites.

In this object the personal data is stored. The attributes mail address and

password are used for the login. The user is needed to assign the selected
apps to have the possibility to display the dashboard with the favorites.

Table 3 - Domain model description

Date: 22.05.2020
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2.4.2 System sequence diagrams

The following sequence diagram should give a better understanding of how the components are
working together to show all the necessary information to the user or perform an action on the
MobileApp. This was done by the example for SO1.

S01 - CRUD apps interested in (UC1)

The user for example installs the BBC app on his phone and would like to know more about its
privacy policy. Therefore, he opens the Sieve-App and adds BBC to his favourites.

Preconditions are that the user already has an account and is logged in. He is currently on the
Dashboard screen of the application

The following procedure is illustrated:

1. Change to Categories screen

2. Click on the category News

3. Select BBC

4. Add it to the favourites by clicking on the star icon

801

% ‘MobileApp ‘WebServer :ObjeciStore ‘DataStore

‘User
'

1
|
|
Select Navigation Categories N i
[] 7 GET all Categories il

JSON with all\Categories

GET alliCategories ':|

JSON with all Categories

Display Categories

~

oemmeee]

{ Select "Mews” Category
i,

GET all Apps with
Tategory 10 of "Mews * | GET all CategoryAppsiby Categroy ID r

JSON with:CategoryApps

Fy

GET all Apps by App ID

JSON with Apps JSON withiApps
loop J GET App icon |
" Image of Icon | ]

{—‘ Display Apps of Category

Fy

h 4

Select "BBEC” App

Y

GET Privacy Policy of "BBC" N GET Privacy Policy'of "BBC"
>

oo e

P JSON with PrivacyPolicy

«

b

GET all DataTypeSelected of "BBC”

JSON with DataTypeSelected

A

GET DataTypeCollected of all
DataTypeSelected

JSON with Privacy Policy o JSOMN with DataTypeCollected
including DataTypeCollected
L Display of Privacy Policy i

Add to Favorites

[ > POST "BBC" to
] avorites POST "BBC" toiSelectedApps

T
'
an

s S

Figure 7 - System seuence diagram S01
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2.5 Mockups

The style of the final product may deviate from the mockup shown below. It is used to show the
functionality and help us to set clear requirements. All the optional features are removed from the
screenflow. The mockup was created with Adobe XD for the MobileApp® and the AdminWebsite?.
Because of the changing requirements and design of the MobileApp, different mockups were
created. We show the latest version and compare it to the actual implementation, where it is
interesting to explain our design process.

2.5.1 MobileApp Screens

Login / Signup

The user can change between the Login and the Sign Up screen freely. After signing up, the user still
has to log in with the credentials he created. The mockup does not show any third party login
possibilities (Google, Facebook, ...), because we did not see it as a core part of the functionality. It is
only possible to use the app after logging in. In the actual app, first- and last name are required as
well to sign up.

LOGIN SIGN UP

B Password @ Password

ﬂ Re Enter Password

SIGN UP

DO NOT HAVE AN ACCOUNT SIGN UP NOW! DO NOT HAVE AN ACCOUNT LOGIN NOW!

Figure 8 - Mockup Login / Signup

! https://xd.adobe.com/view/53098e4c-7617-444c-7861-ebadfcdcf104-2538/
2 https://xd.adobe.com/view/52b8eb05-calb-4e22-5191-612a826aa0c5-2489/

Version: 2.0 Date: 22.05.2020


https://xd.adobe.com/view/53098e4c-7617-444c-7861-ebadfcdcf104-2538/
https://xd.adobe.com/view/52b8eb05-ca1b-4e22-5191-612a826aa0c5-2489/

HSR University of Applied Sciences Rapperswil
Project: Sieve - Requirements analysis

Page 22 of 82

News-Screen

This screen displays news articles regarding privacy policy. The maintainer at Sieve has to write and
manage these news stories manually using the AdminWebsite. By having fresh news articles in this
section, the user can see that the app is still being maintained and is more likely to trust Sieve’s
expertise. It is also an additional customer interaction point for the client. From mockup to
implementation the appearance changes of this screen where minimal.

Categories Screen

NEWS FEED

UBER Data Breach

There was a data breach,There was a data
breach There was a data breach.....

Google Privacy Policy Updated

UBER Data Breach

There was a data breach.There was a data
breach,There was a data breach.....

Google Privacy Policy Updated

&8 ie L ®

NEWS CATEGORY DASHSOARD SETTINGS

ol Wingo & 15:38 100% ) 4
NEWS FEED 3
Apple Mail zero-day gaps

Apple Mail zero-day gaps in Apple Mail
vulnerable. This is a test

Telekom's Corona app is insecure

Due to a catastrophic security hole, hackers
can read and even falsify the result.

WhatsApp Privacy Policy Updatet

Firefox critical zero-day vulnerabilities

Firefox has two critical vulnerabilities that
are already exploited by attackers An update
is available and should be installed
immediately.

Zoom security vulnerability

Access to the camera, root rights and

L4 [ = o

DASHBOARD  CATEGORIES NEWS SETTINGS

Figure 9 - Mockup / MobileApp News-Screen

All of the apps registered by Sieve are categorized and this screen shows these categories as tiles.
When clicking on a tile, the user can see all the apps belonging to that category. This is a simple tool
to facilitate choosing the right app for a certain application. The categories were predefined by the
customer and the icons are statically stored on the object storage. It is possible to change these
categories or add new ones, but it has to be done manually.

Version: 2.0
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Figure 10 - Mockup / MobileApp Categories Screen
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Categories Detail Screen
This is the screen that opens up, when clicking on a category tile. It displays the app icon, name and
description. The start on the top right of every app entry indicates whether an app is favourited.
Pressing it, changes the state. Clicking on an app tile brings the user to the privacy policy screen. We
thought about showing the privacy rating of each app on this screen but decided against it. It would
have overloaded the screen and we preferred a tidier design.
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CATEGORY

APPS ON THE CATEGORY

C

! )

A - =
= ie L ®
NEWS CATEGORY DASHEOARD SETTINGS

1l Wingo = 15:38 100% ) 4
CATEGORIES 1
APPS ON THE CATEGORY

. *
Bloomberg
BLOOMBERG
American news
outlet
B2 *
20MIN
News from
Switzerland
NEWS
BBC
News from the BBC
(g *
. 4 [ ] = e
A 3 CATEGORIES NEWS NG

Figure 11 - Mockup / MobileApp Categories Detail Screen

App Privacy Policy Screen
This screen shows all the data privacy information of an app. The different policies are collected into
categories to not show too much information on a first look. The categories can be expanded and the
individual policies are shown as bullet points. This way, the screen is kept as clean as possible and the
scrolling is minimized. Under “Privacy Officer Contact” the user can open communication using third
party software to the privacy officer of that company.
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Figure 12 - Mockup / MobileApp Privacy Policy Screen
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This screen shows the favourited apps of a user and their rating. The apps are sorted into categories
and since an app can have multiple categories associated to it, an app can have multiple entries on
the dashboard. The rating of a privacy policy is shown with color coded flames. We did not find this
design very intuitive and proposed some alternatives but the customer chose to stick with this
design. Since our customer is from South East Asia and we, the developers, are based in Europe, this
kind of difference can be explained with cultural differences. Our usability tests with Swiss users
confirmed our fear and as a consequence we put in a small description to clarify the rating system

better.
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Figure 13 - Mockup / MobileApp Dashboard Screen
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2.5.2 MobileApp Screenflow

In order to visualize the interaction of the individual screens, we have created a screenflow. Like the
individual mockups, this was very practical to see the structure of the screens and their
dependencies during development. It allowed us to create the navigation and routing of the app right
from the start and served as the basic structure of the application.

LOGIH

v v v

E[:] et U0

N ——
S =13

Sem N © | =
= - -~ B

= a1 = A a

| |Dashtrc+a.rd| |Categﬁries| |Settings
NS !
-  {]
—— 5
-F';iva‘t:'g.r .ﬁf;'; 5ht“f
Folicy Category

Figure 14 - Mockup Screenflow

As displayed, one cannot use the app without a registration or login. This was a requirement by the
customer, in order to bind the users. It is also needed, to be able to save interesting privacy policies
to the favourites. After the login, the user lands on the dashboard page in the final product. As the
graphic on top shows, we intended to land on the News screen, but the customer preferred starting
with the Dashboard. Starting with the Dashboard is slightly confusing for the user, because it is
empty on the first startup, before adding any favourites. But other than that, it makes sense as a
landing page. Navigation is done via a bottom tab bar, it allows the user to reach all the pages easily.
If a user is on a subscreen, he can either click on the corresponding navigation element or use the
back button to return to the previous main screen.
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2.5.3 AdminWebsite Screens

The mockup serves as a common basis for discussion about the structure and functionalities of the
AdminWebsite. Especially the structure of the data type collected was discussed using these
mockups for visualization.

Privacy Policy Screen - View
The recorded apps are displayed in a table. By clicking on one, the “Privacy Policy Screen” is shown.

Sieve Admin-App Privacy Policy Manage Apps

Bearbeiten = Neu
# Name of App Anzahl Datensatze Ausgefiillte Kategorien
1 CNN 20 5
2 CNA 6 4
3 Financial Times 28 5

Figure 15 - Mockup - Privacy Policy Screen - View

Comparison to the final version of the AdminWebsite
The navigation was expanded to fit all the functionality. The rows in all the tables are sortable. The
information of the privacy policy (e.g. Number of datasets) is not being shown in this screen, because
it’s not of interest to the administrator. There are three actions for every app / privacy policy
registered:

- View: Look at the app and privacy policy without the possibility of changing anything.

- Edit: The “Privacy Policy Screen - Edit” shows (described below), where all the values can be

changed.
- Delete: When clicking it, a small button pops up above the button to confirm the deletion.

Sieve AdminWebsite

News Apps Categories Logout

Add App
Registered Apps
Name Description Categories Icon Created at Actions
American news Finance, News
Bloomberg ) Bloomberg View Edit delete
outlet & Magazines
Maps &
Uber Taxi Service Navigation, Uber 2020-04-03T12:59:21.509Z2 View Edit delete
Travel & Local

For Communication,
Facebook L . 2020-04-03T12:59:36.057Z View Edit delete
eommunication Sacial

Figure 16: Admin