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Abstract

This thesis investigates the quality and security of full-stack web applications generated by Large Language Models. As Al-
assisted development tools become increasingly capable of producing not only isolated code snippets but complete
applications, their use in software development workflows continues to grow. While this can accelerate prototyping and
reduce implementation effort, it also raises the question of whether generated code can be trusted from a security
perspective.

To examine this question, a calendar-based full-stack web application was defined as the experimental scenario. The
application included common security-relevant features such as user registration, login, logout, password management,
event creation and editing, event sharing, permission management, access control, and file upload and download
functionality. In addition, a survey was conducted among students from software engineering, cybersecurity, data science,
Al, network, and cloud-related study programs. The survey examined how developers use Al tools, how they formulate
prompts, and how strongly they consider security when requesting generated code. Its results were used to design
realistic prompts for the experimental setup.

Three widely used Al systems, Claude, ChatGPT, and Gemini, were evaluated. Each system generated the application using
two prompting strategies: a single comprehensive prompt and a component-by-component approach. The resulting
applications were assessed through functional testing, code-quality evaluation, security analysis, dependency scanning,
and Al-assisted self-review.

The results show that current LLMs are capable of generating applications that appear functional and implement many
requested features. However, none of the generated applications was secure enough to be considered production-ready
without further review and remediation. Recurring weaknesses included insecure token storage, insufficient file-upload
validation, missing rate limiting, enumeration risks, weak security logging, and dependency-management issues. The
component-by-component prompting strategy improved some results by reducing task complexity, but it did not reduce
security vulnerabilities significantly.

This thesis concludes that LLM-generated full-stack code can be useful as a starting point for prototyping and early
development. However, functional correctness does not imply security. Al-generated code must therefore be treated as
untrusted until it has been systematically reviewed, tested, and improved. LLMs can support software development
workflows, but they do not replace secure software engineering practices or human responsibility for production
readiness.
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Thesis Results

1 Introduction

The rapid advancement of artificial intelligence has significantly transformed the software development landscape. In
particular, Al-powered code generation tools are increasingly capable of producing complete full-stack applications,
encompassing both frontend and backend components. These systems promise increased development speed, reduced
costs, and greater accessibility for individuals with limited programming experience. As a result, they are becoming an
integral part of modern development workflows.

However, alongside these benefits arise important concerns regarding the quality and security of Al-generated code. Full-
stack applications inherently involve complex interactions between user interfaces, business logic, data storage, and
external services. These areas can easily introduce security vulnerabilities if they are not properly addressed. Unlike
traditional development processes, where experienced developers consciously apply secure coding practices, Al-
generated code may lack consistent adherence to established security standards.

This thesis focuses on the analysis of Al-generated full-stack code with a particular emphasis on security aspects. It aims to
evaluate whether such code meets common security requirements, identify recurring vulnerabilities, and assess the
reliability of Al systems in producing secure implementations. By systematically examining generated applications, this
work seeks to contribute to a better understanding of the risks and limitations associated with Al-assisted software
development.

1.1 Motivation

The growing adoption of Al-driven code generation tools in software development introduces both opportunities and
significant risks. As these tools become more capable of generating complete full-stack applications, they are increasingly
used not only for prototyping but also in production environments. This shift raises critical questions about the reliability
and security of the generated code, particularly when it is used by developers with varying levels of expertise.

Security remains one of the most challenging aspects of software engineering, requiring a deep understanding of potential
threats, secure design principles, and best practices. Even experienced developers can unintentionally introduce
vulnerabilities, and the risk may be amplified when relying on Al systems that generate code without true contextual
understanding of security implications. If such code is deployed without thorough review, it may expose systems to
common attack vectors such as injection attacks, improper authentication, or insecure data handling.

The relevance of this topic is further emphasized by the increasing frequency and impact of cybersecurity incidents.
Vulnerabilities in web applications can lead to data breaches, financial loss, and reputational damage for organizations. As
Al-generated code lowers the barrier to entry for software development, it may also unintentionally lower the barrier for
introducing insecure applications into real-world environments.

1.2 Prior Research

Recent advancements in large language models have significantly increased the use of Al-assisted code generation in
software development. While these systems improve development speed and accessibility, researchers have increasingly
questioned the security and reliability of the generated code. As a result, multiple studies have investigated whether Al-
generated software follows secure coding practices and how vulnerable such code is in practical scenarios.

A comprehensive study in this area is “How Secure is Al-Generated Code: A Large-Scale Comparison of Large Language
Models” (Tihanyi, 2024) . The authors evaluated several state-of-the-art LLMs by generating large numbers of C programs
and analyzing them using formal verification techniques. Their results showed that more than 62% of the generated
programs contained vulnerabilities. Furthermore, the study found only minor differences between the examined models,
indicating that insecure code generation is a widespread issue rather than a model-specific problem.

A similar conclusion was reached in “Is Your Al-Generated Code Really Safe? Evaluating Large Language Models on Secure
Code Generation with CodeSecEval” (Wang, 2024) . The researchers introduced the CodeSecEval benchmark, which
evaluates secure code generation and code repair across 44 vulnerability categories. Their experiments demonstrated that
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current LLMs frequently overlook security concerns during both code generation and vulnerability repair tasks. The paper
also highlighted that models struggle particularly with certain vulnerability classes, emphasizing the limitations of current
Al systems in producing consistently secure software.

Further research has expanded the analysis beyond individual languages and models. In “Security and Quality in LLM-
Generated Code: A Multi-Language, Multi-Model Analysis” (Kharma, 2025) investigated Al-generated code across multiple
programming languages and LLM families. Their findings showed that the security quality of generated code varies
significantly depending on the programming language used. The study additionally revealed that many models still rely on
outdated or insecure programming techniques and often fail to apply modern security features available in current
frameworks and language versions.

Research focusing specifically on web application generation has also identified considerable security risks. The study “An
Empirical Study of Security Risks for the Web” (Hu, 2025) examined web-oriented code generated by ChatGPT and
analysed it for common vulnerabilities. The authors reported that generated web applications frequently contained
weaknesses related to authentication, input validation, and insecure data handling. Since web applications expose
multiple attack surfaces through frontend-backend interactions, these findings are especially relevant for full-stack
systems.

More recent work has started examining the real-world adoption of Al-generated code in software ecosystems. The paper
“Al Code in the Wild: Measuring Security Risks and Ecosystem Shifts of Al-Generated Code in Modern Software” (Wang,
2025) analysed Al-generated code within public software repositories and investigated how such code influences software
security at scale. The study suggests that Al-generated code is increasingly present in production environments and may
contribute to the spread of insecure coding patterns if not carefully reviewed. This demonstrates that the risks associated
with Al-assisted development are no longer purely theoretical but already affect modern software ecosystems.

Overall the prior research consistently indicates that although LLMs are highly capable of generating functional code, they
still struggle to reliably produce secure implementations. Existing studies highlight recurring vulnerabilities, inconsistent
adherence to secure coding practices, and significant differences in security quality across languages and application
domains. These findings underline the importance of further evaluating Al-generated full-stack applications from a
security perspective, which forms the basis of this thesis. Existing studies primarily evaluate isolated code snippets,
benchmark tasks, or selected programming languages. Less attention has been paid to complete full-stack applications.
This thesis addresses this gap by evaluating complete generated web applications under realistic prompting conditions.
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2 Objectives

This chapter outlines the objectives, research questions and Critical Success Factors of this thesis. It defines the analytical
scope of the work, specifies the guiding questions for the security evaluation of Al-generated full-stack code, and
describes the methodological conditions under which this thesis is carried out.

2.1 Objectives of the Thesis

The objective of this thesis is to conduct a systematic security analysis of Al-generated full-stack code produced by
modern LLMs. As LLMs are increasingly used in software development workflows, it is essential to determine whether the
generated code meets established security standards across all architectural layers. To investigate this, a complete full-
stack application is generated using several LLMs and subsequently examined for vulnerabilities in backend logic, frontend
components, database interactions, and the interfaces connecting these layers.

This thesis follows an empirical approach. Code samples are generated under controlled conditions, evaluated using
automated and manual security analysis methods, and compared across different LLMs. This study is grounded in current
literature on secure software engineering and known limitations of Al-assisted code generation.

Additionally, this thesis includes a survey to analyse how developers formulate prompts for generating full-stack
applications. The insights from this survey inform the design of the prompt templates used in the experimental setup.

2.2 Research Questions

The following research questions guide the analysis:

Is Al-generated full-stack code secure?

What security-related differences exist between the tested LLMs?

Can LLMs implement interfaces between backend, frontend, and database layers securely and correctly?

How do developers typically design prompts for generating full-stack applications, and which patterns or habits can be
identified?

el

These questions define the analytical scope and determine the evaluation criteria used throughout this thesis.

2.3 Critical Success Factors

The successful execution of this thesis depends on several key factors:

¢ Model access and stability: Reliable access to ChatGPT, Gemini, and Claude, including paid versions if required, to
ensure consistent and reproducible experiments.

¢ Full-stack scenario definition: A clearly specified application scenario that includes backend, frontend, and database
components, along with security-relevant requirements.

e Survey participation and data quality: Sufficient responses from developers to identify meaningful patterns in prompt-
engineering practices.

e Experimental methodology: A systematic procedure for generating, testing, and evaluating code, including vulnerability
scanning, manual review, and cross-model comparison.

¢ Test execution and evaluation quality: Reliable and complete execution of all planned test cases, including automated
and manual security assessments, followed by a consistent and methodologically sound evaluation of the results to
ensure meaningful conclusions about model performance.
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3 Methodology

This chapter describes the methodology used for the experiment. It explains the architecture of the application that the Al
systems were asked to build, the prompt engineering approach, and the prompts used during implementation.

It also presents the experimental procedure, the testing framework, and the evaluation method. These sections define
how the generated applications were tested and how their results were compared in a consistent way.

3.1 Selected Al Systems

For the experiment, three widely used Al systems were selected: ChatGPT, Claude, and Gemini. These systems were
chosen because they are among the most prominent Al assistants available and are commonly used for software
development tasks.

The selected subscription plans were in a similar price range. Google Al Pro (Gemini) and Claude Pro each cost 17 CHF per
month (Anthropic PBC, 2026; Google, 2026) , while ChatGPT Plus costs 20 CHF per month (OpenAl, 2026) . This makes the
comparison more balanced, since all evaluated systems represent paid consumer-level Al tools with comparable monthly
costs.

3.2 Architecture

This chapter presents the architecture of the Al-generated full-stack web application developed in this project. All
components of the system, including frontend, backend, and database, are generated with the assistance of Al. Defining a
clear and well-structured architecture is essential to ensure that the system is capable of meeting the specified
requirements and that Al-generated components can be integrated consistently and are comparable to each other.

The architecture is described from a high-level perspective, outlining the main components of the system, their
interactions, and the flow of data. This provides a comprehensive overview of how the different parts of the application
work together to deliver the intended functionality. Furthermore, the chapter discusses the technologies and design
decisions that shape the architecture, highlighting the rationale behind key choices.

The application used in this experiment is a calendar-based full-stack web application. It was chosen because it combines
several common web application features in one system, while still being small enough to evaluate consistently across
different Al-generated implementations. The application includes user registration, login, logout, password management,
calendar event creation, event editing, event deletion, event sharing, permission management, access control, and file
handling.

This makes the application suitable for evaluating Al-generated software because it contains many areas where
implementation mistakes can occur. The system must handle authentication correctly, protect user-specific data, validate
user input, manage relationships between users and shared events, and connect uploaded files to the correct calendar
entries. In addition, the frontend and backend must communicate reliably through APl endpoints, while the database
must store users, events, permissions, and file attachments consistently.

The calendar application therefore provides a realistic test case for comparing generated implementations. It includes
both basic functionality, such as creating and viewing events, and more complex behaviour, such as sharing events with
different permissions and restricting access to authorized users. As a result, the application can reveal differences in
functional correctness, security awareness, code structure, and overall implementation quality between the evaluated Al
systems.

3.2.1 Frontend

The frontend of the application is implemented using React. This framework was selected due to its widespread adoption,
strong ecosystem, and compatibility with Al-assisted code generation. Its component-based architecture and relatively
stable core concepts contribute to the generation of consistent and maintainable code.

In the event that the use of React does not produce satisfactory results within the context of Al-based generation, a
fallback approach based on plain JavaScript and HTML will be considered. This ensures flexibility in the development
process and reduces dependency on a specific framework.
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3.2.2 Backend

The backend of the application is implemented using Python with the Django framework. Django was selected due to its
robustness, clear project structure, and extensive ecosystem, which supports the development of reliable and
maintainable web applications.

To enable communication between the frontend and backend, a RESTful architecture is employed. The backend exposes a
set of APl endpoints that handle data processing, business logic, and interactions with the database. This approach allows
the frontend, implemented in React, to communicate with the backend through standardized HTTP requests and
responses.

3.2.3 Database

The application uses SQLite as its database management system. SQLite was selected due to its zero-configuration setup,
as it requires no installation, background service, or connection management, the entire database exists as a single file on
disk. This makes it ideal for development and prototyping, since any developer can clone the repository and run the
application immediately without any database infrastructure as a prerequisite. Python includes SQLite support in its
standard library, meaning no additional dependencies are needed. The database is responsible for the persistent storage
of application data and is integrated with the backend through Django’s object-relational mapping. This enables database
interactions to be handled in an abstract and consistent manner.

Depending on the results of the Al-based generation process, the database schema may either be predefined or
generated dynamically. This approach allows for flexibility in evaluating how effectively structured data models can be
produced within the scope of this project.

3.2.4 Requirements

This chapter defines the requirements for the Al-generated full-stack web application developed in this project.
Establishing clear requirements is essential to ensure that the system meets its intended objectives and makes it
comparable between the different iterations.

The requirements are divided into two main categories: functional and non-functional requirements. Functional
requirements describe the specific features and behaviours that the system must implement, outlining what the
application should do from the user’s and system’s perspective. Non-functional requirements, on the other hand, specify
the quality attributes and constraints of the system, such as performance, security, scalability, and usability.

Together, these requirements form the foundation for the design, implementation, and evaluation of the application. They
provide a structured framework that guides the generation process and serves as a reference for assessing whether the
final system fulfills the goals defined in this project.

3.2.4.1 Functional Requirements

The following requirements outline the key functionalities of the system, including user account management,
authentication processes, and calendar operations such as event creation, modification, and sharing. In addition, they
cover file handling capabilities and the interaction between frontend and backend components through secure API
communication.

Together, these requirements ensure that users can efficiently manage their personal and shared calendar data, while
supporting collaboration and maintaining controlled access to system resources.

ID FRO1
Name User Registration
Description The system shall allow new users to create an account by providing an email address and password.

Table 1: Description of Functional Requirement 1
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ID FRO2

Name User Login

Description The system shall allow registered users to authenticate using their email and password in order to
access their personal calendar.

Table 2: Description of Functional Requirement 2

ID FRO3

Name User Logout

Description The system shall allow authenticated users to securely log out and terminate their active session.
Table 3: Description of Functional Requirement 3

ID FRO4

Name Password Change

Description The system shall allow authenticated users to change their password by providing their current
password and a new password.

Table 4: Description of Functional Requirement 4

ID FRO5
Name Password Reset
Description The system shall allow users to reset their password through a secure password recovery process

using their registered email address.

Table 5: Description of Functional Requirement 5

ID FRO6
Name Create Event
Description The system shall allow authenticated users to create calendar events including title, description,

date, and time.

Table 6: Description of Functional Requirement 6

ID FRO7

Name View Events

Description The system shall allow authenticated users to view their calendar events in a calendar interface.
Table 7: Description of Functional Requirement 7

ID FRO8

Name Update Event

Description The system shall allow authorized users to modify existing calendar events.
Table 8: Description of Functional Requirement 8

ID FRO9

Name Delete Event

Description The system shall allow authorized users to delete existing calendar events.

Table 9: Description of Functional Requirement 9

ID FR10
Name Event Sharing
Description The system shall allow users to share calendar events with other registered users.

Table 10: Description of Functional Requirement 10
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ID FR11
Name Permission Management
Description The system shall allow event owners to assign read or edit permissions to other users for shared
events.
Table 11: Description of Functional Requirement 11
ID FR12
Name Access Control
Description The system shall ensure that users can only access events and resources for which they have
appropriate permissions.
Table 12: Description of Functional Requirement 12
ID FR13
Name File Upload
Description The system shall allow authenticated users to upload files and attach them to specific calendar
events.
Table 13: Description of Functional Requirement 13
ID FR14
Name File Download
Description The system shall allow authorized users to download files attached to events they have access to.

Table 14: Description of Functional Requirement 14

3.2.4.2 Non-Functional Requirements

The following requirements establish a comprehensive security baseline for the system. They focus exclusively on
application-level security and do not cover hosting, infrastructure, or deployment-related aspects. The requirements
address critical areas such as secure credential handling, robust session management, protection against common web-
based attacks, and strict enforcement of authentication and authorization mechanisms. Additionally, they incorporate
preventive and detective controls, including input validation, security logging, and API protection, to reduce vulnerabilities
and enable traceability of security-relevant events.

ID NFRO1

Name Secure Password Storage

Description The system shall store user passwords using a secure hashing algorithm with salting to prevent
plaintext password storage.

Table 15: Description of Non-Functional Requirement 1

ID NFRO2

Name Session Management

Description The system shall securely manage user sessions and invalidate sessions after logout or after a
defined period of inactivity.

Table 16: Description of Non-Functional Security Requirement 2

ID NFRO3

Name Protection Against Brute Force Attacks

Description The system shall limit repeated failed login attempts to protect against brute force authentication
attacks.

Table 17: Description of Non-Functional Security Requirement 3
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ID NFRO4
Name Input Validation
Description The system shall validate and sanitize all user input to prevent injection attacks such as SQL injection
and cross-site scripting.
Table 18: Description of Non-Functional Security Requirement 4
ID NFRO5
Name File Upload Security
Description The system shall validate uploaded files by checking file type, size, and content to prevent malicious
file uploads.
Table 19: Description of Non-Functional Security Requirement 5
ID NFRO6
Name Authorization Enforcement
Description The system shall enforce access control checks for all protected resources and operations.
Table 20: Description of Non-Functional Security Requirement 6
ID NFRO7
Name Secure API Access
Description The system shall require authentication and authorization for all protected APl endpoints.
Table 21: Description of Non-Functional Security Requirement 7
ID NFRO8
Name Security Logging

Description The system shall record security-relevant events such as login attempts, password changes, and
permission modifications into a logfile.

Table 22: Description of Non-Functional Security Requirement 8

ID NFRO9

Name Protection Against Cross-Site Request Forgery

Description The system shall implement mechanisms to protect against cross-site request forgery attacks for
state-changing requests like a CSRF Token.

Table 23: Description of Non-Functional Security Requirement 9

ID NFR10

Name Security Headers

Description The system shall implement HTTP security headers such as Content Security Policy and X-Frame-
Options to mitigate common web attacks.

Table 24: Description of Non-Functional Security Requirement 10

ID NFR11
Name Backend APl Communication
Description The system shall expose backend APl endpoints and require proper authentication and authorization

for all protected data retrieval and modification operations.

Table 25: Description of Non-Functional Security Requirement 11
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3.3 Prompt Engineering

Prompt engineering has become a central factor in the effective use of LLMs, particularly in software development. Unlike
traditional programming tools, LLMs rely on natural-language instructions to generate code, architectural structures, or
security-relevant logic. This makes the prompt - the user’s input - the primary mechanism for controlling model behaviour.
Research shows that LLM output quality is highly sensitive to prompt clarity, structure, and specificity (Reynolds and
McDonell, 2021; White et al., 2023) . Poorly formulated prompts often lead to incomplete, inconsistent, or insecure code,
while well-designed prompts can significantly improve correctness and adherence to best practices.

For developers without Al expertise - such as the typical web developer in the scenario used in this thesis - prompt
engineering is not an advanced technique but a practical necessity. These developers often rely on intuition, trial-and-
error, or habits formed through everyday use of tools like ChatGPT or GitHub Copilot. Several studies indicate that most
practitioners do not explicitly think about prompt design and instead use short, underspecified instructions (Vaithilingam,
Zhang and Glassman, 2022; Barke, James and Polikarpova, 2023) . This behaviour directly affects the security and
reliability of generated code.

In the context of this thesis, prompt engineering matters for two reasons:

1. Itinfluences the security of Al-generated full-stack code. LLMs frequently produce insecure patterns unless explicitly
instructed otherwise (Pearce et al., 2022; Sandoval, Pearce and others, 2024) .

2. It defines the realism of the experimental setup. To evaluate how secure Al-generated code is in practice, this thesis
must understand how developers actually prompt these models.

For this reason, a survey was conducted to analyse how web developers formulate prompts and how much attention they
pay to security. The results inform the design of the “average realistic prompt” used in the experiments.

3.3.1 Survey: Al Usage and Prompt Engineering in Software Development

To model a realistic usage scenario, this thesis includes a survey titled “Al Usage and Prompt Engineering in Software

Development”. The goal is to understand how typical web developers - especially those without deep Al knowledge -
interact with LLMs when generating code. The survey provides empirical grounding for the prompt design used in the
experimental phase.

3.3.1.1 Objectives of the Survey
The survey was designed to answer three key questions:
1. How frequently do developers use Al tools in their daily programming workflow?

2. How confident are they in the security of Al-generated code?
3. How do they actually formulate prompts when requesting code generation?

Together, these aspects offer insight into everyday prompting practices and help determine whether developers
consciously consider security when interacting with LLMs. These insights are essential for constructing a prompt that
reflects real-world behaviour rather than idealized or expert-level prompting.

3.3.1.2 Target Group

The survey was distributed among students at OST, primarily from these specializations:
e Software Engineering

e Cybersecurity

e Data Science / Al
¢ Network and Cloud

This group represents a realistic mix of future web developers, including individuals with varying levels of programming
experience and Al familiarity.

3.3.1.3 Survey Structure

The survey consists of several sections that together form a comprehensive picture of how developers use Al tools and
how they articulate prompts. The full survey can be found here .
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The first section collects background information, including field of study, study year, programming experience, and
frequency of Al usage. This contextual data allows the analysis to differentiate between novice and experienced
developers and to examine how familiarity with Al correlates with prompting behaviour.

The second section focuses on Al usage and security perception. Participants evaluate their confidence in Al-generated
code, reflect on past experiences with vulnerabilities, and assess the perceived importance of prompt engineering. These
responses reveal whether developers recognise the security implications of their prompting habits or whether they treat
Al tools as inherently reliable.

The third section contains two open-ended prompt engineering tasks. Participants were asked to write one prompt for a
simple web-application component and another for a security-focused backend component. These tasks provide direct
insight into how developers naturally phrase prompts, what details they include, and which security considerations they
mention or omit. The resulting prompts form an important qualitative dataset for understanding real-world prompting
behaviour.

A final section asks participants to choose one of four predefined prompts for generating a web application component.
Each option corresponds to a distinct prompting strategy discussed in the literature, allowing the survey to map developer
preferences onto established prompt engineering types.

1. The simple prompt represents a minimal, instruction-only style with little contextual or security-related guidance:

Create a small web component that fetches a list of items from /api/items and displays them on a
simple HTML page using JavaScript.

This type aligns with basic zero-shot prompting, where the model receives a short, underspecified instruction and is
expected to infer reasonable defaults (Brown et al., 2020; Liu et al., 2023) . It reflects how many developers interact
with LLMs in practice—using brief, task-oriented prompts without explicit mention of quality, robustness, or security
constraints.

2. The simple security prompt extends this baseline by explicitly encoding security requirements into the instruction:

Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API
errors safely.

Here, the prompt is still relatively concise but security-augmented: it names specific threats (DOM-based XSS) and
mitigation strategies (validation, sanitization, safe error handling). This corresponds to prompts that embed domain-
specific constraints and non-functional requirements directly into the task description, a pattern highlighted in work on
safety- and security-aware prompting (Liu et al., 2023; Sun et al., 2024) .

3. The one-shot prompt (instruction + example reference) introduces an example-based element:

Build a small web component that loads and displays items from /api/items. Here is an example of the
style and structure I want:
// Load users and display them in a table
async function loadUsers() {
const res = await fetch("/api/users");
const users = await res.json();

const table = document.getElementById("user-table");
table.innerHTML = "";

users.forEach(u => {
const row = document.createElement("tr");
row.innerHTML = <td>${u.name}</td><td>${u.email}</td>;
table.appendChild(row);
3
}
document.getElementById("load-btn").addEventListener("click", loadUsers);

Now create a similar component, but load items from /api/items and display them in a styled list.

This prompt combines a general instruction with a reference to an example, making it a form of one-shot or example-
based prompting. In the literature, this is related to few-shot prompting, where the model is guided not only by what
to do, but also by how the output should look in terms of structure, style or level of detail (Brown et al., 2020; Liu et al.,
2023) .
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4. The chain-of-thought security prompt with role specification is the most structured and cognitively demanding option:

You are a senior security engineer and full-stack developer. Your task is to generate a small web-
application component that fetches items from /api/items and displays them on a webpage. Before
writing any code, think step by step about what “secure” means in this context. Consider: safe
handling of API responses, sanitization of all rendered fields, protection against DOM-based XSS,
safe error messages, input validation if any parameters are used. First, write out your reasoning in
a numbered list explaining the relevant security risks and how you will mitigate them. Then generate
the complete implementation with comments explaining the security measures.

This prompt combines several advanced techniques: role prompting (“You are a senior security engineer and full-stack
developer”), chain-of-thought prompting (explicitly requesting step-by-step reasoning before code generation), and
security-augmented constraints (enumerating specific risks and mitigations). In line with chain-of-thought work, it
encourages the model to externalise its reasoning process, which can improve correctness and make security decisions
more transparent (Wei et al., 2022; Liu et al., 2023) .

By comparing what participants write themselves with which predefined prompt they choose, the survey captures both
their natural prompting habits and their preferences when confronted with more advanced prompt styles.

3.3.2 Selection of the Prompt for the Experiments

Based on the survey results and the defined scenario this thesis constructs a prompt that reflects average real-world
prompting behaviour. The chosen prompt must satisfy three criteria.

1. Realism: The prompt should resemble how developers actually write instructions, as observed in the survey. This
ensures that the generated code reflects what LLMs produce in practice, not under ideal laboratory conditions.

2. Completeness for the Experiment: Although realistic, the prompt must still include enough information to define the
full-stack application and specify backend, frontend and database components.

3. Security Relevance: Since this thesis evaluates security, the prompt must include at least minimal security-related
instructions.

The final prompt is therefore intentionally simple and controlled. It fixes the application type and technology sack, lists the
required functionality, and adds basic security expectations. This decision was also made to simulate a realistic fast-
prototyping scenario. The prompts were not designed from the perspective of an Al prompt-engineering expert, but
rather from the perspective of a typical web developer with limited Al experience who wants to quickly generate a
working prototype. This resembles a practical “vibe-coding” workflow, where the developer iteratively asks the Al system
to create, adapt, and debug application functionality instead of carefully optimizing the prompt for ideal security or code
quality. It does not include role prompting, examples, detailed threat modelling, or chain-of-thought instructions.

The following prompt was selected for the experimental code generation:

Create a secure full-stack website from scratch using React as the frontend,
a Django backend, and a SQLite database. It should be a small calendar application.
The following are the functional requirements.

By keeping the prompt identical across models, differences in the generated applications can be attributed more directly
to the models themselves rather than to variations in task description.
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3.4 Experimental Methodology

This chapter describes how the full-stack applications were generated, executed, debugged, and documented. The
purpose of the methodology is to ensure that the comparison between different LLMs is as consistent as possible. Each
model receives the same task description and is evaluated under the same conditions. At the same time, the process
should reflect a realistic Al-assisted development workflow, where developers use an LLM not only to generate code, but
also to resolve errors that occur during execution.

3.4.1 Exploratory Test Run and Prompting Approaches

Before running the main experiments, an exploratory test run was conducted to understand how capable LLMs are at
producing a working full-stack application from a natural-language prompt. This test run was carried out with Claude and
focused on comparing different prompting strategies. The goal was not yet to evaluate security in detail, but to determine
which generation approaches were practical enough for the main experiment.

Four prompting approaches were considered: one-prompt generation, component-by-component generation, template-
based generation, and iterative step-by-step refinement. Each approach represents a different level of control over the
generated code and a different degree of manual influence by the researcher.

* In the one-prompt approach, the entire application is requested in a single comprehensive prompt. The model is asked
to generate the frontend, backend, database model, APl endpoints, and setup instructions at once. This approach is
close to how many users interact with LLMs in practice.

¢ In the component-by-component approach, the application is generated in several steps. Instead of asking for the entire
project at once, the model is prompted to create one part of the application at a time. The generated code from
previous steps is then provided as context for the next prompt, allowing the model to align later components with the
already generated code.

¢ The template-based approach starts with a manually prepared project skeleton. The basic structure of the application,
such as the Django project setup, the React file structure or an HTML skeleton is defined. The model is then asked to fill
in selected parts of the code, such as business logic, validation, APl handlers, or security checks. This approach reduces
the model’s freedom and makes the generated output more predictable. However, it introduces substantial manual
influence.

¢ In the iterative refinement approach, generation starts with a simple initial prompt. Additional requirements are then
added through follow-up prompts. Instead of generating the full application or a full component immediately, the
model gradually extends and improves the code over several interactions. The final result may depend heavily on the
sequence of follow-up prompts.

3.4.2 Test Run Outcome

The exploratory test run showed that the one-prompt and component-by-component approaches were the most suitable
for the main experiments. The one-prompt approach produced a complete application that could be brought to a running
state with limited effort. It also matched the realistic prompting style observed in the survey, where users often express
the desired outcome directly and expect the model to generate a complete solution.

The component-by-component approach also worked well. It provided more control over individual parts of the system
and made it easier to isolate backend and frontend generation. This approach was useful as a second condition because it
represents a slightly more structured but still realistic Al-assisted workflow.

The template-based approach and the iterative refinement approach were not selected for the main experiments. The
template-based approach would have introduced too much researcher-defined structure, reducing the ability to evaluate
the model’s own architectural and security decisions. The iterative refinement approach would have made the process
less comparable across models, because each run could require different follow-up prompts depending on the model’s
initial output.
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3.4.3 Final Code Creation Process

In the main experiments, each selected LLM generated the calendar application using both selected approaches. The
same initial requirements were used across all models to ensure comparability.

For the one-prompt generation, the model received the complete experimental prompt and was asked to generate the
entire application. The generated code was saved without manual modification.

For the component-by-component generation, the application was created in separate stages. The model received the
complete experimental prompt but was asked to first generated the backend, including the database model and API
endpoints. The generated backend code was then used as context for the frontend creation. The model then generated
the React frontend based on the backend it had already produced. The generated code was saved without manual
modification.

In both approaches, the initial goal was to obtain a working application with as little manual intervention as possible. The
exact prompts used can be found in the appendix under Full Prompts .

3.4.4 Error Handling and Al-Based Debugging

After generation, each application was executed. If the application failed to run, produced errors, or showed unexpected
behaviour, the issue was handled through an Al-based debugging loop. This loop reflects a workflow in which a developer
continues to rely on the LLM after the initial generation step.

When an error occurred, the relevant error message or stack trace was copied back into the model. The model was then
asked to provide corrected code. The suggested changes were applied, and the application was run again. This process
was repeated until the application worked or until the model failed repeatedly to resolve a specific issue. Further details
on the evaluation process are provided in the chapter Robustness of the Creation Process .

An example debugging prompt is:

The application does not start. When running the Django backend, the following error occurs:
"error message or stack trace"

Manual correction was treated as a last resort. It was only applied when the model repeatedly failed to resolve a specific
error or when the application could not be brought to a running state through Al-based debugging alone. When manual
corrections were necessary, they were kept as small and local as possible and documented precisely. Such corrections
were not treated as model-generated security improvements.

If the required manual correction would be too time-consuming or too complex, the creation process is restarted with a
new generation attempt, since retrying is often more practical than debugging a faulty and poorly documented Al-
generated application.

3.4.5 Documentation of the Creation Process

For each run, the complete creation process was documented. This includes the model used, the prompting approach, the
exact prompts, the generated code, the Al-debugging interactions, the number of debugging iterations, and any manual
corrections that were required. The approximate working time needed to bring the application to a running state was also
recorded.

This documentation makes the experimental process transparent and reproducible. It also provides additional evidence
for evaluating the practical usefulness of each model. A generated application that is secure but requires extensive manual
correction may be less realistic as an Al-assisted development outcome than an application that works with minimal
intervention. Therefore, the creation process itself is treated as part of the evaluation, not only the final code artefact or
security report.
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3.5 Testing Framework

This chapter describes the testing and evaluation framework used to analyse the functionality and security of the Al-
generated full-stack applications. The goal of the testing process is to determine whether the generated applications meet
the functional requirements defined in the scenario, whether they contain security vulnerabilities, and how effectively Al
can identify these issues.

The framework combines functional testing, static security analysis, dynamic security analysis, dependency scanning, and
Al-assisted code review. Al-assisted review is added as an additional layer to investigate whether the same model that
generated the code can also identify weaknesses in it.

The security evaluation is influenced by the OWASP Top 10, which provides a widely used overview of critical web-
application security risks (OWASP Foundation, 2025) . The purpose is not to perform a full professional penetration test,
but to create a structured and reproducible evaluation process that is appropriate for comparing Al-generated
applications.

3.5.1 Functional Testing

Functional testing is performed after the generated application has already been brought to a running state. At this stage,
the goal is no longer to determine whether the application can start, but whether it fulfils the functional requirements
defined.

The tests focus on the behaviour of the calendar application from the user’s perspective. The application is opened in the
browser and the implemented features are compared against the required functionality. The functional test therefore
verifies the complete data flow of the application.

The interface does not need to be visually polished, but it should allow the required actions to be performed without
unclear workflows or broken interactions. Error behaviour is also observed where it is relevant to the requirements. For
example, missing required fields or invalid input should be handled in a way that does not break the application.

The purpose of functional testing is not to create a complete automated test suite or to measure code coverage. Instead,
it provides a structured manual check of whether the generated application implements the scenario that all models were
asked to build.

3.5.2 Security Analysis

The security analysis examines whether the generated applications contain weaknesses that are typical for full-stack web
applications. The evaluation is guided by common web-application security risks, particularly those reflected in the
OWASP Top 10 (OWASP Foundation, 2025) .

The analysis is divided into static and dynamic testing. Static analysis reviews the source code without executing the
application, while dynamic analysis tests the running application. Both perspectives are necessary because some issues
are visible directly in the code, whereas others only appear when the application is executed and interacted with.

3.5.2.1 Static Analysis

Static Analysis is useful for identifying insecure patterns, missing validation, unsafe defaults, and poor implementation
choices. The static review considers both automated tool findings and manual inspection.

The review first examines how user input is handled. Since the calendar application accepts event data from users, the
code is checked for validation, type handling, boundary checks, and sanitization.

The analysis considers authentication and authorization logic where present. If a model implements user accounts or
access control, the correctness and robustness of this logic is reviewed. If no authentication is implemented, this is
documented.

Error handling and logging are reviewed. The application may expose stack traces, internal file paths, database errors, or
framework debug information. Such behaviour can leak implementation details and may make exploitation easier.
Therefore, the review checks whether errors are handled safely and whether messages shown to the user are appropriate.

The static analysis covers the structure and quality of the code. This includes separation between frontend and backend
responsibilities, clarity of APl design, avoidance of duplicated logic, and adherence to basic software engineering
practices.
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Automated static analysis is performed using Semgrep. Semgrep is used as a pattern-based static analysis tool for
detecting insecure coding patterns and enforcing security-related rules across multiple languages (Semgrep, 2026) .

3.5.2.2 Dynamic Analysis

Dynamic analysis tests the application while it is running. This is important because some vulnerabilities only become
visible during execution, when frontend behaviour, backend responses, HTTP requests, and database interactions can be
observed together.

The running application is tested for common attack patterns. This includes attempts to inject unexpected input into event
fields, manipulate API requests, access endpoints in unintended ways, and trigger unsafe error behaviour. The analysis
also checks whether the application exposes unnecessary debug information, accepts malformed requests, or responds
differently than expected to invalid input.

Authentication and session handling are examined if the generated application implements user accounts or login
functionality. In that case, the analysis checks whether sessions are created, stored, and invalidated safely. Access control
is tested by interacting directly with backend endpoints and API routes. The analysis checks whether actions such as
editing or deleting events can be performed without appropriate restrictions or whether a user can access or modify data
in ways that should not be allowed.

Client-side behaviour is tested as well. Since event data is displayed in the React frontend, the application is checked for
unsafe rendering of user-controlled content. This is relevant for potential cross-site scripting issues, especially if the
generated frontend uses unsafe HTML insertion or fails to rely on React’s safer default rendering behaviour.

API behaviour is another important part of the dynamic analysis. The endpoints are tested for correct HTTP methods,
reasonable response codes, and consistent error responses. Where relevant, the analysis checks whether unintended
operations can be performed by directly calling backend endpoints rather than using the frontend.

Finally, the dynamic analysis considers business logic abuse. The generated applications are tested for ways to bypass
intended workflows, trigger inconsistent application states, or misuse endpoints.

OWASP ZAP is used as the main dynamic application security testing tool. ZAP is a free and open-source web application
scanner that can be used both automatically and manually to identify vulnerabilities in running web applications (ZAP
Development Team, 2026) . In this thesis, ZAP is used to explore the generated applications, scan available endpoints, and
support manual probing of suspicious behaviour.

3.5.2.3 Dependency Scanning

Dependency scanning evaluates the third-party libraries included in the generated applications. This is important because
LLMs may generate setup files with outdated or vulnerable packages, or they may select dependencies without
considering their current security status.

The React frontend is checked with npm audit, which analyses the dependencies listed in the Node.js project and reports
known vulnerabilities from the package ecosystem (npm, Inc., 2023) . This is used to identify vulnerable frontend
packages, transitive dependencies, and suggested remediations.

Snyk is used as an additional software composition analysis tool. Snyk Open Source is designed to find and help fix
vulnerabilities in open-source libraries used by an application (Snyk, 2025) . It provides another perspective on
dependency risk and can identify vulnerabilities that may not be visible through source-code review alone.

3.5.3 Al-Assisted Code Review

In addition to traditional analysis tools, the testing framework includes an Al-assisted review step. In this step, the
generated code is provided back to the LLM and the model is asked to identify security vulnerabilities.

This review is used to evaluate whether an LLM can recognise problems in its own generated code. The purpose is not to
replace manual review or automated tools, but to investigate the usefulness and limitations of Al-based security review as
part of a realistic development workflow.

The review prompt used is: Review the following full-stack application code for security vulnerabilities.

The Al-assisted review is assessed critically. The model’s findings are compared with the results from manual review and
automated tools. This makes it possible to observe whether the model identifies real vulnerabilities, misses important
issues, or reports problems that are not actually present.
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3.6 Evaluation

This chapter defines how the generated applications are evaluated. It does not present the experimental results, but
describes the metrics, scoring scales, weighting factors, and formulas used to compare the generated applications in a
consistent way.

The evaluation is divided into two main perspectives. The first perspective focuses on functionality and the creation
process. It measures whether the generated application fulfils the scenario requirements, how much effort was required
to create a running application and whether the generated code follows basic clean-code and maintainability principles.
The second perspective focuses on security. It evaluates the security posture of the generated application using static
analysis, dynamic analysis, dependency scanning, and Al-assisted self-review.

Together, these two perspectives make it possible to compare the LLMs not only by the final security findings, but also by
their practical usefulness as software development assistants. A model that produces secure but incomplete code is
problematic, while a model that produces functional but insecure code is equally insufficient. The evaluation therefore
considers both execution quality and security quality.

3.6.1 Evaluation of Functionality and the Creation Process

The first part of the evaluation measures how well the generated application works and how reliable the generation
process was. This includes three scores: the FunctionalScore, the RobustnessScore, and the CleanCodeScore. These scores
are normalized to a range between 0.0 and 1.0 and are then combined into the final ExecutionScore.

3.6.1.1 Functional Requirements Scoring

The FunctionalScore measures whether the generated application fulfils the functional requirements defined in the
experimental prompt. Each requirement is evaluated separately. This makes it possible to distinguish between applications
that implement most features correctly and applications that only provide a partial or superficial implementation.

A requirement receives two points if it is fully implemented and behaves as specified. It receives one point if the feature is
present but incomplete or unstable. It receives zero points if the requirement is missing, clearly incorrect, or unusable.

Points Meaning
2 The requirement is fully implemented and behaves as specified.
1 The requirement is partially implemented, incomplete, unstable, or only works after Al-
debugging.
0 The requirement is missing, incorrect, or unusable.

Table 26: Functional requirement scoring scale

Let R be the number of functional requirements and fr(:) be the score of requirement 7, where each requirement can
receive 0, 1, or 2 points. The FunctionalScore is calculated as the sum of all requirement scores divided by the maximum
possible score. The resulting score is normalized to the interval [0.0, 1.0].

R .
Do (i)

2R

FunctionalScore =

A score close to 1.0 means that the application implements nearly all required functionality correctly, while a score close
to 0.0 means that most requirements are missing or unusable.

3.6.1.2 Robustness of the Creation Process

The RobustnessScore evaluates how reliably the LLM produced a usable application. This score is not concerned with the
feature set itself, but with the effort required to get the generated code into a running and usable state. It reflects the
practical development experience when using the model.

Three aspects are considered: the number of Al-debugging iterations, the stability of the generation process, and the
usability of the LLM. These metrics capture whether the model produced coherent code immediately, whether reruns or
manual corrections were necessary and whether the generated project was easy to start.
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The first metric measures the number of Al-debugging iterations needed before the application runs. A model receives the
highest score if the application runs after only a few debugging loops. A lower score indicates that the model required
many iterations or failed to produce a running application.

The second metric measures generation stability and rerun effort. This includes whether the generation process had to be
restarted, whether prompt changes were required, or whether manual corrections were necessary. A stable generation
process receives a higher score because it indicates that the model produced a coherent application with less
intervention.

The third metric measures execution usability. This evaluates whether the model delivered the project in a form that was
easy to execute, for example with a ZIP archive, clear setup instructions, or a ready-to-use start script.

Metric Points Meaning
Al-debugging iterations 2 The application runs after 0-3 debugging loops.
1 The application runs after 4-10 debugging loops.
0 The application requires more than 10 loops or still does not run.
Generation stability / rerun 2 No reruns, prompt changes, or manual corrections were required.
effort 1 Minor reruns (2 or less), prompt changes, or manual corrections
were required .
0 Multiple reruns (more than 2), major prompt changes, or substantial
manual corrections were required.
Execution usability 2 The result was delivered in a ZIP archive with a ready-to-use start
script.
1 The result was delivered in a ZIP archive with installation or setup
instructions, but without a fully automated start script.
0 The result was incomplete, difficult to start, or lacked sufficient setup
instructions.

Table 27: Robustness scoring scale

Let M denote the number of robustness metrics, and let rb(j) be the score of metric j. Since each metric can receive a
maximum of two points, the RobustnessScore is calculated by dividing the total achieved score by the maximum possible
score. The resulting score is normalized to the range [0.0, 1.0].

M )
2254 th(j)

RobustnessS =—
obustnessScore 5 3

A high RobustnessScore means that the model produced a runnable and usable application with little intervention. A low
score means that the creation process was unstable, required substantial debugging, or failed to produce a usable result.

3.6.1.3 Clean Code & Best Practices Score

The CleanCodeScore evaluates the readability, maintainability, and structural quality of the generated code. This score is
independent of whether the application works correctly. A generated application may be functional but still difficult to
maintain, understand, or extend. Since maintainability is an important aspect of software quality, it is evaluated
separately.

The score is inspired by common clean-code principles and by criteria used in quality tools such as linters, formatters, and
static analysis tools. The evaluation considers naming, modularity, formatting, comments, and the avoidance of common
anti-patterns.

¢ Naming and clarity measure whether variables, functions, classes, files, and components have meaningful names. Clear
naming makes the code easier to understand and reduces the risk of misinterpretation.

¢ Modularity and structure measure whether the code is logically organized. A well-structured application separates
concerns between frontend, backend, data access, API logic, and user interface components. Poor modularity can lead
to tangled logic and make future changes more error-prone.
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¢ Formatting and style consistency measure whether the code is consistently indented, spaced, and formatted. While
formatting does not directly affect security, inconsistent formatting can make code review more difficult.

e Comment quality and documentation measure whether comments explain relevant design decisions or non-obvious
behaviour. Comments should support understanding without merely repeating what the code already says.

¢ Avoidance of anti-patterns measures whether the code contains duplicated logic, unused variables, excessive global
state, deeply nested control flow, or other patterns that reduce maintainability.

Metric Points Meaning
Naming and clarity 2 Names are clear, meaningful, and consistent.
1 Names are mostly understandable but inconsistent.
0 Names are unclear, misleading, or too generic.
Modularity and structure 2 The code is well structured and modular.
1 The code is partially modular but contains structural weaknesses.
0 The code is monolithic, tangled, or poorly separated.
Formatting and style consistency 2 Formatting, indentation, and spacing are consistent.

1 Minor formatting inconsistencies are present.
0 Formatting is inconsistent or messy.
Comment quality and 2 Comments are helpful, concise, and explain intent.
documentation 1 Comments are minimal, inconsistent, or only partly useful.
0 Comments are missing, misleading, or unhelpful.
Avoidance of anti-patterns 2 No major anti-patterns are present.
1 Some anti-patterns or maintainability issues are present.
0 Frequent or severe anti-patterns are present.

Table 28: Clean-code scoring scale

Let C be the number of clean-code metrics and cc(k) be the score of metric k. Since each metric can receive a maximum
of two points, the CleanCodeScore is calculated by dividing the total achieved score by the maximum possible score. The
score is normalized to [0.0, 1.0].

1

> ce(k)
2.-C

CleanCodeScore =

A high CleanCodeScore indicates that the generated code is readable, structured, and maintainable. A low score indicates
that the code may work but is difficult to understand, review, or extend.

3.6.1.4 Combined Execution Score

The ExecutionScore combines functionality, robustness, and clean code into a single score. Functionality receives the
highest weight because a generated application must first satisfy the required scenario. Robustness receives the second-
highest weight because the practical effort required to obtain a running application is an important part of the evaluation.
Clean code receives a smaller but still relevant weight because maintainability influences the usefulness of the generated
application.
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Score Weight Rationale

FunctionalScore 0.50 Functionality is the primary requirement. The application must
implement the requested features.

RobustnessScore 0.30 Robustness reflects the practical usability of the LLM during the
creation process.

CleanCodeScore 0.20 Clean code evaluates readability, maintainability, and adherence to
basic best practices.

Table 29: Execution score weighting

ExecutionScore = 0.50 - FunctionalScore + 0.30 - RobustnessScore + 0.20 - CleanCodeScore

The ExecutionScore represents the overall practical quality of the generated application from a development and
execution perspective. A higher ExecutionScore indicates a better result.

3.6.2 Evaluation of the Security Analysis

The second part of the evaluation measures the security posture of the generated applications. Security is evaluated in
three categories: vulnerabilities, dependency risks, and Al-assisted self-review. Each category captures a different part of
the security evaluation.

Static analysis identifies weaknesses in the source code without executing the application. Dynamic analysis tests the
running application and can reveal vulnerabilities that only appear during execution. Together they form a list of
vulnerabilities. Dependency scanning evaluates the risk introduced by third-party libraries. Al-assisted self-review
measures whether the model can identify and explain security issues in generated code.

Each category is scored separately and then combined into the final SecurityScore.

3.6.2.1 Vulnerability Score

The VulnerabilityScore measures the severity of vulnerabilities found through static and dynamic analysis. The findings are
assigned penalty points according to their severity. Severity reflects how easily a flaw can be exploited, how much it harms
confidentiality/integrity/availability and how exposed the vulnerable component is. More severe findings receive more
points because they represent a higher security risk.

Severity Penalty points Description

High 3 Exploitable with significant data loss, RCE or service
takeover.

Medium 2 Limited exploitability or moderate data/privilege impact.

Low 1 Minor misconfiguration or informational issue with
negligible direct impact.

Table 30: Vulnerabilities Severity Scale

Let V be the set of findings and sev(v) be the severity points of finding v. The VulnerabilityPenalty is the sum of all
severity points.

VulnerabilityPenalty = Z sev(v)
veV

To normalize the score, the penalty is compared against the worst observed penalty across all models and approaches.
This value is called VulnerabilityMax. The VulnerabilityScore is normalized to [0.0, 1.0].

VulnerabilityPenalty
VulnerabilityMax

VulnerabilityScore = 1 —

A score close to 1.0 means that the application had few or low-severity findings compared to the worst observed case. A
score close to 0.0 means that it had the highest observed vulnerability burden.
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3.6.2.2 Dependency Risk Score

The DependencyScore measures the security risk introduced by third-party libraries. This is relevant because Al-generated
projects may include outdated or vulnerable dependencies. Even if the custom application code is secure, vulnerable
dependencies can still expose the application to known attacks.

Dependency risks are evaluated using vulnerability information from tools such as Snyk and npm audit. These tools often
classify vulnerabilities using CVSS, the Common Vulnerability Scoring System. The CVSS score is mapped to penalty points
so that dependency findings can be included in the same normalized scoring structure as static and dynamic findings.

CVSS range Severity Penalty points
9.0-10.0 Critical 4
7.0-8.9 High

4.0-6.9 Medium 2
0.1-3.9 Low 1

Table 31: CVSS to penalty mapping
Let V be the set of vulnerable dependencies and cvss(v) be the mapped penalty points for dependency vulnerability v.

DependencyPenalty = Z cvss(v)
veV

The penalty is normalized against DependencyMax, which is the worst observed dependency penalty across all
approaches. The DependencyScore is normalized to [0.0, 1.0].

DependencyPenalty

DependencyScore = 1 —
p Y DependencyMax

A high score means that the application uses few or no vulnerable dependencies compared to the other generated
applications. A low score means that the application contains a high dependency risk.

3.6.2.3 Al Self-Review Score

The AlScore evaluates the quality of the model’s Al-assisted security review. This score measures whether the model can
identify weaknesses in generated code and propose useful corrections. It does not replace manual or automated analysis,
but it provides insight into whether Al-based review can support the security evaluation process.

Three aspects are measured. The first is whether the model correctly identifies real security issues. The second is whether
it avoids false positives. The third is whether the proposed fixes are correct and applicable.

A model receives a high score if it finds most major issues, produces few misleading findings, and suggests fixes that
would actually improve the application. It receives a low score if it misses important vulnerabilities, reports many
incorrect issues, or proposes harmful or irrelevant fixes.

Metric Points Meaning

Correctly identified issues 2 Most major issues are found.

Some issues are found.

Almost no relevant issues are found.

False positives Few or no false positives are present (less than 3).

A moderate number of false positives is present (3 to 5).

Many findings are misleading or incorrect (more than 5).

Correct fixes Suggested fixes are correct and applicable.

Suggested fixes are mixed in quality.

Ol | N]J]O|FRP|IN]|]O|RF

Suggested fixes are incorrect, harmful, or irrelevant.

Table 32: Al self-review scoring scale
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Let A be the number of Al self-review metrics and ai(a) be the score of metric a. Since each metric can receive a
maximum of two points, the AlScore is calculated by dividing the total achieved score by the maximum possible score. The
score is normalized to [0.0, 1.0].
A .
ai(a)
AlScore = —a=1L__ ~
2-A
A high score means that the model provides useful review feedback, while a low score means that its self-review is
unreliable.

3.6.2.4 Combined Security Score

The SecurityScore combines the three security-related categories into one final score. Static and dynamic analysis receive
a weight of 60 percent because they are the primary method for identifying vulnerabilities in the generated application.
Dependency scanning receives 20 percent because third-party libraries represent an important but separate supply-chain
risk. Al-assisted self-review also receives 20 percent because it reflects the model’s ability to recognize and improve
security issues, but it is treated as complementary rather than authoritative.

Score Weight Rationale

VulnerabilityScore 0.60 Security analysis captures the vulnerabilities in the generated
code.

DependencyScore 0.20 Dependency scanning captures supply-chain and third-party library
risk.

AlScore 0.20 Al self-review captures the model’s ability to identify and explain
security issues.

Table 33: Security score weighting
SecurityScore = 0.60 - VulnerabilityScore + 0.20 - DependencyScore + 0.20 - AIScore

The SecurityScore is normalized to [0.0, 1.0]. It represents the overall security quality of the generated application relative
to the other evaluated models and prompting approaches.

This weighting reflects a DevSecOps-inspired evaluation structure in which SAST and DAST act as primary security gates,
while dependency scanning and Al-assisted review provide additional complementary signals.
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4 Survey Results

The survey received a low number of valid responses (N = 14). Therefore, the results should not be interpreted as
statistically representative of all software developers or students. Instead, the survey is used as an exploratory indication
of how students and future software developers interact with Al tools when requesting code generation. The low
participation may itself reflect a form of Al fatigue: although Al tools are widely used, students may be less motivated to
participate in yet another Al-related survey, especially if the topic feels familiar or over-discussed.

Despite this limitation, the responses provide useful insight into realistic prompting behaviour. The participants were
mostly students from technical study programmes, with a strong concentration in Software Engineering and in the third or
fourth year of study. Most participants reported frequent use of Al tools during programming, which makes the responses
relevant for constructing a realistic prompt for the experimental part of this thesis.

4.1 Quantitative Results

The quantitative analysis is based on 14 valid responses. Due to the small sample size, the results should be interpreted as
exploratory rather than representative. Nevertheless, they provide useful descriptive insight into the participant group
and their Al usage behaviour.

Category Response option Count Percentage
Field of study Software Engineering 7 50.0%
Network and Cloud 3 21.4%
Cybersecurity 2 14.3%
Data Science / Al 1 7.1%
Not yet defined 1 7.1%
Year of study 2nd year 2 14.3%
3rd year 6 42.9%
4th year 5 35.7%
Graduated 1 7.1%
Programming experience Less than 1 year 1 7.1%
1-3 years 2 14.3%
3-5 years 2 14.3%
5-10 years 9 64.3%

Table 34: Participant background, based on N = 14 valid responses.
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Category Response option Count Percentage
Frequency of Al usage Often, about once a week 64.3%
Daily 3 21.4%
Always during programming 2 14.3%
Confidence in security of Al- Not confident 2 14.3%
generated code Slightly confident 4 28.6%
Moderately confident 6 42.9%
Very confident 2 14.3%
Importance of prompt engineering | Slightly important 2 14.3%
for secure code Moderately important 7 50.0%
Very important 5 35.7%
Previously found vulnerabilities in Yes 9 64.3%
Al-generated code No 7 14.3%
Not sure 3 21.4%
Table 35: Al usage and security perception.
Selected prompt type Count Percentage
Simple prompt without explicit security requirements 1 7.1%
Simple security-focused prompt 50.0%
One-shot prompt 3 21.4%
Chain-of-thought security prompt with role specification 3 21.4%

Table 36: Multiple-choice prompt selection.

The results show that the sample mainly consists of technically experienced students. Al tools were used frequently: all

participants reported using them at least often, daily, or always during programming.

At the same time, the participants did not express blind trust in Al-generated code. Most rated their confidence in the
security of Al-generated code as slight or moderate, and a majority had already encountered vulnerabilities in Al-

generated code. This suggests that the respondents were aware of potential risks, even though this awareness did not
always translate into advanced prompting behaviour.

The multiple-choice prompt selection further shows that participants preferred concise prompts with explicit security
requirements. The simple security-focused prompt was selected most often, while more advanced strategies such as one-
shot prompting and chain-of-thought prompting were chosen by fewer participants. This supports the use of a realistic
experimental prompt that includes security requirements but remains relatively short and direct.
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4.2 Qualitative Analysis of Prompts

The open-ended prompt engineering tasks provide the most direct insight into how participants naturally formulate
prompts. Two types of open prompts were analysed: one for a simple frontend web component and one for a security-
focused backend component. The full answers can be found in the appendix .

For the general frontend task, the prompts were mostly simple and task-oriented. Almost all participants wrote prompts
that directly followed the wording of the task description. Most of the responses either copied the requirements almost
directly or paraphrased them without adding substantial additional constraints. Typical prompts consisted of a short

instruction such as “write”, “generate”, “help me create”, or “implement”, followed by the concrete requirements from the
task.

All valid frontend prompts mentioned the use of HTML, CSS, JavaScript, or the absence of frameworks. All also mentioned
the refresh button or refresh functionality. Twelve out of fourteen prompts (85.7%) explicitly referred to a minimal,
responsive, or simple layout. However, none of the frontend prompts included explicit security requirements, validation
concerns, error handling, or sanitization. This is expected because the task itself was not explicitly framed as security-
focused, but it also shows that participants did not independently add security considerations to a normal web-
development prompt.

The frontend prompts were therefore mainly zero-shot, requirement-based prompts. They asked the model to generate
the requested component, but they did not define quality criteria beyond the listed functional requirements. No
participant used role prompting and no participant requested step-by-step reasoning for the frontend task. There were
also no real one-shot examples in the open responses. This supports the assumption that realistic everyday prompts are
often concise and functional rather than systematically engineered.

The security-focused backend task produced more security-related wording, but this was largely because the task
description itself already contained security requirements. All fourteen valid prompts mentioned at least one security-
related aspect, such as validation, sanitization, XSS, SQL injection, safe error handling, logging, or best practices. Most
participants again followed the task wording closely instead of independently expanding the security model. Several
responses simply reproduced the requirements in prompt form.

The most common security-related elements were input validation and sanitization. Many participants also explicitly
mentioned common vulnerabilities such as XSS and SQL injection, because these were included in the task description.
Safe error handling and logging were also frequently included. However, only a small number of participants added
additional security expectations beyond the given task. For example, one participant asked for “best practice security
measures”, another requested that the Al explain each prevention and another extended the example to include
username and password input. These additions show some awareness of security, but they remained exceptions rather
than the dominant pattern.

Only one open-ended response contained something close to a reasoning-oriented request by asking the model to explain
each prevention. This means that chain-of-thought-style prompting was almost absent in the open prompt tasks. By
contrast, three participants selected the chain-of-thought security prompt in the multiple-choice question. This contrast is
important: participants may recognise a structured prompt as useful when it is shown to them, but they do not usually
write such prompts themselves.

The qualitative analysis therefore shows a gap between recognition and production. When participants choose from
predefined prompts, half prefer a simple security-focused prompt and some choose advanced strategies such as one-shot
or chain-of-thought prompting. However, when writing prompts freely, they mostly produce simple requirement lists. This
suggests that realistic prompting behaviour is less advanced than ideal prompt engineering recommendations.
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4.3 Implications for Realistic Prompting

The survey results have direct implications for the construction of the experimental prompt used in this thesis. Since the
goal is to evaluate Al-generated code under realistic conditions, the prompt should not represent an ideal expert prompt.
Instead, it should reflect how typical users actually interact with Al tools in practice.

The data suggests that a realistic prompt should have the following characteristics:

1. It should be relatively short and direct.

It should describe the desired functionality in natural language.

It should include the concrete task requirements, often in a list-like form.

It may mention security when the task explicitly asks for it.

It should not rely heavily on advanced techniques such as detailed role prompting, few-shot examples, or extensive
chain-of-thought reasoning.

vk wnN

The most realistic prompt style is therefore a simple requirement-based prompt with explicit security instructions where

relevant. This matches the behaviour observed in the open-ended responses and is also supported by the multiple-choice
results, where the most frequently selected option was the simple security-focused prompt. Participants seemed to value
security when it was clearly presented, but they generally preferred concise prompts over highly detailed expert prompts.

Because the sample size is small, the results cannot be generalized to all developers. The participants were also mostly
students, especially Software Engineering students in the third or fourth year, and therefore do not represent the full
population of professional web developers. Nevertheless, the survey is useful for this thesis because it captures a realistic
pattern among technically experienced Al users: Al is used often, security concerns are recognized, but prompts remain
simple.

For the experimental setup, this means that using a highly optimized expert prompt would risk overestimating the security
of Al-generated code in realistic use. Conversely, using a very vague prompt without any security requirements would
ignore the fact that many participants did include security wording when the task was framed as security-focused. The
most appropriate compromise is therefore an “average realistic prompt”: a concise, task-oriented prompt that includes
explicit security requirements, but does not use advanced prompt engineering techniques in a systematic way.

This choice aligns the experiment with the survey findings. It allows the thesis to evaluate Al-generated full-stack code
under conditions that are closer to everyday developer behaviour rather than idealized expert prompting.
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5 Experiment Implementation

This chapter presents the implementation and evaluation results of the conducted experiments. Each evaluated approach
is assessed based on code generation and debugging behaviour, functional correctness, clean code quality, and overall
execution performance. The functional evaluation is based on the requirements defined in chapter Functional
Requirements , while the point values and normalized scores follow the Scoring System .

The following result categories are used to describe how well each functional requirement was fulfilled. They provide a
visual overview of whether a requirement was fully implemented, only partially implemented, or not implemented
correctly.

Color Status

The requirement is fully implemented and behaves as specified.

The requirement is partially implemented, incomplete, unstable, or only works after Al-debugging.

The requirement is missing, incorrect, or unusable.

Table 37: Description of Result Categories

5.1 Execution Score Overview

The execution score overview summarizes the overall results of the evaluated models and prompting strategies. It
compares the One Prompt and Component by Component approaches for Claude, ChatGPT, and Gemini based on their
normalized execution scores. Higher scores indicate better execution performance.

Claude achieved the strongest results overall, with very similar scores for both prompting strategies. ChatGPT showed a
clear improvement when using the Component by Component approach instead of the One Prompt approach. Gemini
achieved the lowest scores in both variants, although the Component by Component approach performed slightly better
than the One Prompt approach.

Overall, the results indicate that the effectiveness of a prompting strategy depends strongly on the model being used.
While Claude performed consistently well across both approaches, ChatGPT benefited more from a structured
component-based process. Gemini showed only a small improvement with the component-based approach and remained
clearly below the other models.

Model One Prompt Component by Component
Claude 0.81 0.8

ChatGPT 0.64 0.76

Gemini 0.42 0.47

Table 38: Execution Score Overview

5.2 One Prompt with Claude

The Claude One Prompt approach achieved strong overall results across the evaluated categories. It reached an overall
execution score of 0.81, showing that a single detailed prompt was sufficient to generate a mostly functional and usable
application. The highest score was achieved in the functional evaluation, where the implementation fulfilled most
requirements and reached a normalized score of 0.89. The code generation and debugging evaluation also produced a
high score of 0.83, since the application was generated quickly, required only four debugging iterations, and did not need
manual corrections or reruns.

The weakest area was clean code and best practices, with a normalized score of 0.6. While the generated code had clear
naming and a solid structure, it showed weaknesses in formatting, documentation, and some implementation practices.
Overall, the results indicate that the One Prompt approach is effective for quickly producing a working application, but the
generated code still requires additional review and refinement to improve maintainability.
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Category Score

Code Generation and Debugging Evaluation 0.83

Functional Evaluation 0.89
Clean Code & Best Practices Evaluation 0.6
Overall Execution Score 0.81

Table 39: Claude One Prompt Overview

5.2.1 Code Generation and Debugging Evaluation

The Claude One Prompt approach produced a strong result in a short amount of time. The application was generated
quickly and the overall process was stable. During development, four debugging iterations were required before the final
version worked as intended. This shows that the initial output was already close to the expected result, but still needed
several small corrections to reach a usable state.

No manual corrections or reruns were necessary during the process. This made the workflow efficient and reduced the
amount of direct intervention needed from the developer. The final result was delivered as a ZIP archive, including shell
scripts for starting the application. These scripts made the execution straightforward and improved the usability of the
generated solution.

Overall, the Claude One Prompt method performed well in this evaluation. It required only limited debugging, avoided
additional manual repair work, and provided a final package that was easy to run.

Criterion Points Justification

Al-debugging iterations 1 The development process required four debugging loops.

Generation stability / rerun 2 No manual corrections or reruns were necessary.

effort

Execution usability 2 The final result was provided as a ZIP archive together with shell
script files for starting the application.

Table 40: Code Generation and Debugging Evaluation of Claude One Prompt

The evaluation resulted in a total of 5 points, corresponding to a normalized score of 0.83.

5.2.2 Functional Evaluation

This section presents the functional requirement results for the Claude One Prompt approach. The table summarizes the
score for each requirement and highlights any observed limitations in the generated application.

Overall, the result shows that the generated application fulfilled most functional requirements successfully. The basic user
management features, event viewing, event updates, event deletion, sharing, permissions, and access control were
implemented correctly. Minor issues were identified in three areas. Event creation allowed an end time to be set before
the start time. File uploads showed an inconsistency when reopening event details after adding a file. File downloads
opened in the browser instead of being downloaded directly.

28



Analysis of Al-generated full-stack code with a focus on security | Eric Horsch and Joel Thoma O S T

Ostschweizer
Fachhochschule

Requirement Status Description

FRO1

FRO2

FRO3

FRO4 The validation message does not clearly explain that the password must contain at least
8 characters.

FRO5

FRO6 The end time can be set to be before the start time.

FRO7

FRO8

FRO9

FR10

FR11

FR12

FR13 After adding a file, closing the event details, and reopening them, the newly added file
is not displayed.

FR14 Files are opened in the browser instead of being downloaded directly.

Table 41: Functional Requirement Results of Claude One Prompt

The evaluation resulted in a total of 25 points, corresponding to a normalized score of 0.89. This indicates that the Claude
One Prompt approach produced a largely functional application, with only a few limitations in validation and file handling.

5.2.3 Clean Code & Best Practices Evaluation

This section evaluates the generated code of the Claude One Prompt approach with regard to clean code and best
practices.

The result shows that the code performed well in terms of naming, clarity, modularity, and overall structure. However,
several weaknesses were identified in the areas of formatting, documentation, and implementation practices. Some parts
of the code used compact one-line definitions in settings.py, and inline styling was not applied consistently. Comments
and documentation were almost completely absent. In addition, duplicated constants, silent exception handling, and an
unused dependency were found.

Criterion Points Justification

Naming & clarity 2

Modularity & structure

Formatting & style settings.py one-liners, mixed inline styles

2
1

Comments & documentation 0 Comments and documentation are almost completely absent.
1

Anti-patterns

COLORS duplicated, silent except: pass, unused python-decouple

Table 42: Clean Code Results of Claude One Prompt

Overall, the Claude One Prompt approach achieved 6 points, corresponding to a normalized score of 0.6. This indicates
that the generated code had a solid structure, but still showed limitations in maintainability and adherence to clean code
practices.

5.3 Component by Component Prompts with Claude

The Claude Component by Component approach achieved a strong overall result with an execution score of 0.8. The
method performed well in code generation and debugging, reaching a normalized score of 0.83. The application was
generated without manual corrections or reruns, although five debugging iterations were required before the final version
worked as expected.
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The functional evaluation also showed a mostly successful implementation, with a normalized score of 0.82. Most core
features were implemented correctly, including event management, sharing, permissions, access control, and file
handling. However, some limitations were found in account handling, authentication, password reset behaviour, event
validation, and time display.

The clean code and best practices evaluation reached a normalized score of 0.7. The generated code was well structured
and consistently formatted, but weaknesses remained in naming clarity, documentation, and error handling. Overall, the
results indicate that the Component by Component approach produced a usable and mostly complete application, while
still requiring review in specific functional and maintainability areas.

Category Score

Code Generation and Debugging Evaluation 0.83

Functional Evaluation 0.82
Clean Code & Best Practices Evaluation 0.7
Overall Execution Score 0.8

Table 43: Claude Component by Component Overview

5.3.1 Code Generation and Debugging Evaluation

The Claude Component by Component approach achieved a strong result in the code generation and debugging
evaluation. The application was developed in separate parts, which allowed the implementation to be built up step by
step. During this process, five debugging iterations were required before the final version worked as expected.

No manual corrections or reruns were necessary, which shows that the generation process was stable and the produced
outputs could be used without additional manual repair work. The final result was delivered as a ZIP archive and included
a batch file for starting the application. This made the application easy to execute and improved the practical usability of
the generated solution.

Criterion Points Justification

Al-debugging iterations 1 The development process required five debugging loops.

Generation stability / rerun 2 No manual corrections or reruns were necessary.

effort

Execution usability 2 The final result was provided as a ZIP archive together with a batch
file for starting the application.

Table 44: Code Generation and Debugging Evaluation of Claude Component by Component

Overall, the Claude Component by Component approach achieved 5 points, corresponding to a normalized score of 0.83.
This shows that the approach performed well in terms of generation stability and execution usability.

5.3.2 Functional Evaluation

The functional evaluation of the Claude Component by Component approach shows that most core requirements were
implemented successfully. The application covered the main functionality for user sessions, event management, sharing,
permissions, access control, and file handling. Several requirements were only partially fulfilled due to validation issues,
inconsistent authentication behaviour, or incorrect display behaviour.

The main limitations were found in user account handling and event validation. Multiple accounts could be created with
the same email address, while login used a username and password instead of the required email and password
combination. The password reset process also showed limitations, since an exception occurred when multiple accounts
with the same email existed. In addition, event creation allowed an end time before the start time, and the displayed
event time was not correct.
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Requirement Status Description

FRO1 Multiple accounts can be created using the same email address.

FRO2 Authentication is performed using a username and password instead of an email
address and password.

FRO3

FRO4 The validation message does not clearly explain whether the password is too short or
too insecure.

FRO5 An exception is thrown when multiple accounts with the same email address exist.

FRO6 The end time can be set before the start time.

FRO7 The displayed event time is not correct.

FRO8

FRO9

FR10

FR11

FR12

FR13

FR14

Table 45: Functional Requirement Results of Claude Component by Component

Overall, the Claude Component by Component approach achieved 23 points, corresponding to a normalized score of 0.82.
This indicates that the generated application fulfilled most functional requirements, but still showed weaknesses in
account handling, validation, and time display.

5.3.3 Clean Code & Best Practices Evaluation

The clean code and best practices evaluation of the Claude Component by Component approach shows a generally solid
implementation quality. The generated code was well structured and followed consistent formatting, which made the
application easier to understand and maintain. The modularity of the implementation was also evaluated positively.

However, some weaknesses were identified in naming, documentation, and implementation practices. Several frontend
handlers used generic names such as handle or submit, and some backend views used short variable names such as att
and g, which reduced code clarity. Comments were also limited, especially in the frontend, and complex logic was not
documented. In addition, dead code was found in api/permissions.py, and some bare catch blocks swallowed errors
instead of handling them explicitly.

Criterion Points Justification

Naming & clarity 1 Frontend handlers too generic (handle, submit), backend views uses
short variables (att, q)

Modularity & structure

Formatting & style

Comments & documentation no comments in frontend, complex logic not commented.

R lIFRLININ

Anti-patterns api/permissions.py contains dead code, bare catch blocks swallow

errors.

Table 46: Clean Code Results of Claude Component by Component

Overall, the Claude Component by Component approach achieved 7 points, corresponding to a normalized score of 0.7.
This indicates that the generated code was mostly clean and well structured, but still showed room for improvement in
naming clarity, documentation, and error handling.

31



Analysis of Al-generated full-stack code with a focus on security | Eric Horsch and Joel Thoma OS T

Ostschweizer
Fachhochschule

5.4 One Prompt with ChatGPT

The ChatGPT One Prompt approach achieved an overall execution score of 0.64. The strongest result was reached in the
functional evaluation, with a normalized score of 0.75. Several core requirements were implemented successfully, but the
application still showed limitations in password management, event validation, time display, sharing behaviour, and
usability when many events were present.

The code generation and debugging evaluation reached a normalized score of 0.67. Although the final version did not
require debugging loops, the generation process was less stable because three runs were needed before a usable result
was produced. The final application was provided as a ZIP archive with installation instructions, but no direct start script
was included.

The weakest area was clean code and best practices, with a normalized score of 0.4. The code was only partially modular,
the frontend was concentrated in one file, formatting was inconsistent, and documentation was almost completely
missing. Overall, the results show that the ChatGPT One Prompt approach was able to generate a partially successful
application, but the result required repeated attempts and showed clear weaknesses in maintainability and usability.

Category Score

Code Generation and Debugging Evaluation 0.67

Functional Evaluation 0.75
Clean Code & Best Practices Evaluation 0.4
Overall Execution Score 0.64

Table 47: ChatGPT One Prompt Overview

5.4.1 Code Generation and Debugging Evaluation

The ChatGPT One Prompt approach achieved a moderate result in the code generation and debugging evaluation. The
final version did not require any debugging loops, which indicates that the generated application could be executed
without iterative error correction after the successful run. However, the generation process was less stable overall, since
three separate runs were necessary before a usable version was produced.

The first generated version could not be repaired successfully by ChatGPT itself, which reduced the score for generation
stability. The final result was delivered as a ZIP archive and included instructions for installing the required dependencies.
While this made execution possible, the setup required more manual effort than a directly executable start script.

Criterion Points Justification

Al-debugging iterations 2 No debugging loops were required.

Generation stability / rerun 1 Three runs were necessary because ChatGPT could not fix its own

effort first version.

Execution usability 1 The final result was provided as a ZIP archive together with
instructions for installing all necessary dependencies.

Table 48: Code Generation and Debugging Evaluation of ChatGPT One Prompt

Overall, the ChatGPT One Prompt approach achieved 4 points, corresponding to a normalized score of 0.67. This shows
that the final output was usable, but the generation process required repeated attempts and provided less convenient
execution support.

5.4.2 Functional Evaluation

The functional evaluation of the ChatGPT One Prompt approach shows that several core requirements were implemented
successfully. However, some important requirements were either missing or only partially fulfilled.

The main limitations were found in password management, event validation, time display, and event sharing. The
password change functionality was not implemented, and the password reset link did not work. In addition, events could
be created with an end time before the start time, and event times were not displayed correctly. Shared users were also
shown share and remove-share options, although these actions did not work for them. The resulting error was not
displayed in the graphical user interface.
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Another practical issue was the usability of the graphical user interface. When many events were present, the interface
became almost unusable, which limited the practical use of the application despite several implemented features.

Requirement Status Description
FRO1
FRO2
FRO3
FRO4 Password change is not implemented.
FRO5 The password reset link does not work.
FRO6 The end time can be set before the start time.
FRO7 The displayed event time is not correct.
FRO8
FRO9
FR10 Users with whom an event has been shared can see the share and remove share
options, but these actions do not work. An error is thrown but not shown in the GUI.
FR11
FR12
FR13
FR14

Table 49: Functional Requirement Results of ChatGPT One Prompt

Overall, the ChatGPT One Prompt approach achieved 21 points, corresponding to a normalized score of 0.75. This
indicates that the generated application fulfilled many functional requirements, but had significant limitations in password
handling, event behaviour, sharing interactions, and interface usability.

5.4.3 Clean Code & Best Practices Evaluation

The clean code and best practices evaluation of the ChatGPT One Prompt approach shows several limitations in the
maintainability of the generated code. While the naming was mostly understandable, some variable and function names
were too short or vague. This reduced readability in parts of the implementation.

The structure of the application was only partially modular. The backend showed some separation of responsibilities, but
the frontend was too concentrated in a single file. Formatting was also inconsistent, especially in the frontend, where JSX
and CSS were compressed and harder to read. In addition, the code contained almost no explanatory comments, which
made complex parts of the implementation more difficult to understand.

Several anti-patterns were also identified, including duplicated logic, large inline JSX blocks, the use of global browser
storage, and mixed responsibilities.

Criterion Points Justification

Naming & clarity 1 Mostly understandable names, but some are too short or vague.

Modularity & structure 1 Backend is partially modular, but frontend is too concentrated in one
file.

Formatting & style 1 Backend formatting is mostly readable, but frontend JSX and CSS are
compressed and inconsistent.

Comments & documentation 0 Almost no explanatory comments.

Anti-patterns 1 Some duplicated logic, large inline JSX, global browser storage, and

mixed responsibilities.

Table 50: Clean Code Results of ChatGPT One Prompt

Overall, the ChatGPT One Prompt approach achieved 4 points, corresponding to a normalized score of 0.4. This indicates
that the generated code was functional in parts, but showed clear weaknesses in structure, readability, documentation,
and maintainability.
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5.5 Component by Component Prompts with ChatGPT

The ChatGPT Component by Component approach achieved an overall execution score of 0.76. The strongest result was
reached in the functional evaluation, with a normalized score of 0.93. Almost all functional requirements were
implemented successfully, with the password reset functionality being the only major missing requirement.

The code generation and debugging evaluation reached a normalized score of 0.50. Although the final working version did
not require debugging loops, the generation process was unstable because multiple runs and prompt changes were
required before a usable version could be obtained. The final application was provided as a ZIP archive with installation
instructions, but the setup still required manual steps.

The clean code and best practices evaluation reached a normalized score of 0.7. The generated code was mostly readable
and consistently formatted, but maintainability issues remained. In particular, some frontend components had too many
responsibilities, inline comments were minimal, and repeated logic was present in several places. Overall, the results show
that the ChatGPT Component by Component approach produced a functional application, but the process required
repeated attempts and the generated code still needed structural refinement.

Category Score

Code Generation and Debugging Evaluation 0.5

Functional Evaluation 0.93
Clean Code & Best Practices Evaluation 0.7
Overall Execution Score 0.76

Table 51: ChatGPT Component by Component Overview

5.5.1 Code Generation and Debugging Evaluation

The ChatGPT Component by Component approach achieved a limited result in the code generation and debugging
evaluation. The final working version did not require debugging loops, which indicates that no iterative error correction
was needed after a usable version had been generated. However, the overall generation process was unstable.

Multiple runs and prompt changes were required before a working version could be obtained. This reduced the score for
generation stability, since the approach required repeated attempts and adjustments to reach an executable result. The
final application was delivered as a ZIP archive and included instructions for installing the required dependencies. While
this made execution possible, the setup still required manual steps from the user.

Criterion Points Justification

Al-debugging iterations 2 No debugging loops were required.

Generation stability / rerun 0 Multiple runs and prompt changes were needed to obtain a working

effort version.

Execution usability 1 The final result was provided as a ZIP archive together with
instructions for installing all necessary dependencies.

Table 52: Code Generation and Debugging Evaluation of ChatGPT Component by Component

Overall, the ChatGPT Component by Component approach achieved 3 points, corresponding to a normalized score of 0.50.
This shows that the final result was usable, but the generation process required considerable rerun effort and provided
only limited execution support.

5.5.2 Functional Evaluation

The functional evaluation of the ChatGPT Component by Component approach shows a very strong result. Aimost all
functional requirements were implemented successfully. Only one major limitation was identified in the password reset
functionality. The reset link did not work, which means that this requirement was not fulfilled. Apart from this issue, the
generated application covered the required functionality correctly.
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Requirement Status Description
FRO1
FRO2
FRO3
FRO4

FRO5 The password reset link does not work.
FRO6
FRO7
FRO8
FRO9
FR10
FR11
FR12
FR13
FR14

Table 53: Functional Requirement Results ChatGPT Component by Component

Overall, the ChatGPT Component by Component approach achieved 26 points, corresponding to a normalized score of
0.93. This indicates that the generated application fulfilled nearly all functional requirements and performed very well in
the functional evaluation.

5.5.3 Clean Code & Best Practices Evaluation

The clean code and best practices evaluation of the ChatGPT Component by Component approach shows a generally good
result. The generated code used mostly understandable names and followed consistent formatting, which supported
readability. The README also provided helpful information for setting up and using the application.

However, some maintainability issues were identified. The modularity of the frontend was limited, especially in
EventModal.jsx, which handled editing, sharing, file uploads, deletion, user search, and Ul state in a single component.
Inline comments were also minimal, even though some parts of the implementation contained more complex logic.
Several anti-patterns were found, including duplicated frontend error handling, repeated event filtering in
CalendarPage.jsx, token persistence in a global tokenStore, and large components with multiple responsibilities.

Criterion Points Justification

Naming & clarity 2 Names such as EventPermission, visible_to, can_edit, shareEvent,
and EventAttachmentUploadSerializer are clear and domain-aligned.

Modularity & structure 1 EventModal.jsx is large and handles editing, sharing, upload,
deletion, user search, and Ul state in one component.

Formatting & style 2 Formatting is consistent overall. Python and JSX indentation/style are
readable.

Comments & documentation 1 The README is helpful, but inline comments are minimal.

Anti-patterns 1 Some duplicated frontend error handling, repeated event filtering in

CalendarPage.jsx, token persistence in a global tokenStore, and large
multi-responsibility components.

Table 54: Clean Code Results of ChatGPT Component by Component

Overall, the ChatGPT Component by Component approach achieved 7 points, corresponding to a normalized score of 0.7.
This indicates that the generated code was mostly readable and well formatted, but still showed weaknesses in
modularity, documentation, and separation of responsibilities.
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5.6 One Prompt with Gemini

The Gemini One Prompt approach achieved an overall execution score of 0.42. The code generation and debugging
evaluation showed the largest difficulties, with a normalized score of 0.17. Seven debugging loops and eight reruns with
prompt modifications were required before a working version could be produced. In addition, the project structure had to
be created manually, and generated files had to be replaced individually by hand.

The functional evaluation reached a normalized score of 0.5. Some features were implemented successfully. However,
several central requirements were missing or incomplete. Password reset did not work, password restrictions were not
enforced, event sharing and permission management could not be accessed, and file upload and download were not
functional.

The clean code and best practices evaluation achieved a normalized score of 0.6. The code was generally readable in
parts, but the structure showed clear maintainability issues. The frontend was concentrated in a single App.jsx file,
authorization logic was placed directly inside backend viewsets, and several duplicated or placeholder patterns were
present. Overall, the results show that the Gemini One Prompt approach required substantial manual effort and produced
an application with major functional and structural limitations.

Category Score

Code Generation and Debugging Evaluation 0.17

Functional Evaluation 0.5
Clean Code & Best Practices Evaluation 0.6
Overall Execution Score 0.42

Table 55: Gemini One Prompt Overview

5.6.1 Code Generation and Debugging Evaluation

The Gemini One Prompt approach achieved a low result in the code generation and debugging evaluation. The
development process required seven debugging loops before a working version could be reached. This indicates that the
generated application needed several rounds of correction and refinement.

The generation process was also unstable. Eight reruns with prompt modifications were necessary to obtain a usable
result, which required a large amount of additional effort. Execution usability was limited as well, since the project
structure had to be created manually and the generated files had to be replaced individually by hand.

Criterion Points Justification

Al-debugging iterations 1 The development process required seven debugging loops.

Generation stability / rerun 0 Eight reruns with prompt modifications were required to obtain a

effort working version.

Execution usability 0 The project structure had to be created manually, and the generated
files had to be replaced individually by hand.

Table 56: Code Generation and Debugging Evaluation of Gemini One Prompt

Overall, the Gemini One Prompt approach achieved 1 point, corresponding to a normalized score of 0.17. This shows that
the approach required substantial manual effort and provided only limited support for producing an executable
application.

5.6.2 Functional Evaluation

The functional evaluation of the Gemini One Prompt approach shows a limited result. Some basic requirements were
implemented successfully. However, several important features were either incomplete or did not work as required.

The main limitations were found in password handling, session behaviour, event sharing, permission management, and
file handling. Password restrictions were not enforced during registration or password change. The user was also logged
out when the site was reloaded, which limited session usability. Event sharing could not be accessed, which also
prevented permission management from being used. File handling was incomplete, since files were not actually uploaded,
selected files were shown below every event of the user.
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Requirement Status Description
FRO1 Password restrictions are not enforced during registration.
FRO3 The user is logged out when the site is reloaded.
FRO4 Password restrictions are not enforced when changing the password.
FRO5 Password reset does not work.
FRO6
FRO7 Events created by the user are displayed as shared events.
FRO8
FRO9
FR10 Event sharing cannot be accessed.
FR11 Permission management cannot be accessed because event sharing is unavailable.
FR12
FR13 Files are not actually uploaded, and selected files are displayed below every event of
the user.
FR14 File download does not work.

Table 57: Functional Requirement Results of Gemini One Prompt

Overall, the Gemini One Prompt approach achieved 14 points, corresponding to a normalized score of 0.5. This indicates
that the generated application implemented some core functionality, but had major limitations in several required areas.

5.6.3 Clean Code & Best Practices Evaluation

The clean code and best practices evaluation of the Gemini One Prompt approach shows a moderate result. The
generated code used mostly understandable names and was generally readable. Most entities were named clearly.
However, inconsistencies between frontend and backend naming reduced clarity.

The structure of the application showed several maintainability limitations. The backend was compact, but too much
authorization logic was placed directly inside viewsets. On the frontend, the API client and all components were contained
in one large App.jsx file, which reduced modularity and made the code harder to maintain. Formatting was mostly
consistent, but placeholder comments and long sections with mixed responsibilities reduced the overall quality.

Comments were present and sometimes explained the intended behaviour, but some were misleading. For example, a
comment referred to a secure logout even though the implementation only removed data from local storage. In addition,
there was no security documentation or API contract. Several anti-patterns were also identified, including unused imports,
duplicated Ul and API patterns, placeholder comments, repeated filtering logic, and generated or runtime files included in
the project archive.
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Criterion Points Justification

Naming & clarity 1 Names are mostly clear: Event, EventShare, FileAttachment,
ShareEventByEmailView. Some frontend/backend mismatch exists,
especially owner vs ownerld.

Modularity & structure 1 Backend is compact but too much authorization logic is embedded
directly in viewsets. Frontend API client and all components are in
one large App.jsx.

Formatting & style 1 Generally readable and consistent. Some placeholder comments and
long mixed-responsibility sections reduce polish.

Comments & documentation 1 Comments explain intent, but some are misleading, such as “secure
logout” when it only deletes local storage. No security
documentation or API contract.

Anti-patterns 1 Unused imports, duplicated UI/API patterns, placeholder comments,
repeated filtering logic, and generated/runtime files included in the
project archive.

Table 58: Clean Code Results of Gemini One Prompt

Overall, the Gemini One Prompt approach achieved 6 points, corresponding to a normalized score of 0.6. This indicates
that the generated code was readable in parts, but had clear weaknesses in modularity, documentation accuracy, and
maintainability.

5.7 Component by Component Prompts with Gemini

The Gemini Component by Component approach achieved an overall execution score of 0.47. The code generation and
debugging evaluation reached a normalized score of 0.33. Although no reruns, prompt modifications, or manual
corrections were necessary, the process required thirteen debugging iterations. In addition, the project structure had to
be created manually and generated files had to be replaced individually by hand, which reduced execution usability.

The functional evaluation reached a normalized score of 0.54. Some basic functionality was implemented successfully, but
several central requirements were incomplete or did not work as required. The main limitations were found in password
handling, event display, event updates, event sharing, permission management, access control, and file download
behaviour.

The clean code and best practices evaluation achieved a normalized score of 0.5. The code used mostly understandable
names and the backend had a partly reasonable structure. However, the frontend was concentrated in one large App.jsx
file, comments and documentation were almost completely absent, and repeated logic appeared in several places.
Overall, the results show that the Gemini Component by Component approach produced a partially working application,
but required extensive debugging and showed major limitations in functionality, execution usability, and maintainability.

Category Score

Code Generation and Debugging Evaluation 0.33

Functional Evaluation 0.54
Clean Code & Best Practices Evaluation 0.5
Overall Execution Score 0.47

Table 59: Gemini Component by Component Overview

5.7.1 Code Generation and Debugging Evaluation

The Gemini Component by Component approach achieved a low result in the code generation and debugging evaluation.
The development process required thirteen debugging iterations, which shows that the generated application needed
many rounds of correction before reaching a working state.

At the same time, the generation process itself was stable. No manual corrections, reruns, or prompt modifications were
necessary, which indicates that the component-based process could continue without restarting or changing the prompts.
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However, execution usability was limited. The project structure had to be created manually, and the generated files had to
be replaced individually by hand.

Criterion Points Justification

Al-debugging iterations 0 The development process required thirteen debugging iterations.

Generation stability / rerun 2 No manual corrections, reruns, or prompt modifications were

effort necessary.

Execution usability 0 The project structure had to be created manually, and the generated
files had to be replaced individually by hand.

Table 60: Code Generation and Debugging Evaluation of Gemini Component by Component

Overall, the Gemini Component by Component approach achieved 2 points, corresponding to a normalized score of 0.33.
This shows that the approach was stable in terms of reruns, but required extensive debugging and manual setup work.

5.7.2 Functional Evaluation

The functional evaluation of the Gemini Component by Component approach shows a limited result. Some basic
requirements were implemented successfully. However, several important requirements were only partially fulfilled or did
not work as required.

The main limitations were found in password handling, event display, event updates, sharing, permission management,
and access control. Password restrictions were not enforced during registration or password change, and password reset
did not work. The calendar view also broke when two events were created on the same day, and the event view did not
update correctly when an event was edited without changing its date. Event sharing did not work, which also prevented
permission management and access control for shared events from being verified. File download was only partially
fulfilled, since files were opened in the browser instead of being downloaded directly.

Requirement Status Description
FRO1 Password restrictions are not enforced during registration.
FRO2
FRO3
FRO4 Password restrictions are not enforced when changing the password.
FRO5 Password reset does not work.
FRO6
FRO7 The calendar view breaks when two events are created on the same day.
FRO8 The event view does not update when an event is edited without changing its date.
FRO9
FR10 Event sharing does not work.
FR11 Permission management does not work because event sharing is unavailable.
FR12 Access control for shared events cannot be verified because event sharing does not
work.
FR13
FR14 Files are opened in the browser instead of being downloaded directly.

Table 61: Functional Requirement Results of Gemini Component by Component

Overall, the Gemini Component by Component approach achieved 15 points, corresponding to a normalized score of 0.54.
This indicates that the generated application implemented some core functionality, but had major limitations in several
central functional areas.

5.7.3 Clean Code & Best Practices Evaluation

The clean code and best practices evaluation of the Gemini Component by Component approach shows a moderate
result. The generated code used mostly understandable names which supports readability.
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The backend structure was reasonably separated into models, serializers, permissions, and views. However, the frontend
was too concentrated in one large App.jsx file. This file combined authentication, calendar logic, modals, sharing, uploads,
and API client logic, which reduced modularity and made the frontend harder to maintain. Formatting was generally
readable, but some inconsistent indentation and dense JSX blocks reduced the overall quality.

Comments and documentation were almost completely absent, which made the code harder to understand and maintain.
Several anti-patterns were also identified, including unused code, repeated fetch logic, repeated error handling, a large
monolithic React component, and empty tests.

Criterion Points Justification

Naming & clarity 2 Names are mostly understandable: Event, EventShare,
EventAttachment, handleSaveEvent

Modularity & structure 1 Backend is reasonably separated into models, serializers,
permissions, and views. Frontend is too concentrated in one large
App.jsx, mixing auth, calendar, modals, sharing, uploads, and API
client logic

Formatting & style 1 Formatting is generally readable, but there are inconsistent
indentation spots in vite.config.js and many dense JSX blocks.

Comments & documentation 0 Comments and documentation are almost completely absent.

Anti-patterns 1 Unused code, repeated fetch logic, repeated error handling, a large
monolithic React component, and empty tests.

Table 62: Clean Code Results of Gemini Component by Component

Overall, the Gemini Component by Component approach achieved 5 points, corresponding to a normalized score of 0.5.
This indicates that the generated code had understandable naming and a partially structured backend, but showed clear
weaknesses in frontend modularity, documentation, and maintainability.
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6 Security Analysis

This chapter presents the security analysis of the generated applications. The evaluation combines three perspectives:
confirmed application-level vulnerabilities from SAST and DAST, known vulnerabilities in third-party dependencies, and the
usefulness of Al-assisted self-review. Together, these dimensions provide a broader view of security than a single scan
result, because they cover both the generated application code and the ecosystem around it.

6.1 Security Score Overview

The final combined security score summarizes the three security-related evaluation dimensions used in this chapter. The
vulnerability score combines the results of the manual SAST and DAST analysis and is weighted most strongly, because it
represents confirmed weaknesses in the generated application code and runtime behaviour. Dependency scanning and Al
self-review are included as additional dimensions to capture risks from third-party packages and the usefulness of Al-
assisted security review. The combined score is weighted as follows: the vulnerability score contributes 0.60, the
dependency score contributes 0.20, and the Al self-review score contributes 0.20. A higher score indicates a better overall
security result. For the Vulnerability Score and Dependency Score, a value of 0.00 indicates the worst observed result
within the respective dimension. In these cases, the run reached the maximum observed raw value used for
normalization: Gemini One Prompt reached the VulnerabilityMax value of 32, while Claude Component by Component
reached the DependencyMax value of 80.

Model e Vulnerability Dependency Al self-review Combined security

score score score score

Claude One Prompt 0.41 0.53 0.67 0.49
C th

Claude omponent by 0.53 0.00 1.00 0.52
Component

ChatGPT One Prompt 0.38 0.85 1.00 0.60
C th

ChatGPT omponent by 0.44 0.85 0.83 0.60
Component

Gemini One Prompt 0.00 / 0.00 0.00
C th

Gemini omponent by 0.22 0.63 0.00 0.26
Component

Table 63: Security Score Overview

The overview shows that ChatGPT achieved the strongest combined security results in this experiment. Both ChatGPT
variants reached a combined security score of 0.60, mainly due to strong dependency scores and high Al self-review
scores. The One Prompt ChatGPT variant achieved the highest individual Al self-review score, while both ChatGPT variants
had the best dependency score among the reproducibly evaluated projects.

Claude achieved the strongest individual vulnerability score in the Component by Component approach with 0.53.
However, its combined score was reduced by the dependency result, especially in the Component by Component variant,
which received a dependency score of 0.00. Despite this, Claude Component by Component still achieved the third-
highest combined security score with 0.52 because of its comparatively strong vulnerability score and perfect Al self-
review score.

Gemini achieved the weakest combined security results. The One Prompt Gemini variant received a combined score of
0.00 because it had the lowest vulnerability score and no usable Al self-review result. Its dependency score was assigned
the same value as the best-rated dependency result, but this should be interpreted with caution because the dependency
state was not fully reproducible. The Component by Component Gemini variant performed slightly better overall with a
combined score of 0.26, but still remained below the other models due to weak vulnerability and Al self-review scores.

6.2 One Prompt with Claude

The One Prompt variant represents the result of asking Claude to generate the full-stack application in a single interaction.
This approach is close to a realistic fast prototyping or vibe-coding scenario, where a developer expects the model to infer
architecture, implementation details, and security requirements from one larger instruction. The following subsections
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evaluate whether this approach produced secure application logic, safe dependency choices, and useful Al self-review
output.

6.2.1 Security Analysis Results (SAST and DAST)

Claude’s One Prompt application reached a SAST and DAST vulnerability score of 0.41. The result contained two high-
severity findings, five medium-severity findings, and three low-severity findings. The combined penalty was 19.

The most critical weaknesses were the use of localStorage for JWT tokens and the lack of server-side file upload validation.
Both issues are especially relevant in a full-stack web application because they expose authentication material and user-
uploaded content to common attack vectors.

The medium-severity findings show that Claude generated several partially functional but incomplete security controls.
Authentication endpoints were missing rate limiting, user search allowed enumeration, and the password policy was
weak. In addition, metadata exposure through the sharing mechanism indicates that access-control decisions were
implemented only partially. Overall, Claude produced a structurally usable application, but it did not consistently enforce
secure defaults across authentication, authorization, and file handling.

Severity Finding Code snippet / reference
High JWT tokens are stored in localStorage and are therefore accessible Listin 3
through XSS. HSng 2
High File uploads are not vaIidate?d on the server side; only a frontend size Listing 4
limit is present. HSUng 2
Medium Authentication endpoints do not implement rate limiting. Listing 5
Medium Sharing metadata is exposed to all event readers. Listing 6
Medium The color field is not validated .and may allow CSS url()-based data Listing 7
exfiltration. Hishing /
Medium The user search APl enables user enumeration. Listing 8
Medium Password policy configuration is weak. Listing 9
Low Backend dependency version ranges are open-ended. Listing 10
Low No application-level security logging is implemented. Listing 11
Low The event list has no pagination. Listing 12

Table 64: Security Analysis Overview of Claude One Prompt

6.2.2 Dependency Vulnerability Results

The Claude One Prompt application contained known vulnerabilities in both frontend and backend dependencies. npm
audit reported four low-severity findings, three moderate findings, and one high-severity finding. Snyk additionally
reported eleven backend issues. These affected djangorestframework-simplejwt and pillow.

Scanner Critical High Medium Low Total
npm audit 0 1 3 4 8
Snyk 0 4 6 1 11
Combined 0 5 9 5 19

Table 65: Dependency Vulnerability Results of Claude One Prompt

The most relevant backend dependency risk came from pillow, which introduced several medium- and high-severity
vulnerabilities, including out-of-bounds write, integer overflow, infinite loop, and resource exhaustion issues. The
djangorestframework-simplejwt finding was a medium-severity information exposure vulnerability. Overall, this result
shows that the generated application relied on outdated third-party packages that would need to be upgraded before
deployment.

This results in a normalized dependency score of 0.53.
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6.2.3 Al Self-Review Results

The Al self-review for Claude’s One Prompt application identified several relevant weaknesses that overlapped with the
manual SAST and DAST findings. It correctly detected the use of JWT tokens in localStorage, unrestricted file uploads,
missing rate limiting on authentication endpoints, and a weak password policy. These findings match important parts of
the manual security analysis and show that the self-review was able to recognize some major security problems in the
generated application.

However, the review also included several findings that were mainly related to development or deployment configuration.
These included a hardcoded secret key, DEBUG=True, broad ALLOWED HOSTS, a committed SQLite database, missing
production security headers, and committed bytecode/cache files. These observations are useful for deployment
hardening, but they are not central to the application-level security score.

The review missed several confirmed findings from the manual analysis. It did not identify the sharing metadata exposure,
the unvalidated color field, the user enumeration issue, missing application-level logging, open-ended dependency ranges,
or missing pagination on the event list. It also reported some issues that were not confirmed in the final SAST and DAST
result, such as password reset validation bypass and unvalidated date query parameters.

Metric Points Justification

The review found some important issues, including JWT storage in
localStorage, missing file upload validation, missing rate limiting,
and weak password policy. However, several confirmed findings

were missed.

Correctly identified issues 1

The review contained a moderate number of findings that were
False positives 1 either not confirmed or mainly related to development/
deployment configuration.

The proposed fixes were generally correct and applicable, such as

Correct fixes 2 using HttpOnly cookies, adding upload validation, adding rate
limiting, and moving secrets to environment variables.
1+1+42
AlScore 0.67 % = 0.67

Table 66: Al Self-Review Results of Claude One Prompt

Overall, the Al self-review was useful for identifying some high-impact issues, especially token storage and file upload
risks. Nevertheless, it did not cover the full vulnerability profile of the application and missed several access-control,
information-disclosure, and maintainability-related security weaknesses.

6.3 Component by Component Prompts with Claude

The Component by Component variant represents a more structured prompting strategy in which the application is
generated in smaller parts. This approach gives the model more focused tasks and may reduce implementation errors, but
it can also introduce inconsistencies between components. The following subsections evaluate whether this strategy
improved Claude’s security outcome compared with the One Prompt variant.

6.3.1 Security Analysis Results (SAST and DAST)

Claude performed best in the Component by Component approach, reaching a SAST and DAST vulnerability score of 0.53.
The result contained two high-severity findings, two medium-severity findings, and five low-severity findings. The
combined penalty was 15.

The number of medium findings was reduced compared with the One Prompt approach, and the overall combined
penalty decreased from 19 to 15. This suggests that generating the application in smaller parts improved control over the
implementation and reduced some security weaknesses.

However, the two high-severity issues remained: JWT tokens were still stored in localStorage, and attachment validation
was still insufficient. This shows that the structured prompting approach improved the general quality of the result but did
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not automatically lead to secure architectural decisions. Claude was able to produce cleaner separation between
components, but core security decisions still required explicit guidance or manual review.

Severity Finding Code snippet / reference

High JWT tokens are stored in localStorage. Listing 13

High Attachments lack file type, size, and content validation. Listing 14
Medium The user search endpoint enables email enumeration. Listing 15
Medium Event end datetime is not validated against the start datetime. Listing 16

Low Duplicate email registration behaviour is not handled securely. Listing 17

Low Unused permission classes are present. Listing 18

Low The event list has no pagination, allowing large-scale data exposure. Listing 19

Low Dependency versions are specified as broad ranges. Listing 20

Low No structured logging is implemented beyond console output. Listing 21

Table 67: Security Analysis Overview of Claude Component by Component Prompts

6.3.2 Dependency Vulnerability Results

The Claude Component by Component application produced the weakest dependency result. npm audit reported nine
low-severity vulnerabilities, four moderate vulnerabilities, and seventeen high-severity vulnerabilities. Snyk additionally
reported six issues.

Scanner Critical High Medium Low Total
npm audit 0 17 4 9 30
Snyk 0 1 4 1 6
Combined 0 18 8 10 36

Table 68: Dependency Vulnerability Results of Claude Component by Component Prompts

This result shows that the Component by Component approach did not automatically improve dependency security. The
main weakness was the frontend dependency tree, where the high number of high-severity npm audit findings caused
this application to become the weakest observed dependency case.

This results in a normalized dependency score of 0.00.

6.3.3 Al Self-Review Results

The Al self-review for Claude’s Component by Component application was stronger than the review of the One Prompt
application. It identified several issues that matched the manual SAST and DAST result, including unrestricted file uploads,
JWT token storage in localStorage, missing rate limiting, authenticated user enumeration, and missing pagination on the
event list.

The review also reported additional file-handling concerns, including MIME type guessing, unsanitized Content-
Disposition filenames, and possible path traversal in attachment paths. These are related to the confirmed attachment
validation weakness, but they were not all counted as separate confirmed findings in the manual result. The committed
SQLite database and insecure debug defaults are summarized as development or packaging risks.

Some confirmed findings were still missed. The review did not detect the missing validation that the event end datetime is
after the start datetime, duplicate email registration behaviour, unused permission classes, broad dependency ranges, or
the lack of structured logging. Nevertheless, the review found most of the major security themes and suggested useful
mitigations.
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Metric Points Justification

The review found most major issue categories, including token
Correctly identified issues 2 storage, file upload validation, rate limiting, user enumeration, and
missing pagination.

There were few score-relevant false positives. Some additional
False positives 2 findings were mainly development or packaging observations and
were treated separately.

The suggested fixes were concrete and mostly applicable, including

Correct fixes 2 MIME validation, safer token storage, throttling, pagination, and
secure file handling.
24242
AlScore 1.00 % =1.00

Table 69: Al Self-Review Results of Claude Component by Component Prompts

The Component by Component self-review produced the strongest Claude Al review result. It provided concrete technical
findings and practical remediation advice. However, it still required manual interpretation to separate application
vulnerabilities from development and packaging observations.

6.4 One Prompt with ChatGPT

The One Prompt variant represents ChatGPT’s full-stack application generated from a single broad instruction. This tests
whether the model can generate a complete application with acceptable security properties without step-by-step
guidance. The following subsections evaluate the resulting vulnerability profile, dependency risk, and Al self-review
quality.

6.4.1 Security Analysis Results (SAST and DAST)

ChatGPT’s One Prompt application reached a SAST and DAST vulnerability score of 0.38. It contained two high-severity
findings, five medium-severity findings, and four low-severity findings. The combined penalty was 20.

The most important high-severity weaknesses were missing file upload validation and JWT storage in localStorage. These
findings are similar to the Claude One Prompt result and indicate recurring insecurity in Al-generated full-stack
applications.

The medium-severity findings were mainly related to missing rate limiting, user enumeration, metadata leakage, and
event or attachment enumeration. This suggests that ChatGPT implemented the expected application features but did not
consistently protect the information flows around those features. The sharing and registration flows in particular leaked
information about users and events. The low-severity findings further show incomplete validation, weak error handling,
non-reproducible dependencies, and missing audit logging.

Severity Finding Code snippet / reference
High File uploads have no validation. Listing 22
High JWT tokens are stored in localStorage. Listing 23

Medium Authentication-related endpoints lack rate limiting. Listing 24

Medium Event sharing leaks whether an email address is registered. Listing 25

Medium Registration leaks whether an email address already exists. Listing 26

Medium Shared users receive more event metadata than necessary. Listing 27

Medium Attachment endpoints reveal whether an event exists. Listing 28
Low Event end time is not validated against the start time. Listing 29
Low Raw backend errors are shown directly in the frontend. Listing 30
Low Dependency versions are not reproducible. Listing 31
Low No explicit security or audit logging is implemented. Listing 32
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6.4.2 Dependency Vulnerability Results

The ChatGPT One Prompt produced a low number of vulnerabilities through dependencies. The findings consisted of four

medium-severity, one high-severity vulnerability and one low-severity vulnerability.
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Scanner Critical High Medium Low Total
npm audit 0 0 0 0 0
Snyk 0 1 4 1 6
Combined 0 1 4 1 6

Table 71: Dependency Vulnerability Results of ChatGPT One Prompt

This results in a normalized dependency score of 0.85.

6.4.3 Al Self-Review Results

The Al self-review for ChatGPT’s One Prompt application identified several confirmed SAST and DAST findings. It correctly
detected JWT token storage in localStorage, unrestricted file uploads, missing rate limiting, user enumeration through
the sharing endpoint, non-reproducible dependency versions, and missing event time validation. These findings overlap
with both the high-severity and medium/low-severity issues found during the manual analysis.

The review also reported a number of development and deployment concerns, including a hardcoded secret key,
DEBUG=True, missing production security headers, a hardcoded localhost password reset link, and a packaged SQLite
database. These are relevant observations for deployment hardening, but they are less important for the application-level
SAST and DAST comparison.

Several confirmed findings were missed. The review did not identify excessive sharing metadata exposure, attachment
endpoint event enumeration, raw backend errors shown in the frontend, registration-based user enumeration, or missing
explicit security/audit logging. Nevertheless, the review found many of the most important security themes and proposed
useful fixes.

Metric Points Justification

The review detected several important confirmed findings,
including token storage, missing upload validation, missing rate
limiting, user enumeration, dependency issues, and missing event
time validation.

Correctly identified issues 2

There were few score-relevant false positives. Most additional
findings were valid development or deployment observations
rather than misleading application findings.

False positives 2

The recommended fixes were generally correct and applicable,
including HttpOnly cookies, upload validation, throttling, pinned
dependencies, and production hardening.

24+24+2
AlScore 1.00 % =1.00

Table 72: Al Self-Review Results of ChatGPT One Prompt

Correct fixes 2

Overall, the ChatGPT One Prompt self-review gave a useful assessment. It found several major issues, especially around
token storage, upload handling, and rate limiting. It still missed some information-disclosure and error-handling findings
that were confirmed manually.

6.5 Component by Component Prompts with ChatGPT

The Component by Component variant represents a more guided generation process for ChatGPT. By generating the
application in smaller parts, the model may produce more structured code, but security-relevant behaviour still has to
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remain consistent across authentication, authorization, frontend, backend, and file-handling components. The following
subsections evaluate whether this strategy improved the security result.

6.5.1 Security Analysis Results (SAST and DAST)

The Component by Component ChatGPT result improved slightly, reaching a SAST and DAST vulnerability score of 0.44.
The result contained two high-severity findings, four medium-severity findings, and four low-severity findings. The
combined penalty was 18.

The number of medium findings decreased from five to four, while the high-severity findings remained unchanged. Similar
to Claude, the structured approach improved the result but did not remove the most critical security issues.

Compared with the One Prompt version, the component-based version showed better organization and more domain-
aligned code structure. However, security-sensitive areas such as token storage, attachment handling, user enumeration,
and session invalidation were still incomplete. This indicates that component-level prompting can improve maintainability
and implementation consistency, but it does not guarantee secure cross-cutting concerns unless these are explicitly
specified and verified.

Severity Finding Code snippet / reference
High Attachment file type validation is effectively incomplete. Listing 33
High JWT access and refresh tokens are stored in localStorage. Listing 34

Medium Login, registration, password rraets:'lci,r;c]?gsg.refresh, and user search lack Listing 35

Medium Password change and reset do notc revoke existing refresh tokens or Listing 36

sessions. HSHNg Sb

Medium Authenticated user search enables user enumeration. Listing 37

Medium Attachment endpoints leak attachment existence through different 403 Listing 38

and 404 responses. =Isting &
Low Sharing by user ID can target inactive users. Listing 39
Low Registration password validation lacks user context. Listing 40
Low Dependency management is not deterministic enough. Listing 41
Low No explicit security or audit logging is implemented. Listing 42

Table 73: Security Analysis Overview of ChatGPT Component by Component Prompts

6.5.2 Dependency Vulnerability Results

The ChatGPT Component by Component produced a low number of vulnerabilities through dependencies. The findings
consisted of four medium-severity, one high-severity vulnerability and one low-severity vulnerability.

Scanner Critical High Medium Low Total
npm audit 0 0 0 0 0
Snyk 0 1 4 1 6
Combined 0 1 4 1 6

Table 74: Dependency Vulnerability Results of ChatGPT Component by Component Prompts

This results in a normalized dependency score of 0.85.

6.5.3 Al Self-Review Results

The Al self-review for ChatGPT’s Component by Component application found several confirmed weaknesses. It correctly
identified localStorage token storage, insufficient attachment validation, missing rate limiting, authenticated user
enumeration, and non-deterministic dependency versions. These findings match important parts of the manual SAST and
DAST result.
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The review also identified a committed . env file, a weak default secret, DEBUG=True, a packaged SQLite database, and
uploaded media files. These findings are relevant from a repository hygiene and deployment perspective, but they are less
central to the application-level security comparison. The review also raised concerns about direct media access and
editors being able to delete entire events. These were plausible issues but were not part of the confirmed manual finding
set.

The review missed several confirmed findings. It did not identify that password change and reset do not revoke existing
refresh tokens or sessions, that attachment endpoints leak existence through different 403 and 404 responses, that
registration password validation lacks user context, or that explicit security/audit logging is missing.

Metric Points Justification

The review found several important confirmed issues, including
Correctly identified issues 2 token storage, attachment validation, missing rate limiting, user
enumeration, and dependency management weaknesses.

The review contained a moderate number of additional findings
that were plausible but not part of the confirmed manual finding
set, such as direct media access bypass and editor deletion
concerns.

False positives 1

The proposed fixes were mostly correct and applicable, including
Correct fixes 2 safer token storage, private file handling, throttling, stricter user
search, and dependency pinning.

AlScore 0.83 % =0.83

Table 75: Al Self-Review Results of ChatGPT Component by Component Prompts

The self-review was reasonably effective at identifying broad security themes, but it was less precise than the manual
analysis. It detected several important classes of weakness but missed more specific session-management and object-
existence leakage issues.

6.6 One Prompt with Gemini

The One Prompt variant represents Gemini’s full-stack application generated from a single broad instruction. This
approach tests whether Gemini can generate a complete secure application without stepwise guidance. The following
subsections evaluate the resulting vulnerabilities, dependency risk, and whether Gemini could produce a usable self-
review.

6.6.1 Security Analysis Results (SAST and DAST)

Gemini’s One Prompt application produced the weakest SAST and DAST security result with a vulnerability score of 0.00. It
contained five high-severity findings, six medium-severity findings, and five low-severity findings. The combined penalty
was 32.

Since this was the highest observed SAST and DAST penalty, it defines the normalization baseline for the individual
vulnerability scores in this section and is thus set at 0.

The most severe problems were related to broken authorization and file access control. Read-only shared users could
upload or delete files, event-share updates could be abused for privilege escalation, and there was no authenticated
authorization-checked file download endpoint. These findings are more severe than simple missing hardening features
because they directly affect the authorization model of the application.

Gemini also showed weaknesses in authentication lifecycle management. Existing tokens remained valid after password
changes, logout was only performed on the client side, and rate limiting was missing. Combined with user enumeration,
weak password handling, and broken frontend owner checks, the result shows that Gemini implemented many functional
paths but failed to consistently enforce security boundaries.
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Severity Finding Code snippet / reference
High Tokens are stored in localStorage. Listing 43
High Uploaded files have no type, size, content, or malware validation. Listing 44
High Read-only shared users can upload and delete files attached to an event. Listing 45
High EventShareViewSet allows priviLefdea:;alation to other events through Listing 46
High No authenticated and authorizationjchecked download endpoint exists Listing 47

for files. HEangss

Medium Existing authentication tokens remain valid after password changes. Listing 48

Medium Logout is only implemented on the client side. Listing 49

Medium No rate limiting is implemented. Listing 50

Medium Registration and sharing responses enable user enumeration. Listing 51

Medium The password policy is not applied. Listing 52

Medium Frontend owner checks are broken. Listing 53
Low The sharing endpoint accepts unvalidated permission values. Listing 54
Low Users with edit-sharing rights can delete entire events. Listing 55
Low Logging and error handling are weak. Listing 56
Low No backend dependency manifest was found. Listing 57
Low Authorization-boundary tests are missing. Listing 58

Table 76: Security Analysis Overview of Gemini One Prompt

6.6.2 Dependency Vulnerability Results

Gemini One Prompt was not assigned a DependencyScore as the generated project did not include a reproducible
dependency manifest, such as a requirements.txt or lock file, and instead relied on installing the latest package versions
during setup. Consequently, Snyk did not report any vulnerable dependencies for this run. This reflects a limitation of the
generated setup rather than an indication that the project’s dependencies are free of vulnerabilities.

This results in no normalized dependency score.

6.6.3 Al Self-Review Results

Gemini did not produce a usable Al self-review for the One Prompt application. Instead of analysing the uploaded project,
it refused or failed to process the archive. The responses indicated that the uploaded zip contained too many files, that
the file could not be read, or that the request could not be fulfilled due to automated safety restrictions.

Because no structured security review was produced, no confirmed findings could be credited. The review also did not
provide usable remediation guidance. Therefore, all three Al self-review metrics receive zero points.

Metric Points Justification
. e . No usable review was produced, so no confirmed vulnerabilities
Correctly identified issues 0 . .
were identified.
. The review did not produce analyzable findings. Because it failed to
False positives 0 . . .
perform the task, no points are awarded for this metric.
Correct fixes 0 No usable fixes were provided.
04+0+0
AlScore 0.00 % =0.00

Table 77: Al Self-Review Results of Gemini One Prompt

The Gemini One Prompt self-review result shows a limitation of using an Al system as a reviewer. Even if a model can
generate an application, it may fail to process or review the resulting project archive reliably. In this case, the Al self-
review provided no actionable security value.
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6.7 Component by Component Prompts with Gemini

The Component by Component variant represents a more structured generation strategy for Gemini. This approach
reduced some application-level security weaknesses compared with the One Prompt variant, but it did not eliminate
major vulnerabilities. The following subsections evaluate the remaining vulnerability profile, dependency risk, and Al self-
review result.

6.7.1 Security Analysis Results (SAST and DAST)

Gemini improved in the Component by Component approach, reaching a SAST and DAST vulnerability score of 0.22. The
result contained three high-severity findings, five medium-severity findings, and six low-severity findings. The combined
penalty was 25.

The number of high-severity findings decreased from five to three, and the combined penalty decreased from 32 to 25.
This is a meaningful improvement, but the result still remained weaker than the Claude and ChatGPT outputs.

The main remaining issues were JWT storage in localStorage, missing file upload validation, and broken attachment access
control. In addition, some API viewsets overrode global authentication requirements, and the attachment permission class
was incompatible with the attachment object model. These findings suggest that the Component by Component approach
helped reduce some severe authorization mistakes, but the generated application still had inconsistent security
enforcement between models, permissions, and views.

Severity Finding Code snippet / reference
High JWT access tokens are stored in localStorage. Listing 59
High File uploads have no validation. Listing 60
High Attachment access control is broken. Listing 61

Medium No rate limiting is implemented. Listing 62

Medium APl viewsets override the global authentication requirement. Listing 63

Medium The attachment objecl;cvy:;irtr:;:::(;r;nc;? is incompatible with Listing 64

Medium The sharing workflow enables user enumeration. Listing 65

Medium Password policy is weak. Listing 66
Low Event ID enumeration is possible through the attachment endpoint. Listing 67
Low Sharing metadata is exposed to shared users. Listing 68
Low The frontend flattens an.d displa-\ys backend errors, enabling user Listing 69

enumeration during password reset. =sHng o2
Low Backend requirements are unversioned. Listing 70
Low No structured logging is implemented beyond console output. Listing 71
Low The event list has no pagination. Listing 72

Table 78: Security Analysis Overview of Gemini Component by Component Prompts

6.7.2 Dependency Vulnerability Results

The Gemini Component by Component application contained 13 Snyk findings. The affected dependencies were
djangorestframework-simplejwt, idna, and urllib3. The findings consisted of seven medium-severity, five high-severity
vulnerabilities and one low-severity vulnerability.

Scanner Critical High Medium Low Total
npm audit 0 0 0 0 0
Snyk 0 5 7 1 13
Combined 0 5 7 1 13

Table 79: Dependency Vulnerability Results of Gemini Component by Component Prompts
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The djangorestframework-simplejwt finding was an information exposure issue. The idna finding was a regular
expression denial-of-service vulnerability. The most severe dependency risk came from urllib3, which introduced several
high-severity findings related to compressed-data handling, resource exhaustion, and sensitive information exposure.

This results in a normalized dependency score of 0.63.

6.7.3 Al Self-Review Results

Gemini also failed to produce a usable Al self-review for the Component by Component application. The responses did not
provide a structured vulnerability analysis and instead stated that the uploaded file could not be read or that the request
could not be fulfilled.

As a result, none of the confirmed SAST and DAST findings were detected, and no useful fixes were suggested. Therefore,
the Al self-review score is 0.00.

Metric Points Justification

No usable review was produced, so no confirmed vulnerabilities

C tly identified i
orrectly identified issues 0 were identified.

The review did not produce analyzable findings. Because it failed to

Fal iti 0
alse posttives perform the task, no points are awarded for this metric.
Correct fixes 0 No usable fixes were provided.
04+0+0
AlScore 0.00 % =0.00

Table 80: Al Self-Review Results of Gemini Component by Component Prompts

Gemini’s refusal or inability to review the archive is important for the evaluation because it demonstrates that Al-based
self-review is not only limited by analysis quality, but also by practical tool and policy constraints. In this experiment,
Gemini could not be used as a reliable self-review mechanism for either prompting approach.

51



Analysis of Al-generated full-stack code with a focus on security | Eric Horsch and Joel Thoma OS T

Ostschweizer
Fachhochschule

6.8 Cross-Model Security Comparison

Across all models, none of the generated applications was secure enough for deployment without manual review. Every
model produced at least two high-severity findings in at least one approach. The most common high-severity patterns
were insecure token storage and missing file upload validation. These issues appeared repeatedly, independent of the
model and prompting strategy.

Claude produced the best SAST and DAST result. Its Component by Component version achieved the highest vulnerability
score, and even its One Prompt version avoided the severe authorization failures found in Gemini. ChatGPT performed
slightly worse than Claude but followed a similar pattern: The Component by Component approach improved the
vulnerability score, but high-severity issues remained. Gemini produced the weakest results, especially in the One Prompt
approach, where access-control and privilege-escalation issues were found.

The comparison shows that model choice affects the severity and type of vulnerabilities. Claude and ChatGPT mainly
struggled with missing hardening, token storage, rate limiting, and information leakage. Gemini additionally introduced
more severe authorization flaws, especially around file attachments and event sharing.

6.8.1 Prompting Strategy Security Comparison

The Component by Component approach improved the SAST and DAST vulnerability score for all three models:

ot lnerabliySeor S anerbitcor siaiare:
Claude 0.41 0.53 +0.12
ChatGPT 0.38 0.44 +0.06
Gemini 0.00 0.22 +0.22

Table 81: Comparison of Vulnerability Scores between Models and Prompting Strategy

The improvement was strongest for Gemini and weakest for ChatGPT. This suggests that breaking the application into
smaller generation tasks can reduce some security mistakes, especially when the model otherwise has to generate the
whole system at once. Smaller prompts likely help the model focus on one part of the system and produce a more
coherent implementation.

However, the improvement was limited. In all three models, the Component by Component approach still produced high-
severity findings. This indicates that structured prompting alone is not sufficient. Security-relevant requirements must be
explicitly included, and the resulting code still needs systematic review. Many vulnerabilities are cross-cutting concerns,

such as authentication, session handling, authorization, logging, and file upload validation. These concerns span multiple
components and are therefore easy for LLMs to implement inconsistently when each component is generated separately.

6.8.2 Common Vulnerability Patterns

Several vulnerability patterns appeared across multiple models and approaches:

et Depenlencyieors i Diaes
Claude 0.53 0.00 -0.53
ChatGPT 0.85 0.85 0.00
Gemini / 0.63 /

Table 82: Comparison of Dependency Vulnerability Scores between Models and Prompting Strategy

* JWT tokens were repeatedly stored in localStorage. This pattern occurred in all models and both prompting approaches.
While localStorage is easy to use from frontend code, it exposes tokens to JavaScript and therefore increases the impact
of XSS vulnerabilities. This finding shows that LLMs often choose convenient implementation patterns over more secure
session-management designs.

¢ File upload validation was consistently weak or missing. All models failed to implement robust validation for uploaded
files. In some cases, validation was missing entirely; in others, it was only implemented on the frontend or did not check
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file content. Since the application scenario includes file uploads and downloads, this is one of the most important
recurring weaknesses.

¢ Rate limiting was missing in nearly all generated applications. This affects login, registration, password reset, token
refresh, and user search endpoints. Missing rate limiting makes brute-force attacks and enumeration attacks easier and
shows that models do not reliably add operational security controls unless explicitly instructed.

e User and object enumeration appeared in several implementations. Registration, sharing, user search, password reset,
attachment access, and event access sometimes returned responses that allowed attackers to infer whether a user,
event, or attachment existed. These findings indicate that LLMs often implement helpful error messages without
considering the information they leak.

¢ Logging and auditability were weak across the generated applications. Most implementations did not include structured
security logging for login attempts, password changes, sharing changes, permission modifications, or suspicious access
attempts. This reduces the ability to detect and investigate attacks.

¢ Dependency management was often weak. Several outputs used broad or unpinned dependency versions, and one
implementation lacked a backend dependency manifest. This affects reproducibility and may increase supply-chain risk.

6.8.3 Al Self-Review Comparison

The Al self-review results show that LLM-based security reviews can identify some common vulnerability classes, but they
are not reliable enough to replace systematic SAST, DAST, dependency scanning, or manual review. The strongest recurring
self-review findings were insecure token storage, missing file upload validation, missing rate limiting, and user
enumeration. These are broad and common web-application security issues, which the models were comparatively good
at recognizing.

Model One Prompt Al Self-Review Component bY Component Al Self- Difference
Score Review Score
Claude 0.67 1.00 +0.33
ChatGPT 1.00 0.83 -0.17
Gemini 0.00 0.00 0.00

Table 83: Comparison of Al Self-Review Scores between Models and Prompting Strategy

ChatGPT and Claude produced usable self-reviews for both prompting approaches. Gemini performed worst in the Al self-
review evaluation. For both prompting approaches, Gemini did not produce a usable review. This does not necessarily
mean that Gemini would be unable to reason about security in general, but in this experiment it was not able to process
the provided project archive and produce actionable findings.

Another important observation is that the Al reviews frequently mixed application vulnerabilities with development and
deployment hygiene issues. These observations are useful for a real deployment review, but they do not directly measure
whether the generated application logic satisfies the defined security requirements. For this reason, such findings were
summarized separately and considered qualitatively rather than treated as decisive application-level vulnerabilities.
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7 Discussion

This chapter discusses the results of the experiment and interprets them in relation to the research questions of this
thesis. The discussion focuses on functional correctness, robustness, security quality, model differences, the influence of
prompting strategies, limitations of the experimental setup, and implications for real-world development workflows.

7.1 Interpretation of Functional and Robustness Results

The functional and robustness results show that LLMs are already capable of producing full-stack applications that appear
complete at first glance. In several cases, the generated systems included authentication, event management, sharing
functionality, access-control logic, and file handling. This indicates that current Al systems can understand a moderately
complex application scenario and translate it into a working technical structure across frontend, backend, and database
layers.

A central interpretation is that LLMs are strongest when producing common application patterns. User registration, login,
CRUD operations, and basic frontend-backend communication are well-represented in typical training data and were
therefore implemented more successfully. In contrast, features that require consistent state handling, permission checks,
or coordination across several layers were more error-prone. This was especially visible in areas such as event sharing,
permission management, access control, and file download behaviour. These features require the model to maintain a
coherent understanding of ownership, authorization, database relationships, APl behaviour, and frontend assumptions at
the same time.

This distinction is important because full-stack development is not only about generating individual components. A
calendar application with sharing and attachments depends heavily on correct interaction between components. If the
frontend assumes that the backend enforces permissions, but the backend only performs partial checks, the system may
still look functional during normal use while failing under edge cases or malicious use. The experiment shows that LLMs
are better at creating applications that work in normal situations than in cases involving errors, attacks, or permission
checks.

The robustness results also suggest that the usefulness of Al-generated code depends strongly on the role assigned to the
Al system in the development workflow. When the LLM is treated as an autonomous generator of a complete application,
the risk of hidden defects is high. When it is treated as an assistant that produces draft components which are then tested,
reviewed, and integrated by developers, its output becomes more useful. The generated applications can reduce initial
development effort, but they do not remove the need for software engineering judgment.

Another important interpretation concerns prompting strategy. The component-by-component approach generally helped
the models focus on smaller tasks and reduced some complexity. This supports the assumption that decomposition can
improve Al-assisted development. However, the improvement was not uniform across all models and did not
automatically solve integration problems. In fact, generating components separately can introduce a different risk: Each
component may seem reasonable in isolation, while inconsistencies appear only when the full system is assembled. This
means that structured prompting improves manageability, but it does not replace architectural oversight.

The functional results indicate that LLM-generated full-stack code is useful as a starting point, especially for prototypes
and early implementation drafts. However, robustness remains limited because generated systems often lack the
consistency, completeness, and defensive behaviour expected from production-ready software. The main conclusion is
therefore not that LLMs cannot build full-stack applications, but that their output requires systematic validation before it
can be trusted.

7.2 Interpretation of Security Analysis Results

The security analysis shows a clear gap between functional output and secure output. Several generated applications
implemented the requested features well enough to be used in normal scenarios, but still contained security weaknesses
that would be critical in production. Security cannot be assumed from functional correctness. A system may allow users to
register, log in, create events, and share files while still exposing sensitive data, accepting unsafe uploads, or failing to
enforce authorization consistently.

One important interpretation is that LLMs tend to reproduce common implementation patterns, even when those
patterns are not ideal from a security perspective. The repeated use of localStorage for JWT tokens illustrates this
problem. This design is simple and widely used in examples, but it increases the impact of cross-site scripting because
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tokens become accessible to JavaScript. The fact that this pattern appeared repeatedly suggests that the models often
prioritize familiar and convenient solutions over more defensive designs unless security requirements are made highly
explicit and later verified.

The recurring file-upload weaknesses show a similar issue. File upload functionality is often easy to implement at a
superficial level: receive a file, store it, and make it downloadable. A secure implementation, however, requires multiple
layers of validation and control, including server-side checks, file type restrictions, size limits, content inspection, safe
storage paths, permission checks, and secure download handling. The models frequently implemented the visible feature
but not the complete security boundary around it. This indicates that LLMs may understand what a feature should do
from a user perspective, while underestimating the abuse cases associated with that feature.

Authorization findings are especially significant because they relate directly to the core security model of the application.
In a shared calendar system, the difference between owner, viewer, editor, and unauthorized user must be enforced
consistently across all operations. Weaknesses in this area show that LLMs struggle with security properties that are
distributed across the application. Authorization is not a single function or endpoint; it is a rule that must be preserved in
database queries, APl views, serializers, frontend behaviour, file access, and error handling. The experiment suggests that
LLMs can implement parts of this logic, but they do not reliably maintain it as a system-wide invariant.

The absence of rate limiting, weak logging, and user or object enumeration also shows that generated code often focuses
on direct feature implementation rather than operational security. These controls may not be immediately visible during
functional testing, but they are essential in real systems. A developer testing the application manually may not notice
missing brute-force protection or insufficient audit logging, because the system still behaves correctly during ordinary use.
This makes such weaknesses particularly dangerous in Al-generated applications: They are easy to overlook because they
do not necessarily prevent the application from running.

The security results also highlight the limits of Al-assisted self-review. Claude and ChatGPT were able to identify some
broad vulnerability categories, but their reviews were incomplete. Gemini did not produce usable self-review results in
this experiment. This shows that Al-based review can be helpful as an additional feedback mechanism, but it cannot
replace established security analysis methods. The same type of system that generated the insecure code may recognize
some of its weaknesses, but it does not provide sufficient assurance that all relevant issues have been found.

A broader interpretation is that LLMs do not yet behave like security-aware developers by default. They can generate code
that includes security mechanisms when explicitly asked, but they do not consistently apply a threat-driven mindset
across the whole application. Security requires reasoning about attackers, misuse cases, trust boundaries, data exposure,
and failure modes. The generated applications showed that LLMs often cover the obvious implementation path, while
missing less visible but security-critical aspects.

Therefore, the main conclusion from the security analysis is that Al-generated full-stack code must be treated as untrusted
until reviewed. The results do not imply that LLMs are unusable for secure software development, but they show that
their output must be integrated into a controlled workflow. Such a workflow should include explicit security requirements,
automated scanning, manual review, dependency checks, access-control tests, and targeted abuse-case testing. Without
these safeguards, Al-generated code may introduce vulnerabilities precisely because it looks complete and professional
while still lacking essential security properties.

7.3 Comparison of LLMs

The comparison of the three evaluated LLMs shows clear differences in reliability, functional completeness, and security
behaviour.

Claude produced the strongest overall results. Its applications were the most stable and achieved the best execution
scores. Claude also achieved the strongest individual vulnerability score in the component-by-component security
analysis. A major strength of Claude was its ability to generate coherent full-stack structures and maintain a relatively
consistent implementation across frontend, backend, and database layers. Its main weaknesses were not basic
functionality, but missing security hardening, insecure token storage, weak file upload validation, and dependency-related
issues. This means that Claude was the strongest model in this experiment, but its output still requires a major security
review before deployment.

ChatGPT performed well, especially when using the component-by-component prompting strategy. Its main strength was
its ability to improve when tasks were broken down into smaller parts. The component-by-component variant achieved a
high functional score and implemented almost all functional requirements. ChatGPT also produced strong Al self-review
results compared to the other models. However, high-severity security issues still remained, and the generation process
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was less stable than Claude’s in some cases. ChatGPT therefore appears useful in structured development workflows, but
its generated code still needs systematic validation.

Gemini showed the weakest results in this experiment. Both functional and security scores were lower than those of
Claude and ChatGPT. Gemini’s one-prompt variant was especially problematic from a security perspective because severe
access-control and privilege-related weaknesses were identified. The component-by-component approach improved the
result slightly, but not enough to close the gap to the other models. Gemini also failed to provide usable Al self-review
results for both prompting approaches. Its main weakness in this experiment was therefore not only the quality of
generated code, but also the lack of reliable support during the review phase.

The model comparison demonstrates that model choice has a direct influence on the quality and risk profile of Al-
generated code. However, the differences between models should not hide the broader result: None of the tested models
produced code that could be trusted without review. Even the best model generated security-relevant weaknesses.
Therefore, choosing a stronger LLM can reduce effort and improve initial quality, but it does not remove the need for
secure development practices.

7.4 Impact of Prompting Strategy on Outcome Quality

The experiment compared two prompting strategies: generating the complete application with one prompt and
generating it component by component. The results show that the component-by-component approach can improve both
functionality and security, but the improvement is limited and model-dependent.

For functional correctness, the component-by-component approach had the clearest positive effect on ChatGPT. The
structured process helped the model focus on individual parts of the application and led to a more complete
implementation. Gemini also improved slightly, although the final quality remained low compared to Claude and ChatGPT.
Claude, on the other hand, performed strongly in both prompting variants, which suggests that it was less dependent on
the prompting strategy for this specific scenario.

For security, the component-by-component approach improved the SAST and DAST vulnerability score for all three
models. This indicates that smaller, more focused prompts can reduce some implementation mistakes. When a model is
asked to generate an entire full-stack application at once, it must handle architecture, authentication, authorization,
frontend logic, backend APls, database design, file handling, and setup instructions simultaneously. Splitting the task into
components likely reduces this complexity and allows the model to produce more coherent code for each part.

However, the component-by-component approach did not eliminate security weaknesses. Several vulnerabilities remained
across all models, including insecure token storage, weak file upload validation, missing rate limiting, and incomplete
logging. This shows that structured prompting alone is not sufficient. Some security requirements are cross-cutting and
must be enforced consistently across multiple components. When each component is generated separately, there is also a
risk that security assumptions become fragmented or inconsistent between frontend, backend, and database layers.

The results therefore suggest that prompting strategy matters, but it should not be treated as a security control by itself. A
better prompting strategy can improve the initial output, especially for complex applications, but secure results still
require explicit security requirements, architecture review, automated testing, manual inspection, and remediation.

7.5 Limitations of the Experimental Setup

This thesis has several limitations that must be considered when interpreting the results.

First, the experiment is based on one specific application scenario: a calendar-based full-stack web application. This
scenario is realistic and security-relevant, but it does not represent all possible web applications. Other types of
applications may lead to different results, especially if they involve other frameworks, programming languages,
deployment models, or security requirements.

Second, the evaluation includes three selected Al systems: Claude, ChatGPT, and Gemini. These models were chosen
because they are widely used and available as paid consumer-level tools, but the results cannot be generalized to all LLMs
or all versions of these models. Model behaviour can change over time as providers update their systems. Therefore, the
findings should be understood as a snapshot of the evaluated systems under the specific conditions of this experiment.

Third, the experiment used two prompting strategies. While these strategies represent realistic usage patterns, they do
not cover all possible prompting techniques. More security-focused prompts, iterative threat modeling, test-driven
prompting, secure coding checklists, or expert-level prompt templates might improve the generated results. However, the
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goal of this thesis was not to find the optimal prompt, but to evaluate realistic Al-assisted full-stack generation and
compare the effect of two practical prompting approaches.

Fourth, the scoring system necessarily simplifies complex quality and security properties. Functional correctness, clean
code quality, dependency risk, vulnerability severity, and Al self-review quality were converted into normalized scores to
enable comparison. This makes the results easier to interpret, but it cannot capture every nuance of the generated
applications. Some weaknesses may have a greater real-world impact than their score suggests, while other findings may
depend on deployment context.

Fifth, the security analysis was limited by the selected tools, manual review scope, and available time. Static analysis,
dynamic testing, dependency scanning, and manual inspection provide valuable results, but no security analysis can
guarantee that all vulnerabilities are found. The absence of a finding should therefore not be interpreted as proof that a
component is secure.

Finally, the generated applications were evaluated as experimental outputs rather than production systems. They were
not deployed in a real production environment with realistic traffic, monitoring, incident response, long-term
maintenance, or operational hardening. As a result, operational aspects such as secure deployment configuration, secrets
management, infrastructure security, backups, and long-term dependency maintenance were only partially covered.

7.6 Implications for Real-World Development Workflows

The results of this thesis have several implications for real-world software development workflows that use Al-generated
code.

First, LLM-generated code should be treated as a draft, not as a finished product. The generated applications in this
experiment often provided useful structure and functionality, but they also contained security weaknesses that would be
unacceptable in production. Developers should therefore use LLMs to accelerate implementation, explore design options,
or generate prototypes, but not deploy generated code without review.

Second, security requirements must be stated explicitly. The results show that LLMs do not reliably infer secure behaviour
from general application requirements. If a system requires secure file upload handling, rate limiting, strong authorization,
audit logging, secure session management, or protection against enumeration, these requirements should be included
directly in the prompt and verified afterwards. Even then, explicit prompting only improves the chance of a secure
implementation; it does not guarantee one.

Third, Al-generated full-stack applications require systematic security testing. A practical workflow should include static
application security testing, dynamic testing, dependency scanning, manual code review, and functional access-control
tests. Al-assisted self-review may be useful as an additional source of feedback, but it should not replace established
security methods. The experiment showed that Al reviews can identify some broad issues, but they are incomplete and
may fail entirely depending on the model and input format.

Fourth, developers should pay special attention to cross-cutting security concerns. All features must be consistent across
the whole application. These areas are especially difficult for LLMs because they span multiple layers and components. A
generated frontend may assume that the backend enforces a rule, while the backend may fail to implement it completely.
Real-world workflows should therefore include architecture-level reviews and end-to-end tests, not only component-level
checks.

Fifth, structured prompting can improve results, but it should be combined with secure development practices. The
component-by-component approach improved several results, especially for ChatGPT and Gemini, but did not remove
serious vulnerabilities. In practice, structured prompting should be used together with security checklists, test cases, code
review, and iterative remediation.

Finally, the findings suggest that Al-assisted development can be valuable when used responsibly. LLMs can reduce initial
development effort and help generate functional prototypes quickly. However, they also introduce the risk that insecure
patterns are copied into real projects because the generated code looks complete and professional. The main practical
conclusion is therefore that Al can support developers, but responsibility for correctness, security, and deployment
readiness remains with human developers and organizations.
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8 Conclusion

This chapter summarizes the main findings of this thesis, answers the research questions, outlines the contributions of the
work, and provides a final assessment of LLM-generated full-stack code.

8.1 Key Findings

The experiment shows that current LLMs are capable of generating full-stack applications that implement many common
web-application features. Across the evaluated systems, the generated code included frontend components, backend
APls, database models, authentication logic, event management, sharing functionality, and file handling. This
demonstrates that LLMs can support more than isolated code generation tasks and are already useful for creating initial
application drafts.

However, the results also show that functional completeness does not imply security. Several generated applications
worked in normal usage scenarios, but still contained vulnerabilities that would be problematic in a real deployment.
Recurring weaknesses included insecure token storage, insufficient file-upload validation, missing rate limiting,
enumeration risks, weak security logging, and dependency-related issues. These findings show that Al-generated code
may appear complete while still lacking important security properties.

Model choice and prompting strategy influenced the quality of the generated applications. Claude achieved the strongest
overall results in this experiment, followed by ChatGPT, while Gemini produced the weakest outputs. The component-by-
component prompting strategy generally improved the results because it reduced task complexity and helped the models
focus on individual parts of the system. Nevertheless, neither a stronger model nor a more structured prompting strategy
eliminated the need for review.

Al-assisted self-review was useful only to a limited extent. Claude and ChatGPT identified some broad vulnerability
categories, but their reviews remained incomplete. Gemini did not produce usable self-review results in this experiment.
Therefore, Al-based review can support security analysis, but it cannot replace established methods such as static analysis,
dynamic testing, dependency scanning, and manual code review.

8.2 Answers to the Research Questions

The first research question asked whether Al-generated full-stack code is secure. The results show that it is not secure by
default. All evaluated models produced security-relevant weaknesses, and none of the generated applications could be
considered deployment-ready without further testing and remediation.

The second research question asked what security-related differences exist between the tested LLMs. The comparison
showed clear differences in reliability and severity of findings. Claude produced the strongest overall result, ChatGPT
performed well especially with structured prompting, and Gemini showed the weakest security performance in this
experiment. However, all models generated vulnerabilities, so the difference is relative rather than absolute.

The third research question asked whether LLMs can implement interfaces between backend, frontend, and database
layers securely and correctly. The generated applications show that LLMs can create working communication between
these layers for common operations. However, they do not reliably enforce security rules across the entire system. This
was particularly visible in areas such as authorization, shared resources, file attachments, and protected APl endpoints.

The fourth research question asked how developers typically design prompts for generating full-stack applications and
which patterns can be identified. The survey and prompt-selection process showed that realistic prompts often focus
primarily on functionality and do not always include detailed security expectations. This is problematic because the
experiment showed that LLMs do not consistently infer secure behaviour unless security requirements are made explicit
and later verified.

8.3 Contributions of This Work

This thesis contributes a structured empirical evaluation of Al-generated full-stack code with a focus on security. Unlike
evaluations that focus only on small code snippets, this work examined complete web applications involving frontend,
backend, database, authentication, authorization, file handling, and APl communication.
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The work also provides a comparison of three widely used Al systems under the same application requirements and
evaluation framework. In addition, it compares two practical prompting strategies and shows that decomposing the task
can improve results, but does not guarantee secure output.

Another contribution is the identification of recurring vulnerability patterns in Al-generated full-stack applications. These
patterns can help developers and reviewers focus on high-risk areas when assessing generated code. The thesis also
evaluates Al-assisted self-review and shows that it can provide useful hints, but should only be treated as a supplementary
review method.

8.4 Final Assessment of LLM-Generated Full-Stack Code

LLM-generated full-stack code should be treated as a useful starting point, not as a finished product. The evaluated
models were able to generate application structures and implement common functionality, which makes them valuable
for prototyping, learning, and early-stage development.

For production use, however, generated code must be considered untrusted until it has been reviewed and tested. The
main risk is that Al-generated applications often look complete and professional, even when important security controls
are missing. This can create a false sense of confidence.

The final assessment is therefore that LLMs can support full-stack development, but they cannot replace secure software
engineering practices. Developers remain responsible for validating correctness, security, maintainability, and deployment
readiness.
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9 Outlook

This thesis has shown that LLM-generated full-stack code can be useful for creating functional application drafts, but that
security weaknesses remain a major concern. The findings also show that model choice, prompting strategy, and review
methods influence the quality of the generated output. However, the experiment only covers a limited set of models, one
application scenario, and two prompting approaches. Therefore, several aspects remain open for future research.

9.1 Future Research Directions

Future research could extend this work by evaluating additional Al systems, including specialized coding models, open-
source models, locally hosted models, and IDE-integrated assistants. Since Al models are updated frequently, repeating
similar experiments over time would also help determine whether secure code generation is improving.

Another direction is to test different application scenarios and technology stacks. This thesis focused on a calendar
application built with React, Django, and SQLite. Other scenarios, frameworks and programming languages may reveal
different vulnerability patterns, especially in systems with more complex authorization, payment logic or privacy
requirements.

Further studies could examine more advanced prompting and development workflows. This includes security-focused
prompts, threat-model-driven prompts, test-driven prompting, and iterative workflows where generated code is scanned,
repaired, and evaluated repeatedly. Such research could show whether LLMs are more effective at improving insecure
code than generating secure code from the beginning.

A separate research direction is the reliability of Al-assisted security review. This thesis showed that Al review can identify
some issues, but remains incomplete. Future work could compare Al review against expert review and automated tools, or
investigate whether one model is better at reviewing code generated by another model than reviewing its own output.

Another relevant question is whether vulnerabilities can be hidden from Al-based review. Comments, misleading variable
names, unusual formatting, code obfuscation, or intentionally distracting context could influence how an Al system
interprets the code. Studying this would help determine how robust Al reviewers are against adversarial or deceptive code
presentation.

9.2 Potential for Enhanced Security-Aware Models

The results of this thesis show that current LLMs do not consistently apply secure software engineering principles. This
creates an opportunity for improved security-aware models and development tools that are specifically designed to
generate, review, and harden application code.

Future security-aware models could integrate secure coding practices more deeply into the generation process. Instead of
only responding to explicit security instructions, such models could apply secure defaults automatically.

Security-aware models could also benefit from stronger architectural reasoning. Many vulnerabilities identified in this
thesis were not isolated syntax errors, but system-level problems. Improved models should therefore not only generate
individual components, but also maintain a consistent security model across the entire application.

Future progress in this area should not only aim to make Al-generated code more functional, but also more secure,
explainable, and reliable within real software development workflows.
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The enforcement of rules that determine which users are allowed to access or modify
specific resources. In this thesis, access control is especially relevant for calendar
events, shared events, permissions, and file attachments.

Artificial Intelligence. A broad term for computer systems that perform tasks usually
associated with human intelligence, such as reasoning, language understanding,
decision support, and code generation.

A review process in which an Al system is asked to inspect source code and identify
possible issues. In this thesis, Al-assisted review is evaluated as a supplementary
method, not as a replacement for manual review or automated security testing.

Application Programming Interface. A defined interface through which software
components communicate. In the evaluated applications, the frontend communicates
with the backend through API endpoints.

A specific URL and HTTP method exposed by the backend to perform an operation,
such as login, event creation, file upload, or event sharing.

The process of verifying the identity of a user. Typical examples include logging in with
an email address and password or presenting a valid authentication token.

The process of deciding whether an authenticated user is allowed to perform a
specific action. For example, a user may be authenticated but still not authorized to
edit another user’s calendar event.

The server-side part of an application. It contains business logic, authentication,
authorization checks, database access, and APl endpoints. In this thesis, the backend
is based on Django.

An attack in which an adversary repeatedly tries many possible credentials, tokens, or
values until a valid one is found. Login and password-reset endpoints are common
targets for brute-force attacks.

An Al assistant developed by OpenAl. ChatGPT is one of the three evaluated Al
systems in this thesis.

An Al assistant developed by Anthropic. Claude is one of the three evaluated Al
systems in this thesis.

Code that is readable, maintainable, well-structured, and understandable for
developers. In this thesis, clean-code quality is considered separately from security,
because readable code can still contain vulnerabilities.
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A prompting strategy in which the application is generated in smaller parts instead of
with one large instruction. In this thesis, this strategy is compared with the one-
prompt approach.

Create, Read, Update, Delete. A common set of basic data operations used in web
applications, such as creating, viewing, editing, and deleting calendar events.

Cross-Site Request Forgery. A web attack in which a victim’s browser is tricked into
sending an unwanted state-changing request to an application where the victim is
authenticated.

Content Security Policy. A browser security mechanism that restricts which scripts,
styles, images, and other resources a web page may load. It can reduce the impact of
cross-site scripting attacks.

Dynamic Application Security Testing. A security testing approach that analyses a
running application from the outside, often by sending requests and observing
responses. It is useful for identifying runtime vulnerabilities.

A structured system for storing application data. In this thesis, the generated
applications use a database to store users, calendar events, sharing permissions, and
file metadata.

An external library or package used by an application. Dependencies can introduce
vulnerabilities if they are outdated, misconfigured, or affected by known security
issues.

The process of checking external packages for known vulnerabilities. In this thesis,
dependency scanning is part of the security evaluation.

A Python web framework used for backend development. It provides features such as
routing, database integration, authentication support, and request handling.

Document Object Model. A browser representation of a web page that can be
modified by JavaScript. Unsafe DOM manipulation can lead to DOM-based cross-site
scripting.

A weakness where an application reveals whether a resource, user, email address,
event, or attachment exists. Enumeration can help attackers gather information for
later attacks.

A reported issue that appears to be a vulnerability or defect but is not actually
exploitable or relevant in the evaluated context. False positives can occur in
automated tools and Al-assisted reviews.

The client-side part of an application that users interact with in the browser. In this
thesis, the frontend is implemented with React.

An application that includes both frontend and backend components, as well as
database interaction. The evaluated calendar application is a full-stack application.

62



Analysis of Al-generated full-stack code with a focus on security | Eric Horsch and Joel Thoma OS T

Functional Requirement

Functional Testing

Gemini

HTTP

HTTP Security Headers

Input Validation

JWT

LLM

localStorage

Non-Functional

Requirement

npm

npm audit

One-Prompt Approach

ORM

OWASP

Ostschweizer
Fachhochschule

A requirement that describes what the system should do. Examples in this thesis
include user registration, login, event creation, event sharing, and file download.

Testing that checks whether the application implements the required features
correctly from a user’s or system’s perspective.

An Al assistant developed by Google. Gemini is one of the three evaluated Al systems
in this thesis.

Hypertext Transfer Protocol. The protocol used for communication between web
clients and servers. APl requests in the evaluated applications are sent over HTTP.

HTTP response headers that improve browser-side security. Examples include Content
Security Policy, X-Frame-Options, and related headers that help mitigate common web
attacks.

The process of checking user-provided data before it is processed or stored. Proper
input validation helps prevent attacks such as injection, invalid state changes, and
unsafe file uploads.

JSON Web Token. A compact token format often used to represent authentication or
authorization information. In this thesis, insecure JWT storage is one of the recurring
security weaknesses.

Large Language Model. A machine-learning model trained on large amounts of text
and code that can generate natural language, source code, explanations, and
structured outputs.

A browser storage mechanism that allows JavaScript to store data persistently on the
client side. Storing authentication tokens in localStorage is risky because scripts
running in the page can access them.

A requirement that describes a quality attribute or constraint rather than a specific
feature. In this thesis, non-functional requirements include security, session
management, logging, and secure APl access.

Node Package Manager. A package manager commonly used in JavaScript and React
projects to install and manage dependencies.

A command-line tool that checks npm dependencies for known vulnerabilities and
reports affected packages.

A prompting strategy in which the complete application is requested with a single
broad prompt. In this thesis, this approach is compared with component-by-
component prompting.

Object-Relational Mapping. A programming technique that represents database tables
as objects in application code. Django includes an ORM for interacting with databases.

Open Worldwide Application Security Project. A widely used source of web-
application security knowledge, including the OWASP Top Ten risks.
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The management of which users have which rights for a resource. In the calendar
application, event owners can assign read or edit permissions to other users.

The instruction or input given to an LLM. In code generation, the prompt describes the
desired application, component, behaviour, constraints, or security requirements.

The practice of designing prompts to guide an LLM toward a desired result. In this
thesis, prompt engineering is relevant because prompt structure influences code
quality, completeness, and security.

A control that restricts how often a user, IP address, or client can perform an action
within a given time period. It is commonly used to reduce brute-force attacks and
endpoint abuse.

A JavaScript library for building user interfaces. In this thesis, React is used as the
frontend technology for the generated applications.

Representational State Transfer. An architectural style for designing APIs around
resources and standard HTTP methods such as GET, POST, PUT, PATCH, and DELETE.

Static Application Security Testing. A security testing approach that analyses source
code or configuration without running the application.

The recording of security-relevant events, such as login attempts, password changes,
permission changes, and suspicious access attempts. Security logs support auditing
and incident analysis.

A normalized evaluation score used in this thesis to compare the security quality of
generated applications based on vulnerability findings, dependency results, and Al
self-review quality.

A static-analysis tool that scans source code for patterns that may indicate bugs,
insecure code, or policy violations.

The handling of user sessions after authentication. Secure session management
includes session creation, expiration, logout behaviour, token handling, and protection
against session misuse.

A security tool used to identify vulnerabilities in dependencies and software projects.
In this thesis, Snyk is used as part of the dependency vulnerability analysis.

A lightweight relational database stored as a local file. It is commonly used for
development, prototypes, and small applications because it requires little setup.

A piece of data used to represent authentication or authorization information. Tokens
are commonly sent with API requests to prove that the user is authenticated.

The process of obtaining a new authentication token after an existing one expires.
Token-refresh endpoints require careful protection because they are security-
sensitive.
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A boundary between parts of a system with different trust levels. For example, user
input from the browser crosses a trust boundary when it reaches the backend.

A specific form of enumeration where an application reveals whether a user account
or email address exists. This can help attackers target valid accounts.

A weakness in software that can be exploited to compromise confidentiality, integrity,
availability, or expected behaviour.

Cross-Site Scripting. A web vulnerability where attacker-controlled script code is
executed in another user’s browser. XSS can be especially dangerous if authentication
tokens are accessible to JavaScript.

An HTTP security header that controls whether a page may be embedded in a frame.
It helps protect against clickjacking attacks.

OWASP Zed Attack Proxy. A dynamic web-application security testing tool used to find
vulnerabilities in running web applications.
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Appendix

10 List of Tools Used

The following table lists the tools used to support the development, research, writing, and management of this project.

Purpose Tools
Code Generation ChatGPT, Claude, Gemini
Code Analysis Visual Studio Code, SemGrep, ZAP, ChatGPT, Claude, Gemini
Collaboration and Project
Teams, Excel
Management
Literature Research Google, Google Scholar, arxiv, ChatGPT

Text optimization, spelling, translation

ChatGPT, G leT late, D L
and grammar checking. @ » B00gIE fransiate, Deep

Version Control and Change

GitHub, GitLab
Management

Table 84: List of Tools Used
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11 Survey Structure

Al Usage and Prompt Engineering in Software Development

* Erforderlich

Background Information

1. What is your current field of study? *
O software Enginesring
O cybersecurity

O oatoscience /A

O Networand Cloud

o

2. In which study year are you currently enrolled? *
O 1styear
O 2ndyear

3rd year

O O

ath year

Measter's program

o O

3. How many years of programming experience do you have? *
O lessthan 1 years
O 1-3years
O ssyeas
O s-10years
O

More than 10 year

4. How often do you use Al tools (e.g,, ChatGPT, Gemini, Claude, GitHub Copilot) during programming? *
O Never
O rarely (once a month o less)
O ofen fonce aweek

Daily

o O

Aways.

Al Usage and Security

5. Security of Al-generated Code *

not slightly moderatly very

How confident
are you i the ~
Securiy of o) o) @) @)

Al-generated

How important
do you believe

romet
reineeriog s @] ©] O O
o gereratng
secure code?
6. Have you ever found security vulnerabilites in Al-generated code? *
O ves
O N
O

not sure

Figure 1: Survey Page 1
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Prompt Engineering

Open Questions

7. Write a prompt you would use to ask an Al model to generate a small web-application component with the following
requirements:
« The component should display a lst of items loaded from a simple JSON API endpoint.
+ It should be implemented using HTML, CSS, and JavaScript (no frameworks)
« The page must include a button that refreshes the data.
« The layout should be minimal and responsive

Write the exact prompt you would give to the Al *

fi d web. icati with the

8. Write a prompt you would use to ask an Al model to generate a small, security
following requirements:

+ The component should implement a backend API endpoint that accepts user input (e.g., a usermame).
+ It must validate and sanitize the input to prevent common vulnerabilities (e.g. XSS, SQL injection).

+ The backend should be implemented in Node;s with Express.

« The response should include safe error handling and logging practices.

Write the exact prompt you would give to the Al *

Figure 2: Survey Page 2
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Prompt Engineering

Prompt Selection

9. Which of the following prompts would you personally chaose when asking an Al to generate a web application? *

(O Create a small web component that fetches a list of items from /api/items (O Create a small web component that securely fetches and displays a list of
and displays them on a simple HTML page using JavaScript. items from /api/items. Validate all fields before rendering, sanitize all
output to prevent DOM-based XSS, and handle AP errors safely.

Build a small web component that loads and displays items from /api/ (O You are a senior security engineer and full-stack developer. Your task is to

items. Here is an example of the style and structure | want: see picture generate a small web-application component that fetches items from /
api/items and displays them on a webpage. Before writing any code, think
step by step about what *secure” means i this context. Consider: safe
handling of AP responses, sanitization of all rendered fields, protection
against DOM-based XSS, safe error messagesm, input validation if any
parameters are used. First, write out your reasoning in a numbered list
explaining the relevant security risks and how you will mitigate them.
Then generate the complete implementation with comments explaining
the security measures.

Dieser Inhalt wurde von Microsoft weder erstellt noch gebilligt. Die von Ihnen ibermittelten Daten werden an den Formulareigentimer gesendet

@ Microsoft Forms

Figure 3: Survey Page 3
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12 Survey Raw Data
Participant Id 1
Prompt A - Frontend generation: Nei
Prompt B - Secure Backend Generation: Nei

Prompt Selection Build a small web component that loads and displays items from /api/items. Here is an example of
the style and structure | want:

Participant Id 2

Prompt A - Frontend generation: Please generate a smal web-application component with the following
requirements: The component should display a list of items loaded from a simple JSON API endpoint. It should be
implemented using HTML, CSS, and JavaScript (no frameworks). The page must include a button that refreshes the
data. The layout should be minimal and responsive.

Prompt B - Secure Backend Generation: generate a small, security-focused web-application component with the
following requirements:The component should implement a backend APl endpoint that accepts user input (e.g., a
username). It must validate and sanitize the input to prevent common vulnerabilities (e.g., XSS, SQL injection). The
backend should be implemented in Node.js with Express. The response should include safe error handling and logging
practices.

Prompt Selection You are a senior security engineer and full-stack developer. Your task is to generate a small
web-application component that fetches items from /api/items and displays them on a webpage. Before writing any
code, think step by step about what “secure” means in this context. Consider: safe handling of APl responses,
sanitization of all rendered fields, protection against DOM-based XSS, safe error messagesm, input validation if any
parameters are used. First, write out your reasoning in a numbered list explaining the relevant security risks and how
you will mitigate them. Then generate the complete implementation with comments explaining the security
measures.

Participant Id 3

Prompt A - Frontend generation: Write me a small web-application component that should: The component should
display a list of items loaded from a simple JSON API endpoint. It should be implemented using HTML, CSS, and
JavaScript (no frameworks). The page must include a button that refreshes the data. The layout should be minimal and
responsive.

Prompt B - Secure Backend Generation: write me a small web-application component that can: The component
should implement a backend APl endpoint that accepts user input (e.g., a username). It must validate and sanitize the
input to prevent common vulnerabilities (e.g., XSS, SQL injection). The backend should be implemented in Node.js
with Express. The response should include safe error handling and logging practices. focus on security

Prompt Selection Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API errors safely.
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Participant Id 4

Prompt A - Frontend generation: Write a component that fetchches Data from this APl and display Them as a list. It
has a button to refresh the data. Use pure JS without frameworks.

Prompt B - Secure Backend Generation: Write a minimal Web APP with Nodejs and express that accepts and
validates user input. Implement proper error handling and logging.

Prompt Selection Build a small web component that loads and displays items from /api/items. Here is an example of
the style and structure | want: see picture

Participant Id 5

Prompt A - Frontend generation: Can you help me build a web app: - No JS Frameworks - No CSS Frameworks -
Button to call the API: localhost/api - API returns a list of items as json -> This list has to be displayed on the page

Prompt B - Secure Backend Generation: Can you help me build a Node.js (Express) App: - Create a callable API that
gets comments and stores it in the database - Please make it secure: - Prevent common vulnerabilites - Have a
sanitation of the inputs - Have a safe error handling - Have a logging according to best practices

Prompt Selection Create a small web component that fetches a list of items from /api/items and displays them on a
simple HTML page using JavaScript.

Participant Id 6

Prompt A - Frontend generation: write a vanilla HTML/CSS/JS web application that request json data from api
endpoint xy and displays it in a minimal component. the page must include a button to refresh the data. the layout
should be minimal and responsive

Prompt B - Secure Backend Generation: write a nodejs express backend api with an endpoint that accepts a
username as payload. be careful to implement best practice security measures. the endpoint should validate and
sanitize the input data. errors and failures should be handled in a secure fashion and generate safe but meaningful
error messages and logging

Prompt Selection Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API errors safely.

Participant Id 7

Prompt A - Frontend generation: Implement a web page with a responsive HTML, CSS and JavaScript (no framework)
page. It should display items from this REST API http:localhost:8888. There should also be a button to refresh the page.

Prompt B - Secure Backend Generation: (this is the lazy variant). Implement a small web-application with the
following properties: The component should implement a backend APl endpoint that accepts user input (e.g., a
username). It must validate and sanitize the input to prevent common vulnerabilities (e.g., XSS, SQL injection). The
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backend should be implemented in Node.js with Express. The response should include safe error handling and logging
practices.

Prompt Selection Build a small web component that loads and displays items from /api/items. Here is an example of
the style and structure | want: see picture

Participant Id 8

Prompt A - Frontend generation: Generate a web-app as follows: - The component should display a list of items
loaded from a simple JSON API endpoint. - It should be implemented using HTML, CSS, and JavaScript (no
frameworks). - The page must include a button that refreshes the data. - The layout should be minimal and
responsive.

Prompt B - Secure Backend Generation: Generate a web-app as follows: - The component should implement a
backend API endpoint that accepts user input (e.g., a username). - It must validate and sanitize the input to prevent
common vulnerabilities (e.g., XSS, SQL injection). - The backend should be implemented in Node.js with Express. - The
response should include safe error handling and logging practices. Security is a high priority, so write secure code and
follow all the best practices

Prompt Selection You are a senior security engineer and full-stack developer. Your task is to generate a small
web-application component that fetches items from /api/items and displays them on a webpage. Before writing any
code, think step by step about what “secure” means in this context. Consider: safe handling of APl responses,
sanitization of all rendered fields, protection against DOM-based XSS, safe error messagesm, input validation if any
parameters are used. First, write out your reasoning in a numbered list explaining the relevant security risks and how
you will mitigate them. Then generate the complete implementation with comments explaining the security
measures.

Participant Id 9

Prompt A - Frontend generation: write a small responsive frontend web app in plain html, css and javascript. it should
fetch data from a JSON APl and display it as list. add a button to refresh the data. Minimal use of code.

Prompt B - Secure Backend Generation: write a small security focused backend in nodejs with express. Create an api
accepting user input as for username and password, validate and sanitize each input, and explain each prevention.
The app should catch each error log it. Log also each important step.

Prompt Selection You are a senior security engineer and full-stack developer. Your task is to generate a small
web-application component that fetches items from /api/items and displays them on a webpage. Before writing any
code, think step by step about what “secure” means in this context. Consider: safe handling of APl responses,
sanitization of all rendered fields, protection against DOM-based XSS, safe error messagesm, input validation if any
parameters are used. First, write out your reasoning in a numbered list explaining the relevant security risks and how
you will mitigate them. Then generate the complete implementation with comments explaining the security
measures.

Participant Id 10
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Prompt A - Frontend generation: Write a small web-application component. The component should display a list of
items loaded from a simple JSON API endpoint. It should be implemented using HTML, CSS, and JavaScript (no
frameworks). The page must include a button that refreshes the data. The layout should be minimal and responsive.

Prompt B - Secure Backend Generation: Write a secure small web-application component. The component should
implement a backend APl endpoint that accepts user input (e.g., a username). It must validate and sanitize the input
to prevent common vulnerabilities (e.g., XSS, SQL injection). The backend should be implemented in Node.js with
Express. The response should include safe error handling and logging practices.

Prompt Selection Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API errors safely.

Participant Id 11

Prompt A - Frontend generation: Please help me create the following web app component. The component should
display a list of items loaded from a simple JSON API endpoint. It should be implemented using HTML, CSS, and
JavaScript (no frameworks). The page must include a button that refreshes the data. The layout should be minimal and
responsive.

Prompt B - Secure Backend Generation: Please help me create the following web app component. The component
should implement a backend APl endpoint that accepts user input (e.g., a username). It must validate and sanitize the
input to prevent common vulnerabilities (e.g., XSS, SQL injection). The backend should be implemented in Node.js
with Express. The response should include safe error handling and logging practices.

Prompt Selection Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API errors safely.

Participant Id 12

Prompt A - Frontend generation: Write a prompt you would use to ask an Al model to generate a small
web-application component with the following requirements: The component should display a list of items loaded
from a simple JSON API endpoint. It should be implemented using HTML, CSS, and JavaScript (no frameworks). The
page must include a button that refreshes the data. The layout should be minimal and responsive.

Prompt B - Secure Backend Generation: Write a prompt you would use to ask an Al model to generate a small,
security-focused web-application component with the following requirements: The component should implement a
backend API endpoint that accepts user input (e.g., a username). It must validate and sanitize the input to prevent
common vulnerabilities (e.g., XSS, SQL injection). The backend should be implemented in Node.js with Express. The
response should include safe error handling and logging practices.

Prompt Selection Build a small web component that loads and displays items from /api/items. Here is an example of
the style and structure | want: see picture

Participant Id 13

Prompt A - Frontend generation: Write a small web-application component with the following requirements: The
component should display a list of items loaded from a simple JSON API endpoint. It should be implemented using
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HTML, CSS, and JavaScript (no frameworks). The page must include a button that refreshes the data. The layout should
be minimal and responsive.

Prompt B - Secure Backend Generation: Write a secure small web-application component with the following
requirements: The component should implement a backend APl endpoint that accepts user input (e.g., a username). It
must validate and sanitize the input to prevent common vulnerabilities (e.g., XSS, SQL injection). The backend should
be implemented in Node.js with Express. The response should include safe error handling and logging practices.

Prompt Selection Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API errors safely.

Participant Id 14

Prompt A - Frontend generation: Generate a web-app component: The component should display a list of items
loaded from a simple JSON API endpoint. It should be implemented using HTML, CSS, and JavaScript (no frameworks).
The page must include a button that refreshes the data. The layout should be minimal and responsive.

Prompt B - Secure Backend Generation: Generate a web-app backend, focus on security: The component should
implement a backend APl endpoint that accepts user input (e.g., a username). It must validate and sanitize the input
to prevent common vulnerabilities (e.g., XSS, SQL injection). The backend should be implemented in Node.js with
Express. The response should include safe error handling and logging practices.

Prompt Selection Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API errors safely.

Participant Id 15

Prompt A - Frontend generation: Help me create a web frontend. The component should display a list of items
loaded from a simple JSON API endpoint. It should be implemented using HTML, CSS, and JavaScript (no frameworks).
The page must include a button that refreshes the data. The layout should be minimal and responsive.

Prompt B - Secure Backend Generation: Please create a backend: The component should implement a backend API
endpoint that accepts user input (e.g., a username). It must validate and sanitize the input to prevent common
vulnerabilities (e.g., XSS, SQL injection). The backend should be implemented in Node.js with Express. The response
should include safe error handling and logging practices.

Prompt Selection Create a small web component that securely fetches and displays a list of items from /api/items.
Validate all fields before rendering, sanitize all output to prevent DOM-based XSS, and handle API errors safely.
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13 Full Prompts

Create a secure full-stack website from scratch using React as the frontend, a Django
backend, and a SQLite database. It should be a small calendar application.
The following are the functional requirements: {requirements}

Listing 1: One Prompt Approach

Create a secure django backend that can do the following things: {requirements}

Create a React Frontent for the Calendar Application. Following are the requirements in
total. Make no changes to the backend. {requirements}

Add the frontend and the backend together. Create all needed fields in the database and
the needed API endpoints for the frontend to work together securely. Pack it up together
in one downloadable zip file.

Listing 2: Component by Component Approach

14 Findings Claude One Prompt

// frontend/src/context/AuthContext.js

const login = async (email, password) => {
const { data } = await api.post('/auth/login/', { email, password });
localStorage.setItem('access token', data.access);
localStorage.setItem('refresh token', data.refresh);
await fetchUser();
return data;

I8

const register = async (formData) => {
const { data } = await api.post('/auth/register/', formData);
localStorage.setItem('access token', data.tokens.access);
localStorage.setItem('refresh token', data.tokens.refresh);
setUser(data.user);
return data;

Listing 3: JWT access and refresh tokens are stored in browser localStorage.
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# backend/events/views.py

class EventAttachmentUploadView(APIView):
permission classes = (permissions.IsAuthenticated,)
parser classes = (MultiPartParser, FormParser)

def post(self, request, pk):
event = get object or 404(Event, pk=pk)
is _owner = event.owner == request.user
has edit = EventShare.objects.filter(
event=event,
shared with=request.user,
permission=EventShare.EDIT

) .exists()
if not (is_owner or has edit):
return Response({'error': 'Permission denied.'},

status=status.HTTP_403 FORBIDDEN)

file = request.FILES.get('file')
if not file:
return Response({'error': 'No file provided.'},
status=status.HTTP_400 BAD REQUEST)

attachment = EventAttachment.objects.create(
event=event,
uploaded by=request.user,
file=file,
filename=file.name,
file size=file.size,
content type=file.content type,

Listing 4: File uploads are accepted and saved without server-side file type, content, extension, or size
validation.

# backend/config/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
),
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
),
}
# backend/accounts/urls.py

urlpatterns = [
path('register/', views.RegisterView.as view(), name='register'),
path('login/', TokenObtainPairView.as view(), name='login'),
path('logout/', views.LogoutView.as view(), name='logout'),
path('token/refresh/', TokenRefreshView.as view(), name='token refresh'),
path('password-reset/', views.PasswordResetRequestView.as view(),
name='password reset'),
path('password-reset/confirm/', views.PasswordResetConfirmView.as view(),
name="'password reset confirm'),

]

Listing 5: Authentication-related endpoints are exposed without DRF throttle classes or endpoint-specific rate
limiting.
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# backend/events/serializers.py

class EventShareSerializer(serializers.ModelSerializer):
shared with = UserSerializer(read only=True)
shared with email = serializers.EmailField(write only=True)

class Meta:
model = EventShare
fields = ('id', 'shared with', 'shared with email', 'permission', 'created at')
read only fields = ('id', 'created at')

class EventSerializer(serializers.ModelSerializer):
owner = UserSerializer(read only=True)
attachments = EventAttachmentSerializer(many=True, read only=True)
shares = EventShareSerializer(many=True, read only=True)
user _permission = serializers.SerializerMethodField()

class Meta:
model = Event
fields = (
'id', 'owner', 'title', 'description', 'start datetime', 'end datetime’,
'all day', 'color', 'created at', 'updated at',
'attachments', 'shares', 'user permission'

)

Listing 6: The event serializer includes all share entries, including shared user metadata, in the event response.

# backend/events/models.py

class Event(models.Model):
id = models.UUIDField(primary key=True, default=uuid.uuid4, editable=False)
owner = models.ForeignKey(settings.AUTH USER_MODEL, on_delete=models.CASCADE,
related name='owned events')
title = models.CharField(max_length=200)
description = models.TextField(blank=True)
start _datetime = models.DateTimeField()
end_datetime = models.DateTimeField(null=True, blank=True)
all day = models.BooleanField(default=False)
color = models.CharField(max_length=7, default='#6366f1")
# backend/events/serializers.py

class EventCreateSerializer(serializers.ModelSerializer):

class Meta:
model = Event
fields = ('id', 'title', 'description', 'start datetime', 'end datetime',

‘all day', 'color')
read only fields = ('id',)
// frontend/src/components/events/EventDetailModal. js

<div className="modal-header" style={{ borderLeft: “4px solid ${localEvent.color}’ }}>

Listing 7: The color value is accepted through the APl and later used in inline styles without explicit allowlist
validation.
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# backend/accounts/views.py

class UserSearchView(generics.ListAPIView):
serializer class = UserSearchSerializer
permission classes = (permissions.IsAuthenticated,)

def get queryset(self):
query = self.request.query params.get('q', '')
if len(query) < 2:
return User.objects.none()
return
User.objects.filter(email icontains=query).exclude(pk=self.request.user.pk)[:10]

Listing 8: Authenticated users can search registered user email addresses, which enables user enumeration.

# backend/config/settings.py

AUTH PASSWORD VALIDATORS = [
{'NAME': 'django.contrib.auth.password validation.MinimumLengthValidator'},

1

Listing 9: Only Django’s minimum length validator is enabled, while common password, numeric password,
and user-attribute similarity checks are missing.

# backend/requirements.txt

Django>=4.2,<5.0
djangorestframework>=3.14
djangorestframework-simplejwt>=5.3
django-cors-headers>=4.3
psycopg2-binary>=2.9

Pillow>=10.0

python-decouple>=3.8

Listing 10: Backend dependencies use broad version ranges instead of reproducible pinned versions.

# backend/config/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
),
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
),
}

SIMPLE_JWT = {
"ACCESS_TOKEN_LIFETIME': timedelta(hours=1),
'"REFRESH_TOKEN_LIFETIME': timedelta(days=7),
'"ROTATE_REFRESH_TOKENS': True,
'BLACKLIST_AFTER _ROTATION': True,
"AUTH_HEADER_TYPES': ('Bearer',),

}

Listing 11: No application-level LOGGING configuration or explicit security/audit logging setup is present in the
backend settings.
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# backend/events/views.py

class EventListCreateView(generics.ListCreateAPIView):
permission classes = (permissions.IsAuthenticated,)

def get queryset(self):
user = self.request.user
owned = Event.objects.filter(owner=user)
shared = Event.objects.filter(shares shared with=user)
gs = (owned | shared).distinct()

start = self.request.query params.get('start"')
end = self.request.query params.get('end")

if start:

gs = qs.filter(start datetime gte=start)
if end:

gs = qgs.filter(start datetime lte=end)

return gs.order by('start datetime')
# backend/config/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
),
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
),
}

Listing 12: The event list endpoint returns the full matching queryset and no pagination class or page size is
configured.
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15 Findings Claude Component by Component

// frontend/src/api/client.js

client.interceptors.request.use((config) => {
const token = localStorage.getItem('access token');

if (token) config.headers.Authorization = "Bearer ${token}";
return config;

1

client.interceptors.response.use(
(res) => res,
async (error) => {
const original = error.config;
if (error.response?.status === 401 && !original. retry) {
original. retry = true;
const refresh = localStorage.getItem('refresh token');
if (refresh) {
try {
const { data } = await axios.post( ${BASE URL}/auth/refresh/", { refresh });
localStorage.setItem('access token', data.access);

if (data.refresh) localStorage.setItem('refresh token', data.refresh);
// frontend/src/context/AuthContext.js

const login = async (credentials) => {
const { data } = await api.login(credentials);
localStorage.setItem('access token', data.access);
localStorage.setItem('refresh token', data.refresh);
const me = await api.getMe();
setUser(me.data);

Listing 13: JWT access and refresh tokens are stored in browser localStorage.

// api/views.py

class AttachmentListCreateView(APIView):
permission classes = [permissions.IsAuthenticated]
parser classes = [MultiPartParser, FormParser]

def post(self, request, pk):
event = get event for edit(pk, request.user)
uploaded = request.FILES.get('file')
if not uploaded:
raise ValidationError({'file': 'No file provided.'})
att = Attachment.objects.create(
event=event,
file=uploaded,
filename=uploaded.name,
size=uploaded.size,
uploaded by=request.user,

)

return Response(AttachmentSerializer(att).data, status=status.HTTP_ 201 CREATED)
// core/settings.py

DATA_UPLOAD_MAX_ MEMORY_SIZE = 52428800 # 50 MB
FILE_UPLOAD_MAX_MEMORY_SIZE = 52428800 # 50 MB

Listing 14: The backend stores uploaded files without validating file type, extension, content, or malware risk.
Only broad upload-size limits are configured.
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// api/views.py

class UserSearchView(generics.ListAPIView):
serializer class = UserSearchSerializer
permission classes = [permissions.IsAuthenticated]

def get queryset(self):
q = self.request.query params.get('q', '').strip()
if len(q) < 2:
return User.objects.none()
return (
User.objects.filter(
Q(username__icontains=q) | Q(email icontains=q)
)
.exclude(pk=self.request.user.pk)
.order by('username')[:20]
)
// api/serializers.py

class UserSearchSerializer(serializers.ModelSerializer):
class Meta:
model = User
fields ('id', 'username', 'email')

Listing 15: Authenticated users can search registered users by username or email and receive email addresses
in the response.

// api/serializers.py

class EventSerializer(serializers.ModelSerializer):
owner = serializers.ReadOnlyField(source="'owner.username')
permission = serializers.SerializerMethodField()

class Meta:
model = Event
fields = (
'id', 'title', 'description', 'location’,
'start_datetime', 'end datetime',
‘owner', 'permission', 'created at', ‘'updated at',
)
read only fields = ('id', 'owner', ‘'permission', 'created at', 'updated at')

// api/models.py

class Event(models.Model):

title = models.CharField(max_length=200)

description = models.TextField(blank=True)

location = models.CharField(max_length=255, blank=True)
start datetime = models.DateTimeField()

end datetime = models.DateTimeField()

Listing 16: The event serializer and model define start and end datetimes but do not validate that the end
datetime is after the start datetime.
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// api/serializers.py

class UserRegistrationSerializer(serializers.ModelSerializer):

password = serializers.CharField(write_only=True, min_length=8,
validators=[validate password])

password2 = serializers.CharField(write only=True, label='Confirm password')

class Meta:
model = User
fields = ('username', 'email', 'password', 'password2')

def validate(self, data):
if data['password'] !'= data['password2']:
raise serializers.ValidationError({'password': 'Passwords do not match.'})
return data

def create(self, validated data):
validated data.pop('password2')
return User.objects.create user(**validated data)

Listing 17: The registration serializer validates matching passwords but does not enforce unique email
addresses or handle duplicate email registration securely.

// api/permissions.py

class IsEventOwner(BasePermission):
"""Only the event owner may perform this action.
def has object permission(self, request, view, obj):
event = getattr(obj, 'event', obj)
return event.owner == request.user

class HasEventAccess(BasePermission):
def has object permission(self, request, view, obj):
if obj.owner == request.user:
return True
return obj.shares.filter(user=request.user).exists()

class HasEventEditAccess(BasePermission):
"""Owner or users with 'edit' share permission.
def has object permission(self, request, view, obj):
if obj.owner == request.user:
return True
return obj.shares.filter(user=request.user, permission='edit').exists()
// api/views.py

from .permissions import HasEventAccess, HasEventEditAccess, IsEventOwner

def get event for user(pk, user):
# manual access check used instead of the permission classes

def get event for edit(pk, user):
# manual edit check used instead of the permission classes

Listing 18: Custom permission classes are defined and imported, but the views rely mainly on manual helper
functions instead of applying these permission classes.
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// api/views.py

class EventlListCreateView(generics.ListCreateAPIView):
serializer class = EventSerializer
permission classes = [permissions.IsAuthenticated]

def get queryset(self):
user = self.request.user
gs = Event.objects.filter(
Q(owner=user) | Q(shares user=user)
).distinct()

month = self.request.query params.get('month")
year = self.request.query params.get('year')
if month and year:
try:
gs = gs.filter(
start datetime month=int(month),
start datetime year=int(year),
)
except (ValueError, TypeError):
pass
return gs
// core/settings.py

REST FRAMEWORK = {
# No global pagination — events list returns all for the month
'DEFAULT PAGINATION CLASS': None,

'"PAGE_SIZE': None,
}

Listing 19: The event list returns the full matching queryset and global pagination is explicitly disabled.

// requirements.txt

django>=4.2,<5.0
djangorestframework>=3.14
django-cors-headers>=4.3
djangorestframework-simplejwt>=5.3

Listing 20: Backend dependencies are defined with broad version ranges instead of exact reproducible
versions.
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// api/views.py

class PasswordResetRequestView(APIView):
permission classes = [permissions.AllowAny]

def post(self, request):

email = request.data.get('email', '').strip()
# Always return 200 — never leak whether email exists
if email:

try:

user = User.objects.get(email iexact=email)

token_obj = PasswordResetToken.objects.create(user=user)

# In production, send an email here. We log to console for dev.
print(f"\n[DEV] Password reset token for {user.username}:

{token obj.token}\n")
print(f"[DEV] Reset URL: http://localhost:3000/reset-password?

token={token obj.token}\n")
except User.DoesNotExist:

pass
return Response({'detail': 'If that email is registered, a reset link has been

sent.'})
// core/settings.py

Listing 21: Security-relevant events are not logged through structured application logging; password reset
output is printed to the console for development.

16 Findings ChatGPT One Prompt

// backend/events/views.py

@api_view(['GET', 'POST'I])
@permission classes([IsAuthenticated, CanAccessEvent])
def attachments(request, event id):
event = generics.get object or 404(Event, pk=event id)

if not CanAccessEvent().has object permission(request, None, event):
raise PermissionDenied()
if request.method == 'GET':
return Response(EventAttachmentSerializer(event.attachments.all(),
many=True) .data)

if not (event.owner_id == request.user.id or event.shares.filter(user=request.user,
permission='edit').exists()):
return Response({'detail': 'Edit permission required.'}, status=403)

uploaded = request.FILES.get('file')
if not uploaded:

return Response({'detail': 'File is required.'}, status=400)
attachment = EventAttachment.objects.create(

event=event,

uploaded by=request.user,

file=uploaded,

original name=uploaded.name,

)
return Response(EventAttachmentSerializer(attachment).data, status=201)

Listing 22: Uploaded files are saved without server-side validation of file type, extension, content, size, or
malware risk.
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// frontend/src/api/client.js

export function getTokens(){
return {
access: localStorage.getItem('access'),
refresh: localStorage.getItem('refresh')
}i
}

export function setTokens({access, refresh}){
if(access) localStorage.setItem('access', access);
if(refresh) localStorage.setItem('refresh', refresh);

}

export function clearTokens(){
localStorage.removeltem('access');
localStorage.removeltem('refresh');

}

Listing 23: JWT access and refresh tokens are stored in browser localStorage.

// backend/calendar project/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
Do
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
Do
}
// backend/accounts/urls.py

urlpatterns = [
path('register/', RegisterView.as view()),
path('token/', TokenObtainPairView.as view()),
path('token/refresh/', TokenRefreshView.as view()),
path('me/', MeView.as view()),
path('logout/', LogoutView.as view()),
path('password/change/', ChangePasswordView.as view()),
path('password/reset/', PasswordResetRequestView.as view()),
path('password/reset/confirm/', PasswordResetConfirmView.as view()),

]
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Listing 24: Authentication-related endpoints are exposed without global DRF throttling or endpoint-specific

rate limits.
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// backend/events/serializers.py

class EventShareSerializer(serializers.ModelSerializer):
email = serializers.EmailField(write only=True)
user _email = serializers.EmailField(source='user.email', read only=True)

class Meta:
model = EventShare
fields = ('id', 'email', 'user email', 'permission', 'created at')
read only fields = ('id', 'user email', 'created at')

def validate email(self, value):
try:
return User.objects.get(email=value)
except User.DoesNotExist:
raise serializers.ValidationError('No registered user with this email.')

Listing 25: The sharing workflow returns a specific validation error when the target email address is not
registered.

// backend/accounts/models.py

class User(AbstractUser):
email = models.EmailField(unique=True)
username = models.CharField(max_length=150, unique=True)
USERNAME_FIELD = 'email'
REQUIRED FIELDS = []
objects = UserManager()

def save(self, *args, **kwargs):
self.username = self.email
super().save(*args, **kwargs)

// backend/accounts/serializers.py

class RegisterSerializer(serializers.ModelSerializer):
password = serializers.CharField(write only=True, validators=[validate password])

class Meta:
model = User
fields = ('id', 'email', 'password')

def create(self, validated data):
return User.objects.create user(
email=validated data['email'],
password=validated datal['password'l],

// backend/accounts/views.py

class RegisterView(generics.CreateAPIView):
queryset = User.objects.all()
serializer class = RegisterSerializer

permission classes = [permissions.AllowAny]

Listing 26: Registration relies on unique email constraints and default serializer errors, which can reveal
whether an email address already exists.
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// backend/events/serializers.py

class EventShareSerializer(serializers.ModelSerializer):
email = serializers.EmailField(write only=True)
user_email = serializers.EmailField(source='user.email', read only=True)

class Meta:
model = EventShare
fields = ('id', 'email', 'user email', 'permission', 'created at')
read only fields = ('id', 'user email', 'created at')

class EventSerializer(serializers.ModelSerializer):
shares = EventShareSerializer(many=True, read only=True)
attachments = EventAttachmentSerializer(many=True, read only=True)
can_edit = serializers.SerializerMethodField()
owner_email = serializers.EmailField(source="'owner.email', read only=True)

class Meta:
model = Event

fields = (
'id', 'owner email', 'title', 'description', ‘'starts at', 'ends at',
‘shares', 'attachments', 'can edit', 'created at', 'updated at'

Listing 27: Event responses include share metadata and owner email information for users who can access the
event.

// backend/events/views.py

@api_view(['GET', 'POST'])
@permission classes([IsAuthenticated, CanAccessEvent])
def attachments(request, event id):
event = generics.get object or 404(Event, pk=event id)

if not CanAccessEvent().has object permission(request, None, event):
raise PermissionDenied()

// backend/events/views.py

@api_view(['GET'])

@permission classes([IsAuthenticated, CanAccessEvent])

def download attachment(request, event id, attachment id):
event = generics.get object or 404(Event, pk=event id)

if not CanAccessEvent().has object permission(request, None, event):
raise PermissionDenied()

attachment = generics.get object or 404(
EventAttachment,
pk=attachment id,
event=event,

)

return FileResponse(
attachment.file.open('rb'),
as_attachment=True,
filename=attachment.original name,

Listing 28: Attachment endpoints first look up the event by ID and then perform permission checks, which can
reveal whether an event exists through different error behaviour.
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// backend/events/models.py

class Event(models.Model):
owner = models.ForeignKey (
settings.AUTH USER MODEL,
on _delete=models.CASCADE,
related name='owned events',
)
title = models.CharField(max_length=200)
description = models.TextField(blank=True)
starts_at = models.DateTimeField()
ends_at = models.DateTimeField(null=True, blank=True)

// backend/events/serializers.py
class EventSerializer(serializers.ModelSerializer):

class Meta:
model = Event

fields = (
'id', 'owner email', 'title', 'description',
'starts at', 'ends at', 'shares', 'attachments',
‘can_edit', 'created at', 'updated at'

)

Listing 29: The event model and serializer define start and end times but do not validate that the end time is
after the start time.

// frontend/src/api/client.js

export async function api(path, options={}){
let access = getTokens().access;

const headers = {...(options.headers || {})};

if(!(options.body instanceof FormData)) headers['Content-Type'] = headers['Content-
Type'l || 'application/json';

if(access) headers.Authorization = "Bearer ${access} ;

let res = await fetch( " ${API BASE}${path} , {...options, headers});

if(res.status === 204) return null;

const isJson = res.headers.get('content-type')?.includes('application/json');
const data = isJson ? await res.json() : await res.blob();

if(!res.ok) throw new Error(JSON.stringify(data));

return data;

// frontend/src/main. jsx

async function submit(e){
e.preventDefault();
setMsg('"');
try {

} catch(err) {
setMsg(err.message)

}
}

{msg && <pre>{msg}</pre>}

Listing 30: Raw backend error responses are converted to strings and displayed directly in the frontend.
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// backend/requirements.txt

Django>=5.2,<5.3
djangorestframework>=3.15

djangorestframework-simplejwt>=5.3

django-cors-headers>=4.4

// frontend/package.json

{
"scripts": {
"dev": "vite",
"build": "vite build",
"preview": "vite preview"
+
"dependencies": {
"@vitejs/plugin-react": "latest",
"vite": "latest",
"react": "latest",
"react-dom": "latest",
"lucide-react": "latest"
+
"devDependencies": {}
}

reproducible.

// backend/calendar project/settings.py

REST_FRAMEWORK = {

'DEFAULT AUTHENTICATION CLASSES': (

'rest framework simplejwt.authentication.JWTAuthentication',

),
'DEFAULT PERMISSION CLASSES': (

'rest framework.permissions.IsAuthenticated',

),

SIMPLE_JWT = {
"ACCESS TOKEN LIFETIME': timedelta(minutes=15),

'REFRESH _TOKEN LIFETIME': timedelta(days=7),
'"ROTATE_REFRESH TOKENS': True,
'BLACKLIST AFTER ROTATION': True,

// backend/accounts/views.py

class ChangePasswordView(APIView):

def post(self, request):
serializer = ChangePasswordSerializer(
data=request.data,
context={'request': request},
)

serializer.is valid(raise_exception=True)

request.user.set password(serializer.validated datal'new password'])

request.user.save()

return Response({'detail': 'Password changed.'})

logging.
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Listing 31: Backend dependencies use broad ranges and frontend dependencies use latest, making builds non-

Listing 32: The backend settings and security-sensitive views do not define explicit structured security or audit
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// backend/events/models.py

class EventAttachment(models.Model):

event = models.ForeignKey(Event, related name='attachments',
on_delete=models.CASCADE)

uploaded by = models.ForeignKey(settings.AUTH USER MODEL,
related name='event uploads', on_delete=models.CASCADE)

file = models.FileField(

‘jpeg’,
)

upload to='event attachments/S%Y/%m/%d/",
validators=[FileExtensionValidator(allowed extensions=['pdf', 'png', 'jpg',
'doc', 'docx', 'xls', 'xlsx', 'txt', 'csv', 'ics']l)],

original name = models.CharField(max_length=255)
content type = models.CharField(max_length=255, blank=True)
size = models.PositiveBigIntegerField(default=0)
uploaded at = models.DateTimeField(auto now add=True)

// backend/events/serializers.py

class EventAttachmentUploadSerializer(serializers.Serializer):
file = serializers.FileField()

def

def

validate file(self, file):
max_mb = 20
if file.size > max mb * 1024 * 1024:

raise serializers.ValidationError(f'File size may not exceed {max mb} MB.

return file

save(self, **kwargs):
event = self.context['event']
user = self.context['request'].user
file = self.validated data['file']
return EventAttachment.objects.create(
event=event,
uploaded by=user,

file=file,
original name=file.name,
content type=getattr(file, 'content type', '') or '',

size=file.size,

)
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)

Listing 33: Attachment validation is limited to extension and size checks; content, MIME type, file signatures,

and malware risk are not validated.
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// frontend/src/api/client.js

const tokenStore = {
getAccess: () => localStorage.getItem('calendar access token'),
getRefresh: () => localStorage.getItem('calendar refresh token'),
setTokens: ({ access, refresh }) => {
if (access) localStorage.setItem('calendar access token', access);
if (refresh) localStorage.setItem('calendar refresh token', refresh);
I
clear: () => {
localStorage.removeltem('calendar access token');
localStorage.removeltem('calendar refresh token');
localStorage.removeltem('calendar user');
I
}i
// frontend/src/api/auth.js

export async function login(payload) {
const data = await apiRequest('/auth/login/', {
method: 'POST',
body: JSON.stringify(payload),
1)
tokenStore.setTokens({ access: data.access, refresh: data.refresh });
localStorage.setItem('calendar user', JSON.stringify(data.user));
return data;

Listing 34: JWT access and refresh tokens are persisted in browser localStorage.

// backend/calendar backend/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
)5
'"DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
)5
'DEFAULT PARSER CLASSES': (
'rest framework.parsers.JSONParser',
'rest framework.parsers.MultiPartParser',
'rest framework.parsers.FormParser',
)5
}
// backend/accounts/urls.py

urlpatterns = [
path('register/', RegisterView.as view(), name='register'),
path('login/', LoginView.as view(), name='login'),
path('logout/', LogoutView.as view(), name='logout'),
path('me/', MeView.as view(), name='me'),
path('users/', UserSearchView.as view(), name='user-search'),
path('password/change/', ChangePasswordView.as view(), name='password-change'),
path('password/reset/', PasswordResetRequestView.as view(), name='password-reset'),
path('password/reset/confirm/', PasswordResetConfirmView.as view(), name='password-
reset-confirm'),
path('token/refresh/', TokenRefreshView.as view(), name='token-refresh'),
path('token/verify/', TokenVerifyView.as view(), name='token-verify'),

]

Listing 35: Authentication and user lookup endpoints are exposed without DRF throttling classes or endpoint-
specific rate limiting.
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// backend/accounts/serializers.py

class ChangePasswordSerializer(serializers.Serializer):
current password = serializers.CharField(write only=True)
new password = serializers.CharField(write_only=True, min_length=8)

def save(self, **kwargs):
user = self.context['request'].user
user.set password(self.validated data['new password'l])
user.save(update fields=['password'])
return user

class PasswordResetConfirmSerializer(serializers.Serializer):
uid = serializers.CharField()
token = serializers.CharField()
new password = serializers.CharField(write only=True, min_length=8)

def save(self, **kwargs):
user = self.validated datal['user']
user.set password(self.validated data['new password'])
user.save(update fields=['password'])
return user
// backend/calendar backend/settings.py

SIMPLE_JWT = {

"ACCESS TOKEN LIFETIME': timedelta(minutes=int(os.getenv('ACCESS TOKEN MINUTES',

'30'))),

'"REFRESH_TOKEN LIFETIME': timedelta(days=int(os.getenv('REFRESH TOKEN DAYS',

"ROTATE_REFRESH TOKENS': True,

'BLACKLIST_AFTER ROTATION': True,

"AUTH_HEADER TYPES': ('Bearer',),
}
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7))

Listing 36: Password change and reset update the password but do not revoke or blacklist the user’s existing

refresh tokens or sessions.
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// backend/accounts/views.py

class UserSearchView(generics.ListAPIView):

"""Authenticated user lookup for event sharing. Returns public account fields
only."""

serializer class = PublicUserSerializer

def get queryset(self):
queryset =
User.objects.filter(is active=True).exclude(pk=self.request.user.pk).order by('email')
search = self.request.query params.get('search', '').strip()
if search:
queryset = queryset.filter(
Q(email icontains=search) |
Q(first name_icontains=search) |
Q(last name icontains=search)
)
return queryset[:20]
// backend/accounts/serializers.py

class PublicUserSerializer(serializers.ModelSerializer):
class Meta:
model = User
fields = ['id', 'email', 'first name', 'last name']
read only fields = fields

Listing 37: Authenticated users can enumerate active users and receive email addresses, first names, and last
names.

// backend/events/views.py

class AttachmentViewSet(viewsets.GenericViewSet):

permission classes = [permissions.IsAuthenticated]

queryset = EventAttachment.objects.select related('event', 'uploaded by',
'event owner')

serializer class = EventAttachmentSerializer

def get object(self):
attachment = super().get object()
if not attachment.event.can read(self.request.user):
raise PermissionDenied('You do not have permission to access this
attachment.')
return attachment

@decorators.action(detail=True, methods=['get'], url path='download')
def download(self, request, pk=None):
attachment = self.get object()
response = FileResponse(attachment.file.open('rb'), as_attachment=True,
filename=attachment.original name)
if attachment.content type:
response[ 'Content-Type'] = attachment.content type
return response

Listing 38: The attachment object is fetched before the permission check, so an existing inaccessible
attachment can result in 403 while a nonexistent attachment results in 404.
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// backend/events/serializers.py

class EventPermissionSerializer(serializers.ModelSerializer):
user = SharedUserSerializer(read only=True)
user_id = serializers.PrimaryKeyRelatedField(
source='user', queryset=User.objects.all(), write only=True, required=False
)
user_email = serializers.EmailField(write only=True, required=False)
// backend/events/views.py

@decorators.action(detail=True, methods=['post'], url path='share')
def share(self, request, pk=None):
event = self.get object()
if not event.can share(request.user):
raise PermissionDenied('Only the event owner can share this event.')
serializer = EventPermissionSerializer(data=request.data, context={'event': event})
serializer.is valid(raise exception=True)
permission obj, = EventPermission.objects.update or create(
event=event,
user=serializer.validated data['user'],
defaults={'permission': serializer.validated data['permission']},

)

Listing 39: Sharing by user_id accepts any User object from User.objects.all(), so inactive users can be targeted
when their ID is known.

// backend/accounts/serializers.py

class RegisterSerializer(serializers.ModelSerializer):
password = serializers.CharField(write only=True, min_ length=8)

def validate password(self, value):
password validation.validate password(value)
return value

Listing 40: Registration password validation is called without passing a user object, so user-attribute similarity
checks cannot use the new user’s email, first name, or last name.

// backend/requirements.txt

Django>=5.0,<6.0
djangorestframework>=3.15,<4.0
djangorestframework-simplejwt>=5.3,<6.0
django-cors-headers>=4.3,<5.0
python-dotenv>=1.0,<2.0

// frontend/package.json

{

"dependencies": {

"@vitejs/plugin-react": "latest",
"vite": "latest",
"react": "latest",
"react-dom": "latest",
"lucide-react": "latest"

+

"devDependencies": {}

}

Listing 41: Backend dependencies use broad version ranges and frontend dependencies use latest, so
dependency resolution is not fully deterministic.

107



Analysis of Al-generated full-stack code with a focus on security | Eric Horsch and Joel Thoma

// backend/calendar backend/settings.py

REST FRAMEWORK = {
'"DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
)I
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
)I
'"DEFAULT PARSER CLASSES': (
'rest framework.parsers.JSONParser',
'rest framework.parsers.MultiPartParser',
'rest framework.parsers.FormParser',

) ’

SIMPLE IWT = {

"ACCESS TOKEN LIFETIME': timedelta(minutes=int(os.getenv('ACCESS TOKEN MINUTES',

'30'))),

'"REFRESH_TOKEN_ LIFETIME': timedelta(days=int(os.getenv('REFRESH_TOKEN DAYS',

"ROTATE_REFRESH_TOKENS': True,

'"BLACKLIST_AFTER ROTATION': True,

"AUTH_HEADER TYPES': ('Bearer',),
}

// backend/accounts/views.py

class LoginView(APIView):
permission classes = [permissions.AllowAny]

def post(self, request):

serializer = LoginSerializer(data=request.data, context={'request':

serializer.is valid(raise_exception=True)

return Response(serializer.validated data, status=status.HTTP 200 O0K)
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7))

Listing 42: No structured security or audit logging configuration is defined for security-relevant events such as

login, password changes, sharing, or attachment access.
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// frontend/src/App.jsx

const getHeaders = () => {
const token = localStorage.getItem('calendar token');
return {
'Content-Type': 'application/json',
...(token ? { 'Authorization': "Token ${token}" } : {})
Iy
Ir8

const api = {
login: async (email, password) => {
const res = await fetch( ${BASE URL}/auth/token/", {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({ username: email, password })
1)
if (!res.ok) throw new Error('Invalid credentials. Make sure you created a user in
Django!"');
const data = await res.json();

// Save the real Django token to the browser
localStorage.setItem('calendar token', data.token);
return { token: data.token, user: { id: Date.now(), email: email } };

}I

Listing 43: The authentication token is stored in browser localStorage and is therefore accessible to JavaScript.

# api/models.py

class FileAttachment(models.Model):
event = models.ForeignKey(Event, on delete=models.CASCADE,
related name='attachments')
uploaded by = models.ForeignKey(User, on_delete=models.CASCADE)
file = models.FileField(upload to='event files/')
uploaded at = models.DateTimeField(auto now_add=True)
# api/serializers.py

class FileAttachmentSerializer(serializers.ModelSerializer):
class Meta:
model = FileAttachment
fields = ['id', 'event', 'file', 'uploaded by', 'uploaded at']
read only fields = ['uploaded by']
# api/views.py

def perform create(self, serializer):
event = serializer.validated data['event']
if event.owner != self.request.user and not EventShare.objects.filter(event=event,
user=self.request.user).exists():
raise permissions.PermissionDenied("You do not have access to upload files to
this event.")

serializer.save(uploaded by=self.request.user)

Listing 44: Files are accepted through FileField without type, extension, size, content, or malware validation.
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# api/views.py

class FileAttachmentViewSet(viewsets.ModelViewSet):
serializer class = FileAttachmentSerializer
permission classes = [permissions.IsAuthenticated]

def get queryset(self):
user = self.request.user
# Users can view files of events they own or are shared with them
return FileAttachment.objects.filter(
Q(event owner=user) | Q(event shares user=user)
) .distinct()

def perform create(self, serializer):
event = serializer.validated data['event']
# Must have read or edit access to upload
if event.owner != self.request.user and not
EventShare.objects.filter(event=event, user=self.request.user).exists():
raise permissions.PermissionDenied("You do not have access to upload files
to this event.")

serializer.save(uploaded by=self.request.user)

Listing 45: Any shared user can upload files, regardless of whether the share permission is read or edit; the
ModelViewSet also exposes write/delete operations for attachments.

# api/views.py

class EventShareViewSet(viewsets.ModelViewSet):
serializer class = EventShareSerializer
permission classes = [permissions.IsAuthenticated]

def get queryset(self):
# Only owners can see and manage shares for their events
return EventShare.objects.filter(event owner=self.request.user)

def perform create(self, serializer):
# Verify user owns the event before creating a share
event = serializer.validated data['event']
if event.owner != self.request.user:
raise permissions.PermissionDenied("Only the event owner can share it.")
serializer.save()
# api/serializers.py

class EventShareSerializer(serializers.ModelSerializer):

class Meta:
model = EventShare
fields = ['id', 'event', 'user', 'permission']

Listing 46: The EventShare serializer exposes event, user, and permission for updates, while only creation
verifies event ownership.
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# api/serializers.py

class FileAttachmentSerializer(serializers.ModelSerializer):
class Meta:
model = FileAttachment
fields = ['id', 'event', 'file', 'uploaded by', 'uploaded at']
read only fields = ['uploaded by']
// frontend/src/App.jsx

getFiles: async (eventId) => {

const res = await fetch( ${BASE_URL}/files/?event=${eventId}", { headers:
getHeaders() 1});

if ('res.ok) throw new Error('Failed to fetch files');

const data = await res.json();

// Map the Django file path to the frontend

return data.map(f => ({ id: f.id, eventlId: f.event, name: f.file.split('/').pop(),
url: f.file }));
I
# api/urls.py

router.register(r'files', FileAttachmentViewSet, basename='fileattachment')

Listing 47: The API exposes the file URL through the serializer, but no dedicated authenticated download
endpoint performs an authorization check before serving the file.

# api/views.py

class ChangePasswordView(APIView):
permission classes = [permissions.IsAuthenticated]

def post(self, request):
old password = request.data.get('old password"')
new password = request.data.get('new password')
user = request.user

if not user.check password(old password):
return Response({'error': 'Incorrect current password'},
status=status.HTTP 400 BAD REQUEST)

user.set password(new password)

user.save()

return Response({'success': 'Password updated successfully'},
status=status.HTTP 200 OK)
# core/settings.py

INSTALLED APPS = [
'rest framework.authtoken',
REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': [
'rest framework.authentication.TokenAuthentication',
'rest framework.authentication.SessionAuthentication',
]I
)

Listing 48: Password changes update the password but do not rotate or delete existing authentication tokens.
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// frontend/src/App.jsx

logout: async () => {
localStorage. removeItem('calendar token');

H

const handleLogout = async () => {
await api.logout();
setUser(null);

I8
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Listing 49: Logout only removes the token from localStorage and does not invalidate the token on the

backend.

# core/settings.py

REST FRAMEWORK = {
'"DEFAULT AUTHENTICATION CLASSES': [
'rest framework.authentication.TokenAuthentication',
'rest framework.authentication.SessionAuthentication',
1,
}
# api/urls.py

urlpatterns = [
path('api/auth/token/', auth views.obtain auth token, name='api token auth'),
path('api/auth/register/', RegisterView.as view(), name='register'),
path('api/auth/change-password/', ChangePasswordView.as view(),
name='change password'),
path('api/shares/by-email/', ShareEventByEmailView.as view(),
name='share by email'),

]

Listing 50: No DRF throttle classes or endpoint-specific rate limits are configured for login, registration,

sharing, or password-related endpoints.
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# api/views.py

class RegisterView(APIView):
permission classes = [permissions.AllowAny]

def post(self, request):
email = request.data.get('email')
password = request.data.get('password')

if not email or not password:
return Response({'error': 'Email and password required'},
status=status.HTTP_ 400 BAD REQUEST)

if User.objects.filter(username=email).exists():
return Response({'error': 'User already exists'},
status=status.HTTP_ 400 BAD REQUEST)
# api/views.py

class ShareEventByEmailView(APIView):
permission classes = [permissions.IsAuthenticated]

def post(self, request):

except Event.DoesNotExist:
return Response({'error': 'Event not found or you are not the owner'},
status=status.HTTP_404 NOT FOUND)
except User.DoesNotExist:
return Response({'error': 'User with this email not found'},

status=status.HTTP 404 NOT FOUND)

Listing 51: Registration and sharing return specific messages that reveal whether a user account or email
address exists.

# api/views.py

class RegisterView(APIView):
permission classes = [permissions.AllowAny]

def post(self, request):
email = request.data.get('email')
password = request.data.get('password"')

# Create user (using email as the username for simplicity)
user = User.objects.create user(username=email, email=email, password=password)
token, = Token.objects.get or create(user=user)

# api/views.py

class ChangePasswordView(APIView):
permission classes = [permissions.IsAuthenticated]

def post(self, request):

user.set password(new_password)
user.save()

Listing 52: Passwords are passed directly to create_user and set_password without calling Django’s configured
password validators.
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# api/serializers.py

class EventSerializer(serializers.ModelSerializer):

class Meta:
model = Event
fields = ['id', 'title', 'description', 'date', 'time', 'owner']

read only fields = ['owner']
// frontend/src/App.jsx

{dayEvents.slice(0, 3).map(e => (
<div key={e.id} className={ text-xs p-1 rounded truncate ${e.ownerId === user.id ?
'bg-blue-100 text-blue-800' : 'bg-purple-100 text-purple-800'}"}>
{e.time} {e.title}
</div>

))}

const isOwner = event.ownerId ? event.ownerld === currentUserId : true;

Listing 53: The backend returns owner, but the frontend checks ownerld, causing owner-based Ul logic to be
unreliable.

# api/models.py

class EventShare(models.Model):
PERMISSION CHOICES = [
('read', 'Read'),
('‘edit', 'Edit')

permission = models.CharField(max_length=10, choices=PERMISSION CHOICES,
default='read")
# api/views.py

class ShareEventByEmailView(APIView):
permission classes = [permissions.IsAuthenticated]

def post(self, request):
permission = request.data.get('permission', 'read')
share, created = EventShare.objects.update or create(
event=event,
user=target user,

defaults={'permission': permission}

)

Listing 54: The share-by-email endpoint accepts the permission value from the request and writes it directly
without serializer validation.
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# api/views.py

class IsOwnerOrSharedWithEdit(permissions.BasePermission):
def has object permission(self, request, view, obj):
if request.method in permissions.SAFE_METHODS:
return True

if obj.owner == request.user:
return True

share = EventShare.objects.filter(event=0bj, user=request.user).first()
return share is not None and share.permission == 'edit'

class EventViewSet(viewsets.ModelViewSet):
serializer class = EventSerializer
permission classes = [permissions.IsAuthenticated, IsOwnerOrSharedWithEdit]

Listing 55: Users with edit share permission pass the object permission check for all unsafe methods, including
DELETE.

# api/views.py
class ShareEventByEmailView(APIView):
def post(self, request):

except Event.DoesNotExist:
return Response({'error': 'Event not found or you are not the owner'},
status=status.HTTP_404 NOT FOUND)
except User.DoesNotExist:
return Response({'error': 'User with this email not found'},
status=status.HTTP_404 NOT FOUND)
// frontend/src/App.jsx

const loadEvents = async () => {

try {
const data = await api.getEvents();
setEvents(data);

} catch (err) {
console.error('Failed to load events', err);
}
}i

Listing 56: Error handling uses specific API error messages and frontend console logging, with no structured
security logging.

# calendar-project/

manage.py
db.sqlite3
api/

core/
frontend/

Listing 57: The backend project does not include a requirements.txt, pyproject.toml, Pipfile, or other
dependency manifest.
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# api/tests.py
from django.test import TestCase
# Create your tests here.

Listing 58: The test file is empty and contains no authorization-boundary tests for sharing, file access, uploads,
or event deletion.

19 Findings Gemini Component by Component

// frontend/src/App.jsx

const [token, setToken] = useState(localStorage.getItem('cal token') || null);

if (action === 'login') {
const res = await apiClient.req('POST', '/auth/jwt/create/', { email, password });
localStorage.setItem('cal token', res.access);
setToken(res.access);

}

const handleLogout = () => {
setToken(null);
setUser(null);
localStorage.removelItem('cal token');
setView('login');

}i

Listing 59: The JWT access token is persisted in browser localStorage.

// backend/calendar api/models.py

class EventAttachment(models.Model):
event = models.ForeignKey(Event, on delete=models.CASCADE,
related name='attachments')
file = models.FileField(upload to='event files/')
filename = models.CharField(max_length=255, blank=True)
uploaded at = models.DateTimeField(auto now add=True)

def save(self, *args, **kwargs):
if self.file and not self.filename:
self.filename = self.file.name
super().save(*args, **kwargs)
// backend/calendar_api/views.py

class EventAttachmentViewSet(viewsets.ModelViewSet):
serializer class = EventAttachmentSerializer
parser classes = [MultiPartParser, FormParser]
permission classes = [IsOwnerOrSharedUser]

def perform create(self, serializer):
event = get object or 404(Event, pk=self.kwargs.get('event pk'))
self.check object permissions(self.request, event)
serializer.save(event=event)

Listing 60: Uploaded files are accepted and saved without file type, extension, content, size, or malware
validation.
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// backend/calendar api/views.py

class EventAttachmentViewSet(viewsets.ModelViewSet):
serializer class = EventAttachmentSerializer
parser classes = [MultiPartParser, FormParser]
permission_classes = [IsOwnerOrSharedUser]

def get queryset(self):
return EventAttachment.objects.filter(event id=self.kwargs.get('event pk'))

def perform create(self, serializer):
event = get object or 404(Event, pk=self.kwargs.get('event pk'))
self.check object permissions(self.request, event)
serializer.save(event=event)
// backend/calendar api/permissions.py

class IsOwnerOrSharedUser(permissions.BasePermission):
def has object permission(self, request, view, obj):

if obj.owner == request.user:
return True

share = obj.shares.filter(user=request.user).first()

if not share:
return False

if request.method in permissions.SAFE METHODS:
return True

return share.permission == ‘'edit'

Listing 61: The attachment viewset exposes attachment objects, but the permission class expects an Event-like
object with owner and shares fields.

// backend/core/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
)
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
)
h
// backend/core/urls.py

urlpatterns = [
path('auth/', include('djoser.urls')),
path('auth/', include('djoser.urls.jwt')),
path('api/', include(router.urls)),
path('api/', include(events router.urls)),

]

Listing 62: No DRF throttle classes or endpoint-specific rate limits are configured for authentication, sharing,
attachment, or event endpoints.
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// backend/calendar _api/views.py

class EventViewSet(viewsets.ModelViewSet):
serializer class = EventSerializer
permission classes = [IsOwnerOrSharedUser]

class EventShareViewSet(viewsets.ModelViewSet):
serializer class = EventShareSerializer
permission classes = [IsEventOwner]

class EventAttachmentViewSet(viewsets.ModelViewSet):
serializer class = EventAttachmentSerializer
parser classes = [MultiPartParser, FormParser]
permission classes = [IsOwnerOrSharedUser]

// backend/core/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
),
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
),
}

Listing 63: The viewsets define their own permission_classes, overriding the global default permission
configuration instead of composing it explicitly.

// backend/calendar_api/models.py

class EventAttachment(models.Model):
event = models.ForeignKey(Event, on delete=models.CASCADE,
related name='attachments')
file = models.FileField(upload to='event files/')
filename = models.CharField(max_ length=255, blank=True)
uploaded at = models.DateTimeField(auto now add=True)
// backend/calendar api/permissions.py

class IsOwnerOrSharedUser(permissions.BasePermission):
def has object permission(self, request, view, obj):

if obj.owner == request.user:
return True

share = obj.shares.filter(user=request.user).first()

if not share:
return False

if request.method in permissions.SAFE _METHODS:
return True

return share.permission == 'edit'

Listing 64: The object permission class checks obj.owner and obj.shares, but EventAttachment objects expose
these through obj.event, making the permission class incompatible with attachment objects.
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// frontend/src/App.jsx

const handleShareEvent = async (e) => {
e.preventDefault();
const fd = new FormData(e.target);
const email = fd.get('email');
try {
// Find user ID by email via backend search or attempt to share
const usersRes = await apiClient.req('GET', '/auth/users/', null, token).catch(() =>
[1);
const targetUser = usersRes.find(u => u.email === email);

if (!targetUser) throw new Error("Could not verify email. Ensure user exists.");

await apiClient.req('POST', "/api/events/${selectedEvent.id}/shares/", {
userId: targetUser.id,
permission: fd.get('permission')
}, token);
// backend/calendar api/serializers.py

class EventShareSerializer(serializers.ModelSerializer):
email = serializers.EmailField(source='user.email', read only=True)
userld = serializers.PrimaryKeyRelatedField(queryset=User.objects.all(),
source='user', write only=True)

Listing 65: The sharing workflow requires looking up users and distinguishes whether an email exists before
sharing.

// backend/core/settings.py

DJOSER = {
'LOGIN FIELD': ‘'email’',
'"USER _CREATE PASSWORD RETYPE': False,
'SEND ACTIVATION EMAIL': False,
"PASSWORD RESET CONFIRM URL': 'reset-password/{uid}/{token}',
"PASSWORD CHANGED EMAIL CONFIRMATION': False,
}
// backend/calendar api/models.py

class User(AbstractUser):
email = models.EmailField(unique=True)
USERNAME FIELD = 'email'
REQUIRED FIELDS = ['username']

Listing 66: The backend relies on default user creation settings and does not define stronger project-specific
password validation requirements.
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// backend/calendar api/views.py

class EventAttachmentViewSet(viewsets.ModelViewSet):
serializer class = EventAttachmentSerializer
parser classes = [MultiPartParser, FormParser]
permission_classes = [IsOwnerOrSharedUser]

def get queryset(self):
return EventAttachment.objects.filter(event id=self.kwargs.get('event pk'))

def perform create(self, serializer):
event = get object or 404(Event, pk=self.kwargs.get('event pk'))
self.check object permissions(self.request, event)
serializer.save(event=event)

Listing 67: The attachment endpoint filters directly by event_pk, allowing different behaviour depending on
whether an event ID exists.

// backend/calendar api/serializers.py

class EventShareSerializer(serializers.ModelSerializer):
email = serializers.EmailField(source="user.email', read only=True)
userIld = serializers.PrimaryKeyRelatedField(queryset=User.objects.all(),
source='user', write only=True)

class Meta:
model = EventShare
fields = ['userId', 'email', 'permission']

class EventSerializer(serializers.ModelSerializer):
attachments = EventAttachmentSerializer(many=True, read only=True)
shares = EventShareSerializer(many=True, read only=True)
ownerId = serializers.ReadOnlyField(source="'owner.id")

Listing 68: Event responses include share metadata, including shared user email addresses and permissions.

// frontend/src/App.jsx

if (!'res.ok) {

let errText = 'Network request failed';
try {
const errJson = await res.json();
errText = Object.values(errdson).flat().join(', ") || res.statusText;
} catch {
errText = await res.text() || res.statusText;
}
throw new Error(errText);

}

} catch (err) {
setError({ type: 'error', msg: err.message });

}

Listing 69: Backend error responses are flattened and displayed in the frontend, which can expose account-
existence differences in flows such as password reset.
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// backend/requirements.txt

django

djangorestframework
djangorestframework-simplejwt
djoser

django-cors-headers
drf-nested-routers

Listing 70: Backend requirements are listed without version pins, making dependency resolution non-
deterministic.

// backend/core/settings.py
EMAIL BACKEND = 'django.core.mail.backends.console.EmailBackend'

# No structured LOGGING configuration is defined.
// frontend/src/App.jsx

const fetchUserAndEvents = async () => {

try {
const u = await apiClient.req('GET', '/auth/users/me/', null, token);
setUser(u);
const evs = await apiClient.req('GET', '/api/events/', null, token);

setEvents(evs);
setView('calendar');
} catch (err) {
console.error(err);
handleLogout();
}
I8

Listing 71: The application relies on console output and has no structured logging for security-relevant events.

// backend/calendar api/views.py

class EventViewSet(viewsets.ModelViewSet):
serializer class = EventSerializer
permission classes = [IsOwnerOrSharedUser]

def get queryset(self):
user = self.request.user
return Event.objects.filter(Q(owner=user) | Q(shares user=user)).distinct()
// backend/core/settings.py

REST FRAMEWORK = {
'DEFAULT AUTHENTICATION CLASSES': (
'rest framework simplejwt.authentication.JWTAuthentication',
),
'DEFAULT PERMISSION CLASSES': (
'rest framework.permissions.IsAuthenticated',
),
}

Listing 72: The event list returns the full matching queryset and no pagination class or page size is configured.
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