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Abstract. Application Programming Interfaces (APIs) enable commu-
nication in distributed systems of all kinds. As providers and clients
evolve, APIs must adapt to changing requirements, scalability challenges,
and operational insights. A lack of a structured approach to API evo-
lution can lead to inconsistent interfaces, bloated endpoints and a poor
developer experience. Refactoring has long been a staple in agile soft-
ware development, focusing primarily on improving internal code quality.
However, as distributed systems and remote APIs have become central to
modern software architectures, the need for systematic API refactoring
has grown. In this paper, we present a third slice of our Interface Refac-
toring Catalog (IRC), which now has 25 refactorings. Fifteen of these
were published in our previous work; five more refactorings appear in
this paper. API designers and maintainers that seek to improve certain
design time and runtime API qualities form the primary target audience
for IRC; API client developers wanting to use APIs effectively and effi-
ciently and API provider developers wanting to minimize the impact of
changes are targeted as well. Finally, API product managers concerned
about API quality also belong to our target audience. The provided
examples use the Microservice Domain-Specific Language (MDSL) and
the Context Mapper Language (CML) to illustrate the refactorings in a
technology-agnostic way.

Keywords: application programming interface - cloud computing -
design patterns - enterprise application integration - interface definition
languages - refactoring - software

1 Introduction

This work is about (re-)designing remote Application Programming Interfaces
(APIs); many long-living such APIs exist in practice (e.g., public Web APIs
based on HTTP and JSON). Requirements and technology change throughout
APTI lifecycles; design adjustments are often needed. Code refactoring is a popular
agile practice whose usage context can be extended. In our previous work we have
shown that the concept of refactoring is also suited to share knowledge about
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design change tactics (with some adjustments in the definition and the template
structure) [29]. Note that we use the terms “API refactoring” and “interface
refactoring” interchangeably and assume physical distribution requiring the use
of remote APIs.

The content and contribution of this paper are five remote interface refac-
torings continuing the coverage of our Interface Refactoring Catalog (IRC)
[30,31]: Add Wish Template, Bundle Requests, Move Operation, Merge End-
points, Rename Endpoint. Two of these refactorings can be used to apply two
“Patterns of API Design”, WisH TEMPLATE and REQUEST BUNDLE [41]. The
other three refactorings deal with structure and naming (Move Operation, Merge
Endpoints, Rename Endpoint). See Fig.1 for an overview of the refactorings,
including their targeted API elements.

A sibling paper “API Refactoring and Reengineering: Distribution Patterns
and Evolution Strategies” [36] presents three architectural refactorings that deal
with client-server-cuts (i.e., distribution of logical components and layers onto
physical tiers): Distribute Application Frontend, Split Application Backend Logic,
and Split Application Backend Persistence and two refactorings with an orga-
nizational nature, dealing with API lifecycle management: Tighten FEvolution
Strategy, and Relax Evolution Strategy.

The remainder of the paper is structured in the following way. Section 2
introduces background information. Section3 and its subsections feature the
third slice of IRC in depth, following a common template. Section 4 discusses pros
and cons of pattern-based API refactoring and covers related work in different
fields; each refactoring also discusses related work individually in the “Related
Content” subsection. Section 5 summarizes the paper.

2 Background Information

At a high level, API communication involves two participants: an API provider
and one or more API clients. The provider exposes APIs through API end-
points, each with a unique address like a URL. Clients access these endpoints to
use API operations. To invoke an operation, clients send a request message to
the endpoint, which may respond with a corresponding response message. API
operations are often mapped to code-level methods, functions or procedures,
with request and response messages mapped to parameters and return values
respectively. API messages have structured representations, usually consisting
of multiple elements. An API contract governs the communication. These itali-
cised abstractions and concepts, shown in Fig. 1, form a domain model for API
design and development [41]. They can all be targets of refactorings.

An API can be implemented directly in executable code that defines the
API contract. Alternatively, the API contract can first be defined in a protocol-
specific interface definition language such as OpenAPI Specification for HTTP
or in a technology-independent language such as Microservice Domain-Specific
Language! (MDSL). MDSL defines endpoints, operations, parameters, and data

! https://microservice-api- patterns.github.io/ MDSL-Specification.
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Fig. 1. Refactorings by targeted API element (as defined in API domain model [41])

types using abstractions that align with our API domain model. Protocol-specific
specifications such as OpenAPI, Protocol Buffers or GraphQL can be generated
from MDSL, as well as testable Java application prototypes. The following listing
shows a sample MDSL specification of a HelloWorldEndpoint that exposes a

# Extract Operation Operation . -
* Move Operation - Client Refactorings: API Client
4 Rename Operation String name Yr Distribute i Frontend
A Split Operation APIPattern
A Merge Operations =4 q
Request Message Payload Response Message Payload Backend Refactorings:
KeyValuePairs protocolHeaders KeyValuePairs protocolHeaders e Split Application Backend Logic
. fonElement ayloa Representati requestPayload + Split Application Backend Persistence
Message Refactorings 2/2: Message Refactorings 1/2:
A Add Wish List A Introduce Data Transfer Object
% Add Wish Template 4 Extract Information Holder
* Bundle Requests 4 Inline Information Holder
4 Make Request Conditional A Introduce Pagination
4 Encapsulate Context Representation A Rename Representation Element
% Presented in this paper
¥ Published in API ing and Di Patterns and Evolution Strategies

# Published in Pattern-oriented API Refactoring: Addressing Design Smells and Stakeholder Concerns
A Published in API Refactoring to Patterns: Catalog, Template and Tools for Remote Interface Evolution

sayHello operation (source: MDSL Website?):

API description HelloMDSLWorld

data type SampleDTO {ID, D<string>}

endpoint type HelloWorldEndpoint

exposes
operation sayHello

expecting payload "in":

D<int>

delivering payload SampleDTO

API provider HelloWorldAPIProvider
offers HelloWorldEndpoint
at endpoint location "http://localhost:8000"

via protocol HTTP

binding resource HomeResource at "/"
operation sayHello to POST

2 https:/ /microservice-api- patterns.github.io/MDSL-Specification.
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API client HelloWorldAPIClient
consumes HelloWorldEndpoint
from HelloWorldAPIProvider
via protocol HTTP

This example also shows provider bindings and a client working with this
API contract.

“Patterns for API Design” [41] provide guidance on how to design the different
API elements; the book also contains the MDSL language reference. The pat-
terns cover endpoint types and operation responsibilities, request and response
message representation, refining the message design for quality, evolving APIs
and documenting and communicating the overarching API contract between
provider and client; Appendix A summarizes the API design patterns referenced
in this paper. MDSL supports these patterns in its domain-specific language.
For example, the above endpoint could be extended by an explicit endpoint role
using serves as:

endpoint type HelloWorldEndpoint
serves as PROCESSING_RESOURCE

The PROCESSING RESOURCE indicates that the endpoint exposes operations
that bundle and wrap application-level activities or commands. Using patterns,
the API description can be further enriched. Not only does this have documen-
tary value, but MDSL tools can use this information for semantic validation,
to apply transformations, in code generators or for refactoring. [24] provides an
introduction to MDSL.

Our refactorings, some of which are supported by MDSL tools, focus on the
provider side, specifically on endpoints and the operations they expose and the
messages that are exchanged. Refactoring refers to the practice of improving a
software system without changing its external /observable behavior. The purpose
of refactoring can also be the alignment of the software with a design pattern
[17] and to remove software design smells [32], which signal potential issues in
the design or implementation of an API.

The target audience for our refactorings are all roles that develop, design, and
maintain software systems exposing a remote API. We do not target any specific
domain or technology; every system exposing an API is a potential candidate.
Therefore, the refactoring activities are described in a technology-neutral way for
the most part; their examples and implementation hints mainly stem from the
design and evolution of HT'TP resource APIs. All refactorings come with concrete
examples, typically written in Java, using the Spring Framework; others use
MDSL or the Context Mapper Language (CML). CML is a modeling language
based on Domain-Driven Design, provided by the Context Mapper?® project [15].

3 https://contextmapper.org/.
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Table 1. Refactorings in the order in which they are presented in this paper along with
a goal statement expressed in the form of a user story, the addressed design smells, and

the affected stakeholder concerns in the form of quality attributes.

Refactoring Design Smells Stakeholder
Addressed Concerns
Add Wish Template (Sect. 3.1) Overfetching, client
As an API client developer, I want to structured artifact information
express the desired response structure and | serialized and therefore | needs,
content with a mock object so that I can be | mangled, underfetching | maintainability,
precise and selective when expressing my flexibility,
wishes about structured response data that performance
I am interested in.
Bundle Requests (Sect. 3.2) Atomicity and developer-
As an API provider, I want to allow my consistency experience,
clients to reduce the number of requests and | management issues, performance
responses to save bandwidth and network high latency /poor
capacity and to avoid unnecessary message | response time
processing. To do so, I want to group
multiple domain-level requests in a single
API call.
Move Operation (Sect. 3.3) Data lifetime maintainability,
As an API provider, I want to focus and mismatches, endpoint | scalability and
consolidate the operations of an existing implementation reliability,
endpoint on a single role and purpose so spaghetti, god single
that API clients serving a particular endpoint, role and/or | responsibility
stakeholder group understand the API responsibility diffusion, | principle and
design intuitively and the provider has a too coarse-grained independent-
single reason to change that endpoint. To security or data deployability,
achieve this goal, I want to move one or privacy rules understandabil-
more operations to a different, already ity
existing endpoint.
Merge Endpoints (Sect. 3.4) API does not get to cohesion,
As an API provider, I want to bring the the POINT, coupling,
operations from multiple endpoints together | cloud-native traits understandabil-
and consolidate them in a single endpoint so | violated, endpoint ity
that they can be deployed, scaled, and implementation
evolved jointly. spaghetti, extreme
decomposition,
responsibility spread,
synonyms for single
concept
Rename Endpoint (Sect. 3.5) Cryptic, misleading or |learnability,
As an API developer, I want to express the | disrespectful name, understandabil-
domain concepts exposed by an endpoint REST principle(s) ity
and the architectural role that the endpoint | violated
plays as accurately as possible in the
published language and the API contract.
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3 API Endpoint, Operation and Message Refactorings

In this section, we present five Interface Refactorings (IRs) for API endpoints,
operations, and messages not published previously:

— Add Wish Template and Bundle Requests help with the application of two
API design patterns, WisH TEMPLATE and REQUEST BUNDLE [41].

— Two IRs operate on the API contract structure, adapting classical code refac-
torings for the API design domain [9]: Move Operation and Merge Endpoints.

— Rename Endpoint deals with naming and identifying API elements.

Table1 lists the refactorings featured in this paper, along with the design
smells and the stakeholder concerns they address. Note that more refactorings
related to naming exist in the catalog, which were presented in our previous
work [30,31].

All refactorings presented in this section (and throughout our IR Catalog)
start from a context and motivation and introduce several stakeholder concerns,
including quality attributes and design forces. An initial position sketch shows
which API parts or architectural elements are targets of the refactoring. In addi-
tion to the stakeholder concerns, each refactoring also lists smells that indicate
problems with an existing solution (smells are “structures in the design that indi-
cate violations of fundamental design principles and negatively impact design
quality” [32]). Starting from the initial position, a series of instructions trans-
forms the design into a target solution sketch that details how the refactoring
can be applied and validated. Each refactoring comes with a concrete example
that shows the refactoring in action. A discussion of hints and pitfalls to avoid
follows. The coverage of each refactoring closes with a subsection about related
content.*

Our layout conventions are as follows: Refactoring names like Add Wish Tem-
plate are set in [talics. Pattern names, for example, DATA ELEMENTS, appear
in SMALL CAPs (see Appendix A for an overview of API design patterns). We
use #hash-tags for quality attributes, e.g., #performance, to discern them from
smell names such as God endpoint. When elements from code examples are
referenced in the text, their names are set in a monospaced font.

3.1 Refactoring: Add Wish Template

Context and Motivation. An API offers one or more endpoints exposing
operations to retrieve structured data. Not all API clients are interested in the
same DATA ELEMENTS the API provides.

4 On the website supporting this paper, it is possible to navigate the refactor-
ings by stakeholder concerns https://interface-refactoring.github.io/refactorings/
by-stakeholder-concerns/ and by smells https://interface-refactoring.github.io/
refactorings/by-smells-drivers/.
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As an API client developer, I want to express the desired response structure
and content with a mock object or a descriptive specification so that I can
be selective and precise when expressing my wishes about the response data
that I am interested in.

Stakeholder Concerns

#client-information-needs As motivated in Add Wish List [30, pages 7-10],
APIs are often used by multiple clients with differing information needs,
which makes it difficult for providers to offer one-size-fits-all solutions. Some
clients may require overviews of information elements, for instance lists of
identifiers; others may require a subset or all of the data fields (attributes)
of these elements.

#maintainability, #flexibility Client information needs change over time,
but an API and its implementation should not have to be updated every
time a client does. Maintaining multiple variants of the same operation for
different clients is possible, but increases maintenance cost and coordination
effort, which in turn can limit the flexibility of the API provider.

#performance Response time and throughput are qualities that concern both
API clients serving end users and API providers. Preparing, transporting, and
processing data but not using it on the client side wastes resources and ought
to be avoided when sustainability and “Datensparsamkeit” are required.

Initial Position Sketch. A client might request and receive nested and or flat
response data via one or more operation calls, as shown in Fig. 2.

Any operation with response data structures that clients want to customize
is a potential target. A WisH LIST might have been introduced to let clients
explicitly mark the response data they are interested in (to reduce response
message size); however, this list is considered insufficient and/or cumbersome
to use. The WisH TEMPLATE pattern extends WIisH LIST by allowing clients
to define a structured, possibly nested template for the data they want. This
Add Wish Template refactoring can also be applied to improve performance if a
WisH LisT has not been used yet, as shown in Fig. 2. Both patterns aim to give
clients fine-grained control over API responses.

Design Smells

Overfetching Clients may throw away large parts of the received data because
the API design follows a one-size-fits-all approach and includes all data that
any present or future client might be interested in. Another phenomenon is
“sell what is on the truck” implementation data is exposed just because it is
there, without any client-side use case.

Structured artifact serialized and therefore mangled Some nested data
representation is serialized into a custom string format because the API
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API Client API Provider

)

Client

@ [E:‘ @ ‘@ Data Element

Fig. 2. Add Wish Template: Initial Position Sketch. The API provider responds to a
request from a client (1) with a message (2) that contains DATA ELEMENTS. The client
then issues follow-up requests (3 and 5) to retrieve more DATA ELEMENTS (4 and 6).

response message contract is not expressive enough to accommodate a com-
plex data structure. This results in a string containing a lot of information,
but is hard to parse and causes surprises in testing and operations. This smell
often materializes during development. For instance, a remote API that is
implemented as an object-oriented program might work with objects that
contain other objects. These nested object clusters (e.g., aggregates with
entities and value object in domain-driven design) often have to be mapped
to and from text notations such as JSON. This process is also called serial-
ization and deserialization. When the entire nested object cluster is squeezed
into a plain string, the reserved characters of the notations (for instance,
curly braces {} and double quotes " in JSON) have to be escaped during
serialization, which can be tedious.

Underfetching Clients may have to call multiple API operations to obtain all
required data because the interfaces of these operations do not offer any way
to define the targeted representation elements (thus publishing parts or all
of the entities of a domain model and their attributes).

Instructions. Introducing a WISH TEMPLATE requires careful consideration,
implementation, and enforcement:

1. Review the structure of the response message of the operation to define
the scope of the wishes to be expressed; for instance, all elements must be
optional. If necessary, wrap the structure in a Data Transfer Object (DTO)
by applying the Introduce Data Transfer Object [30, pages 4-7] refactoring.



36 M. Stocker et al.

If the request message already contains a WisH LIST that is supposed to be
upgraded and reified,” review its syntax and semantics.

2. Copy the schema definition of the eligible part of the response message to the
response message schema to create the mock DTO template. Define which val-
ues mark inclusion and exclusion, respectively (for example, "in" and "out"
for strings, 1 and 0 for integers, and lists with one or zero entries).

3. Optionally, change the data type of all atomic elements in the structure
(such as strings and integers) to boolean. In this case, true marks inclu-
sion and false marks exclusion. Apply these optional changes to the entire
nested /hierarchical data structure recursively: in lists, turn all list elements
into booleans; in PARAMETER TREES, process all child elements recursively.

4. Replace an existing flat, list-oriented WisH LiST (if any) with the mock DTO
serving as WISH TEMPLATE. If no such list already exists, add the Wish
Template to the request message.

5. As for most, if not all, refactorings, apply the TELL steps that we introduced
in Stocker and Zimmermann [30] according to the smell description in Add
Wish List [30, pages 7-10]. Testing edge cases and combinations of input data
is particularly important here. For instance, test empty wishes and a repre-
sentative set of tree populations such as entire nested structure requested,
only top-level information requested, and only leaves requested.

The revised API design is not necessarily backward-compatible. Making the
template parameter optional helps preserve backward compatibility.

Target Solution Sketch (Evolution Outline). The hierarchical structure of
the WisH TEMPLATE matches the structure of the response data. It is shown in
Fig. 3. A variant that boolean to indicate the desired response values is sketched
in a UML class diagram in Fig. 4.

Example(s). To demonstrate the WISH TEMPLATE in an API contract, we will
start with an API operation that uses a simple WisH LisT. A WisH LisT for a
customer response payload might look as the "desiredElements" :MD<string>*
in the request messages of getCustomerMasterData in the following example.
Note that all response elements are optional, which is indicated by the question
marks ? (notation: MDSL):

operation getCustomerMasterData
with responsibility RETRIEVAL_OPERATION
expecting payload {
"queryParameters",
<<Wish_List>> "desiredElements":MD<string>*
}
delivering payload {
"name" :D<string>?,

5 https://en.wikipedia.org/wiki/Reification (computer _science).


https://en.wikipedia.org/wiki/Reification_(computer_science)
https://en.wikipedia.org/wiki/Reification_(computer_science)
https://en.wikipedia.org/wiki/Reification_(computer_science)
https://en.wikipedia.org/wiki/Reification_(computer_science)
https://en.wikipedia.org/wiki/Reification_(computer_science)
https://en.wikipedia.org/wiki/Reification_(computer_science)
https://en.wikipedia.org/wiki/Reification_(computer_science)

Refactoring API Endpoints, Operations 37

API Client API Provider

Client \ Templat Repository
- oo Provessor

Has the client
wished for this
data element?

Process all
elements
recursively.

@ \@ © | © | pata Element @ [) |F‘ o

Fig. 3. Add Wish Template: Target Solution Sketch. In its request (1), the client sends
a WisH TEMPLATE. The provider uses a template processor to evaluate the wish META-
DATA ELEMENTS to decide whether some DATA ELEMENT should be included in the
response message (2).

"address": {
"street":D<string>?7,
"zip":D<int>?,
"city":D<string>}?

Listing fields or attributes of provider-side resources (in the broadest sense of
the word) works fine and is used in many APIs, both public and community- or
solution-internal ones. This works ok as long as the field names are unique and
the resource structure does not cause complex navigation in nested, hierarchical
name spaces. A downside of this approach is that it does not catch typos and
other mistakes in field/attribute names (at least not on the client side).

Type safety and fine-tuning of the wishes can be achieved in the example by
upgrading the flat string list to a mockCustomer WISH TEMPLATE that mirrors
the customer structure appearing in the response:

operation getCustomerMasterData
with responsibility RETRIEVAL_OPERATION
expecting payload {
"queryParameters",
<<Wish_Template>> "mockCustomer": {
"mockName" :D<string>?,
"mockAddress":{"mockStreet" :D<string>}7,
"mockZip" :D<int>?, "mockCity":D<string>}7}
delivering payload {
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Wish Template Solution Sketch
«Service»
SampleAPI
SampleQOutput getPartialData(AnyType input, SampleWishTemplate desiredOutput)
getPartialData getPartialData
«Value Obgct» «Value Obgct»
SampleWishTemplate SampleOutput
boolean aValueDesired int aValue
boolean aStringDesired String[0..1] aString
NestedOutputTemplate[0..1] innerPayloadDesired NestedOutput innerPayload
innerPayloadDesired innerPayload
«Value Obgct» «Value Obgct»
NestedOutputTemplate NestedOutput
boolean aFlagDesired boolean aFlag
boolean aSecondStringDesired String aSecondString

Fig. 4. Variant of Wish Template using booleans to indicate desired values. The tem-
plate mirrors the output DTO on two nesting levels.

"name" :D<string>?,
"address": {
"street":D<string>?7,
"zip":D<int>?, "city":D<string>}?
}

If such copy of the response structure is used, marker values for the basic
types have to be defined in the API contract (for instance, -1 for int values and
" empty strings and lists). Alternatively, all basic types can be made optional
or changed to boolean:

<<Wish_Template>> "inclusionMarkers": {
"includeName" :D<bool>?,
"includeAddress":{
"includeStreet" :D<bool>?,
"includeCity" :D<bool>
}?

The API Patterns website® provides another example of a WiSH TEMPLATE.

5 https://api-patterns.org/patterns/quality /dataTransferParsimony/
WishTemplate#sec: WishTemplate: Example.
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A large integration interface to core banking systems that applied the pattern
is described in Zimmermann et al. [37].

Hints and Pitfalls to Avoid. The design of a WiSH TEMPLATE requires more
effort than that of a plain WisH LiST:

— Explicitly define a schema for the template and the corresponding response
message elements. Use the same level of detail as for the elements in the
response messages themselves, e.g. NULL values, optionality, etc.

— Have the template design be reviewed by different client developers before
implementing it. Following a variation of the 80-20 rule,” also known as the
Pareto Principle, 80% of the required features (here: WisH TEMPLATE design
elements) often can be elicited from, and tested by, 20% of the client devel-
opers.

— Focus on cardinalities and n to m relations in nested/linked data when design-
ing, implementing, and testing the template. Complex requests with deep
nesting can put a strain on your infrastructure. For instance, is it possible
to include entire subtrees when specifying inclusion of nodes that are neither
roots nor leaves? In a study on the “Semantics and Complexity of GraphQL”
conducted by Hartig and Pérez [11], the performance of the GitHub GraphQL
API was examined, and an “exponential increase in result sizes” was observed
as the query level depth was increased.

— Avoid the god endpoint API design smell: having one endpoint that does
everything. See the Move Operation refactoring for an explanation of this
smell.

— Be pragmatic and driven by client/user needs in the detailed design. Resist
the temptation to optimize the wish declaration syntax just because it is
technically challenging and fun to experiment with; focus on the business and
domain logic using it instead. In other words, do not become a middleware
provider /vendor but use existing languages and engines such as GraphQL for
advanced scenarios.

— Do not forget to update security policies so that clients cannot suddenly
access more data than they should.

Keep an eye on server side performance. The WisH TEMPLATE can lead to
many combinations of wishes, which can result in a combinatorial explosion of the
data that has to be processed and sent to the client. This can lead to performance
problems on the server side, especially if the template is not designed carefully.

Developer experience (DX) can suffer if the WisH TEMPLATE is too com-
plex or not well documented. Clients may struggle to understand how to use it
effectively, leading to frustration and potential misuse. Further discussion of the
benefits and liabilities of the WiSH TEMPLATE can be found in Zimmermann et
al. [41].

WisH LisTs and WisH TEMPLATES may be applied to several operations
called in sequence. When improving API performance and rightsizing one or

" https://en.wikipedia.org/wiki/Pareto_principle.
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more messages, also consider applying API design patterns such as EMBEDDED
ENTITY and LINKED INFORMATION HOLDER.

Related Content. An application of Add Wish List [30, pages 7-10| may
provide the starting point for this refactoring. A WisH TEMPLATE can also be
introduced if no WisH LiIST existed before; the steps dealing with the existing
list are simply skipped in this case.

An alternative to introducing a WisH TEMPLATE is to simply offer API
clients two or more distinct operations. This simpler solution can be sufficient if
the number of clients is small and their information needs are well understood.

GraphQL engines can be seen as a tool- and middleware-supported appli-
cation of this refactoring, providing a single endpoint for flexible queries and
mutations. The MDSL Tools® contain an implementation of this refactoring.

3.2 Refactoring: Bundle Requests

Context and Motivation. API clients make many small requests (in terms of
request message size) in quick succession, and individual responses are returned
for one or more of these requests. These high-velocity request-response sequences
have a negative impact on scalability and throughput.

As an API provider, I want to reduce the number of requests and responses
that API clients have to send and receive so that bandwidth and network
capacity are saved and unnecessary message processing is avoided. To do
so, I want to allow clients to group multiple domain-level requests in a
single, structured API call.

Stakeholder Concerns

#developer-experience Bulk/batch uploads might be prepared by iterating
through a data set and then calling API operations multiple times, once for
each entry in the set. It might be easier for client developers to prepare a
single technical request message (for instance, a JSON array) that contains
several business-, domain-, or application-level requests (each represented as
a JSON object). Such design frees the clients from having to manage the
state (running, succeeded, failed) of all individual requests.

#performance Transferring many small requests may stress network and com-
munication endpoints preparing requests and consuming them (for instance,
on the HTTP or the TCP/IP level).

Initial Position Sketch. The API client currently sends multiple requests to
a provider. Figure 5 sketches this initial position.

8 https://microservice-api- patterns.github.io/MDSL-Specification /tools.
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Fig. 5. Bundle Requests: Initial Position Sketch. A client sends three requests to the
API provider. Each request comprises several DATA ELEMENTS and can have its own
structure. Note that the responses are not shown for the sake of clarity.

The targeted design elements are one or more API operations and the request
and response messages of these operations.

Design Smells

Atomicity and consistency management issues Some clients might want
to make sure that either all or none of the requests and corresponding
responses complete successfully. This can be much harder if they arrive one by
one; most remote APIs do not offer global system transactions (for instance,
distributed two-phase commits) — for good reasons: operations overhead, test-
ing effort, and technical risk over time. “Software Architecture: The Hard
Parts” covers the consistency design concern, its relationship with other con-
cerns (communication, coordination) as well as related tradeoffs [8].

High latency/poor response time Responses take a long time to be returned
to clients because many small requests cause high workload for the commu-
nications infrastructure and protocol endpoint(s) on the provider side.

Instructions. The refactoring can be applied to an existing operation. It causes
a breaking change:

1. Apply the REQUEST BUNDLE Pattern to an existing operation: “Define a
REQUEST BUNDLE as a data container that assembles multiple independent
requests in a single request message. Add metadata such as identifiers of
individual requests (bundle elements) and a bundle element counter.” (source:
“Patterns for API Design” [41])
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2. Adjust the API DESCRIPTION, tests, and all other supporting/supplemental
artifacts accordingly.

Alternatively, it can be offered as/in a new operation in the same endpoint:

1. Copy an existing operation.

2. Apply the REQUEST BUNDLE Pattern to the new operation, as already
described above.

3. Document and test the new operation.

Optionally, the bundles can be annotated with additional METADATA ELE-
MENTS. A bundle-level ERROR REPORT may be included in the response.

Special emphasis should be put on the monitoring to assess the positive
or negative effect of the refactoring. Average response times and message sizes
should be logged, and the performance of the initial API design be compared
with that of the refactored one.

Target Solution Sketch (Evolution Outline). After the refactoring, both
the request message and, optionally, the response message of the refactored oper-
ation contain collections of individual requests. See Fig. 6 for this solution sketch.

APIClient | |« API Provider

i Batch
| \
Bundle the :
three requests ( )
into one i ded
Sp”t R
1@ forward

requests

{% Request Bundle @ @ ‘ § ‘é\/ @ Data Element

Fig. 6. Bundle Requests: Target Solution Sketch. The client bundles the three individ-
ual requests into a REQUEST BUNDLE message. The provider uses a SPLITTER compo-
nent to disassemble the bundle and forward the requests (1, 2, 3) to their final desti-
nation. Note that only the request bundling is shown in the figure; the corresponding
responses are left out. The repositories supporting the resources are not shown either,
but continue to exist.
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A variant of the REQUEST BUNDLE pattern is shown in the HTTP resource
Customer Information Holder? in Lakeside Mutual, a sample microservice appli-
cation we built to demonstrate API design and patterns.

Example(s). In the following example, a REQUEST BUNDLE is added to a
Customer Relationship Management endpoint (notation: MDSL):

API description RequestBundleExample

data type YesOrNo D<bool>
data type QueryExpression D<string> // detailed query syntax not shown
data type CustomerDTO {"name":D<string>, "contacts":D<string>+*}

endpoint type CustomerRelationshipManagement
serves as MASTER_DATA_HOLDER
exposes
operation createCustomer
with responsibility STATE_CREATION_OPERATION
expecting payload CustomerDTO
delivering payload "id":ID<int>

operation updateCustomer
expecting payload CustomerDTO
delivering payload "ok":YesOrNo

operation lookupCustomers

with responsibility RETRIEVAL_OPERATION
expecting payload "criteria":QueryExpression
delivering payload "results":CustomerDTO*

Note that the response of the new operation sendBulkRequest contains a
tree of objects (just like the request):

API description RequestBundleExample

data type YesOrNo D<bool>
data type QueryExpression D<string> // detailed query syntax not shown
data type CustomerDTO {"name":D<string>, "contacts":D<string>+*}

data type CustomerOperation {
"createCustomer" :CustomerDTO
| "updateCustomer" : CustomerDTO
| "1lookupCustomers" :QueryExpression

9 https://github.com/Microservice- API-Patterns,/LakesideMutual /blob /master /
customer-core/src/main/java/com/lakesidemutual /customercore/interfaces/
CustomerInformationHolder.java.
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data type CustomerOperationResponse {
"id":ID<int>
| "ok":YesOrNo
|"results":CustomerDTO*

endpoint type CustomerRelationshipManagement
serves as MASTER_DATA_HOLDER
exposes
operation sendBulkRequest
expecting payload <<Request_Bundle>>
"operations":CustomerOperation+
delivering payload
"results" :CustomerOperationResponse+

The MDSL Tools'? prototype contains an implementation of this refactoring.

Hints and Pitfalls to Avoid. Consider the following:

— Apply the SPLITTER!! pattern from “Enterprise Integration Patterns” to
unbundle the incoming request message.

— Leverage parallel programming concepts in the provider implementation. An
advanced option to do so is the MAP-REDUCE!? pattern.

— Decide whether the responses should also be bundled (see solution and dis-
cussion of the consequences of the REQUEST BUNDLE pattern for detailed
design information).

— Measure and compare: Do the performance gains justify the extra effort and
complexity? Be willing to undo if the new design turns out to be difficult to
teach and maintain and the performance gains do not outweigh these negative
consequences.

— When implemented by a new endpoint, make sure that this endpoint is cov-
ered by the same security measures as the original endpoint.

— Do not prescribe a minimum bundle size, but allow clients to decide how many
requests they want to bundle together. Otherwise, they might never be able to
send their requests. Client developers can prepare bundles incrementally, for
example, by accumulating requests while processing other tasks. Common
scenarios include processing files in batches (such as monthly sales figures
in BACKEND INTEGRATION) or collecting user input selections (like checked
boxes in a Ul form) before sending them as a bundle.

Carefully think about error handling when applying the REQUEST BUNDLE
pattern:

10 https://microservice-api-patterns.github.io/MDSL-Specification /soad.

' https://www.enterpriseintegrationpatterns.com /patterns /messaging,/Sequencer.
html.

2 https://www.cloudcomputingpatterns.org/map_reduce,.


https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.cloudcomputingpatterns.org/map_reduce/
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://microservice-api-patterns.github.io/MDSL-Specification/soad
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/Sequencer.html
https://www.cloudcomputingpatterns.org/map_reduce/
https://www.cloudcomputingpatterns.org/map_reduce/
https://www.cloudcomputingpatterns.org/map_reduce/
https://www.cloudcomputingpatterns.org/map_reduce/
https://www.cloudcomputingpatterns.org/map_reduce/

Refactoring API Endpoints, Operations 45

— If one of the requests in the bundle fails, how should the provider respond?
Should an error be returned for the entire bundle or just for the failed request?
Consider using an ERROR REPORT to communicate errors in a structured way.

— What happens if one of the bundled requests fails and the client simply retries
the entire bundle? This can lead to unintended consequences, such as dupli-
cate processing of requests that were already successful. An idempotent design
of the request processing can help mitigate this risk. See the IDEMPOTENT
RECEIVER pattern by Hohpe and Woolf [13] for more information.

A deeper discussion of the pros and cons of the REQUEST BUNDLE pattern
is available on the “Patterns for API Design” website and in [41].

Related Content. A blog post on API design by James Higginbotham titled
“API Design Guidance: Bulk and Batch Import”!? clarifies the difference between
batch and bulk processing and gives related advice.

Merge Operations [30, pages 15-18] can be used in preparation of Bundle
Regquests if the requests that should be bundled currently target different opera-
tions. Merging these into a single operation enables the introduction of a Request
Bundle.

Introduce Pagination [30, pages 10-12] is an alternative to improve perfor-
mance, focussing on responses rather than requests.

As an alternative solution to expose batch processing in an API, you may
want to consider using a job scheduler rather than bundled API operations.

Note that we do not feature an “Unbundle Requests” refactoring in our cat-
alog.

3.3 Refactoring: Move Operation

Context and Motivation. One or more API endpoints (for instance, HTTP
resources) have been developed, tested, and deployed. One endpoint contains
multiple operations (for instance, HTTP PUT and POST methods). The exter-
nally exposed responsibilities of these operations differ with regards to stake-
holder groups and their concerns; some of them work with different domain con-
cept(s) in the underlying API implementation. For instance, some operations are
process-oriented activities while others are data-oriented and have information
management responsibilities; the quality characteristics, including data protec-
tion needs, of these operations differ. As a consequence, the endpoint serves
multiple roles in the API architecture. There is a risk that these roles drift fur-
ther apart during API evolution.

As an API provider, I want to focus and consolidate the operations of an
existing endpoint on a single role and purpose so that API client devel-
opers serving a particular stakeholder group understand the API design
intuitively and the provider has a single reason to change that endpoint.
To achieve this goal, I want to move one or more operations to a different,
already existing endpoint.

13 https://tyk.io/api-design-guidance-bulk-and-batch-import /.
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Stakeholder Concerns

#maintainability There are many drivers for changing an API [29]. APIs
should be changed as much as required and as little as possible, and ripple
effects be avoided. One of the first steps in maintenance tasks is to determine
which parts of a system have to be changed. Separation of concerns tends to
make changes smaller, but also adds to the amount of dependencies between
system parts.

#scalability and #reliability When co-located in a single endpoint and
deployed jointly, operations might influence each other. For instance, if one
of these operations is long-running or causes a provider-internal error, its
siblings might suffer from quality-of-service degradation too.

#single-responsibility-principle and #independent-deployability Prin-
ciples such as single responsibility and independent deployability can guide
the selection of refactorings. Some principles are affected positively, others
negatively. With respect to the POINT'* principles for API design (pur-
poseful, style-oriented, isolated, channel-neutral, and T-shaped), moving an
operation to another endpoint can improve P, O, and I (but might harm T
when looking at a single endpoint and not an entire API). Note that some
principles might be defining an architectural style; for instance, statelessness
of interactions in REST. Such prominent role makes it even more important
to adhere to a principle during design, and stick to its evolution.

#understandability (a.k.a. explainability) Endpoints with clearly stated,
properly separated concerns and distinguished roles help developers to
quickly understand and navigate the API. More documentation has to be
studied, but its parts are easier to grasp.

Initial Position Sketch. The following platform- and technology-independent
API design, specified in MDSL,'® serves as the starting point for this refactoring:

endpoint type SourceEndpoint
exposes
operation operationl
expecting payload "RequestMessagel"
delivering payload "ResponseMessagel"
operation operation2
expecting payload "RequestMessage2"
delivering payload "ResponseMessage2"

endpoint type TargetEndpoint
// zero or more already existing operations

See Fig. 7 for a graphical representation of this initial position sketch. Note
that the sketch does not show any particular application/domain semantics or
desired qualities that are violated at present; see the following example for such
design smells.

1 https: //medium.com /olzzio/apis-should- get-to-the-point-c79113efa3lc.
5 https://microservice-api-patterns.github.io/MDSL-Specification,/.
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API Client API Provider

Endpoint 1

Operation 2

Fig. 7. Move Operation: Initial Position Sketch. A client uses two different operations
(message exchanges 1-2 and 3-4) in an API endpoint.

This refactoring targets API endpoints that have several operations, one of
which will be moved to an already existing second endpoint (if no such endpoint
exists, a new one can be created; this design change is described in the Extract
Operation [31, pages 10-12] refactoring).

Design Smells

Data lifetime mismatches Two operations in an endpoint deal with data that
changes differently, both on the data definition and on the data manipulation
level. For instance, one operation may expose master data'® and the other
one may expose operational data, also known as transaction data.'” This
causes undesired constraints on endpoint evolution. Different lifetimes make
caching, especially cache invalidation, harder to manage.

Endpoint implementation spaghetti There are several n to m relations
between API endpoints and their implementation parts. At least one end-
point works with many implementation parts that evolve independently.

God endpoint One endpoint contains a large number of operations that do
not serve related purposes. Derived from the term “god class” [21] in object-
oriented design, the term describes a class or object that controls many other
parts of a system. Many such dependencies on external systems and data
make the API implementation difficult to operate and evolve.

Role and/or responsibility diffusion The endpoint is both an INFORMATION
HoLDER RESOURCE and a PROCESSING RESOURCE. It is hard to explain
what it does coherently. For instance, some of the exposed data lives long
and changes rarely; other data goes through many create, update, delete
operations in a short time span.

6 https://en.wikipedia.org/wiki/Master _data.
7 https://en.wikipedia.org/wiki/Transaction _data.
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Too coarse-grained security or data privacy rules Some operations in an
endpoint have more advanced quality requirements than others. For instance,
some of them may work with sensitive personal information that has to be
protected while others merely operate on public data. Access control policies
for operations and shared data may vary as well. Other quality requirements
mismatches might exist, for instance regarding availability and scalability.

Instructions. Follow these steps to apply this refactoring:

1. Remove the operation from the API DESCRIPTION of the endpoint that cur-
rently exposes it, or mark it as deprecated and soon to be retired.

2. Refactor at the code level (for instance, Spring REST controllers when imple-
menting the API in Java). Optionally, implement a new stub that merely redi-
rects clients to the new endpoint operation (in HTTP, this can be achieved
with URL redirection and status code 301 [7]).

3. Review the required and provided security policies including the access rights
management (both in source and in target endpoint) and adjust as needed.

4. Add the operation to the target API DESCRIPTION. Update all documenta-
tion accordingly.

5. Test whether the source and the target endpoint still meet their contracts
(both functional and non-functional characteristics).

6. Evaluate whether smells are removed (or at least some desired qualities have
improved); record any remaining or new technical debt and identify additional
follow-on refactorings.

7. Inform all API clients about the completed change (in which version will it
be introduced?) and provide migration information (or support the transition
on a technical level, for instance with an HTTP redirect).

Depending on the backwards-compatibility measures taken by the provider,
clients may need to update their request URLs. Alternatively, if URL redirection
is used, clients may automatically pick up the new location. See the Rename
Endpoint refactoring example for details on how to implement this using the
Spring Boot Web framework.

Target Solution Sketch (Evolution Outline). The following simple and
abstract MDSL sketch shows the API design after the Move Operation steps
have been performed:

endpoint type SourceEndpoint
exposes
operation operationl
expecting payload "RequestMessagel"
delivering payload "ResponseMessagel"

endpoint type TargetEndpoint
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exposes
// already existing operations (if any) still there
operation operation2
expecting payload "RequestMessage2"
delivering payload "ResponseMessage2"

A visual target solution sketch is shown in Fig. 8.

Example(s). In a publication management system such as JabRef,'® the remote
service layer exposing a SOLUTION-INTERNAL API for FRONTEND INTEGRA-
TION in a Web application might look like Fig.9. There are two endpoints
that offer operations to query and manage publications, represented by the
PublicationManagementCommands and the PublicationManagementQueries
services. The PublicationManagementQueries service suffers from role and / or
responsibility diffusion: The bulkImportFromBibtex operation is not a query
method and should be moved to PublicationManagementCommands. Applying
the refactoring, we can clean up this mismatch.

API Client API Provider

Repository 1

Endpoint 2

Operation 2

Fig. 8. Move Operation: Target Position Sketch. The client’s API conversations (mes-
sage exchanges 1-2 and 3—4) now go to two different API endpoints.

Hints and Pitfalls to Avoid. It is worth checking the following concerns:

— Is the operation name still adequate in the new endpoint? If not, Rename
Operation [31, pages 12-14] can be applied.

— Is the technology mapping of the request and response messages still ok? For
instance, the MIME types in RESTful HT'TP as well as the platform-specific
authentication and authorization settings might have to be changed because
the target endpoint receives an additional (sub-)responsibility.

18 https://www.jabref.org/.
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Example Initial Position

«Service»
PublicationManagementQueries

PublicationArchive dumpPublicationArchive()
Set<PublicationEntryDTO> lookupPublicationsFromAuthor(String author)

String renderAsBibtex(Paperld paperld)
\kmpPublicationArchive

Set<Paperld> bulkimportFromBibtex(String bibtex)
«Entity»

lookupPublicationsFromAuthor add PublicationArchive

List<PublicationEntryDTO> paperitemList

v ‘/);peritemList

«Entity»
PublicationEntryDTO

«Value Obgct»
> Paperld

intid

String title paperld

List<String> authors
String venue
Paperld paperld

Tadd

«Service»
PublicationManagementCommands

Paperld add(PublicationEntryDTO newEntry)

Example Target Solution

«Service»
PublicationManagementQueries

PublicationArchive dumpPublicationArchive()
Set<PublicationEntryDTO> lookupPublicationsFromAuthor(String author)

String renderAsBibtex(Paperld paperld)
NumpPublicationArchive

«Entity»
lookupPublicationsFromAuthor PublicationArchive

List<PublicationEntryDTO> paperitemList

ﬁperitem List

«Entity»
PublicationEntryDTO Value Obgcts
String title RERSIC Paperld
List<String> authors intid
String venue
Paperld paperld

Tadd

«Service»
PublicationManagementCommands

Paperld add(PublicationEntryDTO newEntry)
Set<Paperld> bulklmportFromBibtex(String bibtex)

Fig. 9. Example of Refactoring Move Operation
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— Are additional test cases and test data required in the API endpoint that the
operation is moved to?

— Has the deprecation been communicated to the API clients? If the operation
is not deprecated, has the API client been informed about the change?

The effect of the new API design on the compatibility with the original one
should be communicated. If needed, migration instructions and simple migration
tools (such as scripts) may be provided.

Related Content. The refactoring Move Operation reverts itself; it can be
undone by applying it again (and move the operation in the reverse direction).
In code refactoring, Move Method [9] accomplishes a similar goal.

Consider Split Operation |30, pages 12-15] if the operation has several respon-
sibilities and only some of them should be moved. Rename Operation [31, pages
12-14] is related. Extract Operation [31, pages 10-12] is eligible when an opera-
tion should be moved but no suitable target endpoint exists.

The Design Practice Reference/Repository (DPR) [38] has a stepwise ser-
vice design activity, which works with Candidate Endpoint Lists'? and Refined
Endpoint Lists.2°

The API evolution patterns by Zimmermann et al. [41] (also available as
“Interface Evolution Patterns: Balancing Compatibility and Extensibility across
Service Life Cycles” by Liibke et al. [18]) cover versioning. For instance, the pat-
terns SEMANTIC VERSIONING and TwoO IN PRODUCTION might be applicable.

3.4 Refactoring: Merge Endpoints

Context and Motivation. An API consists of multiple endpoints that expose
one or more operations. Two or more of these operations are strongly related
to each other. For instance, one can only be executed when the other one has
succeeded, or one prepares the data that the other one works with. Because of
their mutual dependencies, they have the same reasons to change and usually
do so at the same time. This creates an undesired, rather tight coupling between
the endpoints.

As an API provider, I want to bring the operations from multiple endpoints
together and consolidate them in a single endpoint so that they can be
deployed, scaled, and evolved jointly.

19 https://socadk.github.io/design-practice-repository /artifact-templates /SDPR-
CandidateEndpointList.html.

20 https://socadk.github.io/design-practice-repository/artifact-templates/SDPR-
RefinedEndpointList.html.
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Stakeholder Concerns

#cohesion Cohesion refers to “the degree to which the elements inside a module
belong together” according to Wikipedia.?! In the context of this refactor-
ing, the “elements” are the API operations, and the “modules” are the API
endpoints. API designers, and software engineers in general, strive for high
cohesion, meaning that operations that belong together are offered by the
same endpoint. Stevens et al. [27] define a scale of cohesiveness that ranges
from coincidental, logical, temporal, communicational, sequential to func-
tional cohesiveness. In the highest form, functional cohesiveness, “all of the
elements [of a module] are related to the performance of a single function.”
The Systems Engineering Body of Knowledge?? also provides an explanation
of this general term.

#coupling According to the Wikipedia entry?? for this term, coupling is the
degree of interdependence between software modules, a measure of how
closely connected two modules or API endpoints are. “Strong coupling com-
plicates a system since a module is harder to understand, change, or correct
by itself if it is highly interrelated with other modules” [27]. The pattern sum-
mary of LooSE COUPLING?* suggests time, platform, reference, and format
as key autonomy dimensions. “The Many Facets of Coupling”?® and other
“ramblings” by Gregor Hohpe suggest a “nuanced discussion of coupling”.

#team-organization Both well-established [4] and newer literature [26]
emphasizes the impact that team structures and organization charts have on
software structure and software quality. “Team Topologies™% suggests four
types of teams: stream-aligned team, platform team, enabling team, and com-
plicated subsystem team. Assuming that these teams provide and consume
APIs, changes to the team organization may cause a need to refactor their
APIs.

#understandability (a.k.a. #explainability) Fewer endpoints might be
easier to understand and maintain—if they are cohesive and do not con-
tain too many operations. The refactorings Move Operation and Rename
Operation [31, pages 12-14] explain the quality attributes maintainability
and understandability further.

Initial Position Sketch. The sketch in Fig. 10 shows that the refactoring tar-
gets two endpoints and their operations.

The client must be aware of and understand both endpoints. According to the
context, they are semantically coupled through their operations, so the current
API design does not meet the desire for high cohesion.

2! https:/ /en.wikipedia.org/wiki/Cohesion _(computer _science).

22 https:/ /www.sebokwiki.org/wiki/Cohesion _(glossary).

23 https://en.wikipedia.org/wiki/Coupling_(computer programming).

24 https:/ /www.cloudcomputingpatterns.org/loose _coupling/.

25 https://www.enterpriseintegrationpatterns.com/ramblings/coupling _facets.html.
26 https://teamtopologies.com /key-concepts.
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API Client API Provider

Endpoint 2

Operation 2

Fig. 10. Merge Endpoints: Initial Position Sketch. An API client uses two different
operations (message exchanges 1-2 and 3-4) in two API endpoints for its communica-
tion with the APL.

Design Smells

API does not get to the POINT According to the I in the POINT principles,
which stands for Isolation, API operations should be free of unexpected side
effects; they should not interfere with calls to other operations in the same
or other APIs. The blog post “APIs should get to the POINT”2?7 explains the
isolation principle (and the other four POINTS) in depth.

Cloud-native traits violated Cloud-Native Applications (CNAs) should be
modular with each deployment unit having an adequate size. If two API
endpoints are coupled and their operations depend on each other, this rule
might be violated. The blog post “What is a Cloud-Native Application Any-
way? 10 SUPER-IDEAL Application Properties and 7 Cloud-Native Traits’2®
provides a summary of modularization and other CNA traits.

Endpoint implementation spaghetti The same backend system and/or
domain data is processed by multiple endpoints. The endpoints are not self-
contained and autonomous, but depend on each other indirectly because
they access one or more shared implementation resources (such as another
system or a data store). Such “implementation spaghetti” violates several of
the defining principles of service-oriented architectures and microservices,?’
for instance independent deployability.

Extreme decomposition A strong desire to decompose an API and its imple-
mentation into independently deployable units can be observed, for instance
caused by external forces such as the popularity of microservices. This desire
has led to an intense decomposition that cannot be justified by requirements

27 https://medium.com /olzzio/apis-should-get-to-the-point-c79113efa3lc.

28 https://medium.com/olzzio /what-is-a-cloud-native-application-anyway-part-2-
f0e88c3caach.

29 https://ozimmer.ch /patterns/2020/07/06 /MicroservicePositions.html.


https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/apis-should-get-to-the-point-c79113efa31c
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://medium.com/olzzio/what-is-a-cloud-native-application-anyway-part-2-f0e88c3caacb
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html
https://ozimmer.ch/patterns/2020/07/06/MicroservicePositions.html

54 M. Stocker et al.

and context; numerous endpoints expose narrowly-scoped operations. These
operations call each other or have to be orchestrated on the client side.

Responsibility spread Having two highly coupled operations in different mod-
ules (here: endpoints) is an indication that the single responsibility princi-
ple3? is violated. As another example, consider a stakeholder group that has
to work with multiple endpoints to satisfy its information needs.

Synonyms for single concept (“aliasitis”) Several endpoints have different
names but actually expose the same domain concept and are therefore cou-
pled tightly.?! This smell is related to responsibility spread. Using different
names for the same concept to distinguish multiple endpoints could indicate
that things are separated that actually belong together. A domain-driven
approach such as Context Mapping®? help decide whether endpoints truly
belong to different Bounded Contexts or should be merged.

Instructions. Before applying this refactoring, decide for an evolution strat-
egy®?® for the new merged endpoint that balances the different forces and stake-
holder concerns according to the needs of both the provider and the clients of
the previously existing endpoints. The following steps can then be used to apply
the refactoring;:

1. Move all operations from the source endpoint to the target endpoint. If
an intermediate mapping/configuration from endpoints to classes/methods
exists in the Web frameworks that are used to implement the API, adjust
both the configuration and the code.?*

2. Depending on the chosen evolution strategy, implement a new stub to redi-
rect clients to the new endpoint (in HTTP, this can be achieved with URL
redirection and status code 301 [7]).

3. Delete the now orphaned/empty source endpoint from the code base.

4. Update API test cases. Run them and compare the test results with those
of the previous version to ensure that clients are served in the same way as
before, both from a functional and from a non-functional point of view.

5. Update both API DESCRIPTIONS (source and target) as well as the related
SERVICE LEVEL AGREEMENTS. The API description of the target solution
must reflect the new design; the one of the source should report the change
and, if implemented, the redirect.

6. Also update all API directories (i.e., service registries and repositories) and/or
portals (i.e., gateways, cluster managers, service meshes) that refer to source
and target endpoints.

7. Communicate these changes to the affected clients early and consistently.

30 https://en.wikipedia.org/wiki/Single-responsibility _principle.

31 https://www.enterpriseintegrationpatterns.com/ramblings/coupling facets.html.

32 https://www.infoq.com /articles/ddd-contextmapping,/ .

33 https://api-patterns.org/patterns/evolution/.

31 An example of such framework is Play https://www.playframework.com/. Other
frameworks work with annotations; Spring and JAX-RS/JAW-WS containers are
examples of this distributed configuration approach.


https://en.wikipedia.org/wiki/Single-responsibility_principle
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.infoq.com/articles/ddd-contextmapping/
https://api-patterns.org/patterns/evolution/
https://en.wikipedia.org/wiki/Single-responsibility_principle
https://en.wikipedia.org/wiki/Single-responsibility_principle
https://en.wikipedia.org/wiki/Single-responsibility_principle
https://en.wikipedia.org/wiki/Single-responsibility_principle
https://en.wikipedia.org/wiki/Single-responsibility_principle
https://en.wikipedia.org/wiki/Single-responsibility_principle
https://en.wikipedia.org/wiki/Single-responsibility_principle
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.enterpriseintegrationpatterns.com/ramblings/coupling_facets.html
https://www.infoq.com/articles/ddd-contextmapping/
https://www.infoq.com/articles/ddd-contextmapping/
https://www.infoq.com/articles/ddd-contextmapping/
https://www.infoq.com/articles/ddd-contextmapping/
https://www.infoq.com/articles/ddd-contextmapping/
https://www.infoq.com/articles/ddd-contextmapping/
https://www.infoq.com/articles/ddd-contextmapping/
https://api-patterns.org/patterns/evolution/
https://api-patterns.org/patterns/evolution/
https://api-patterns.org/patterns/evolution/
https://api-patterns.org/patterns/evolution/
https://api-patterns.org/patterns/evolution/
https://api-patterns.org/patterns/evolution/
https://www.playframework.com/
https://www.playframework.com/
https://www.playframework.com/
https://www.playframework.com/

Refactoring API Endpoints, Operations 55

Target Solution Sketch (Evolution Outline). After merging the endpoints,
the operations are co-located in a single endpoint. Figure 11 visualizes the new
endpoint design.

API Client API Provider

Endpoint 1

Operation 2

Fig. 11. Merge Endpoints: Target Solution Sketch. After the refactoring, the operations
(message exchanges 1-2 and 3-4) are co-located in a single API endpoint.

Example(s). Reverting the target example to the initial/source in Extract
Operation [31, pages 10-12] qualifies as an example of this refactoring. After
Extract Operation has been applied, the publication management example may
provide the following command and query endpoints:3°

Aggregate PublicationCommandsEndpoint {
Service PublicationManagementCommandFacade {
// a state creation/state transition operation:
@PaperId add(@PublicationEntryDTO newEntry);

// computation operations (stateless):
String convertToBibtex(@PublicationEntryDTO entry);

}

Aggregate PublicationQueriesEndpoint {
Service PublicationManagementQueryFacade {
// retrieval operations:
Q@PublicationArchive dumpPublicationArchive();
Set<@PublicationEntryDT0>
lookupPublicationsFromAuthor (String writer) ;
String renderAsBibtex(@PaperId paperId);

35 The notation in this example is CML, the tactic domain-driven design language sup-
ported by Context Mapper https://contextmapper.org/docs/language-reference/.
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These two endpoints can be merged into one, leading to the following API
design:

Aggregate PublicationEndpoint {
Service PublicationManagementFacade {
// a state creation/state transition operation:
@PaperId add(@PublicationEntryDTO newEntry) ;

// retrieval operations:

@PublicationArchive dumpPublicationArchive();

Set<@PublicationEntryDTO>
lookupPublicationsFromAuthor (String writer) ;

String renderAsBibtex(@PaperId paperlId);

// computation operations (stateless):
String convertToBibtex(@PublicationEntryDTO entry);

Hints and Pitfalls to Avoid. Before and when applying this refactoring, make
sure to:

— Watch out for naming conflicts; if a conflict does occur, apply the Rename
Operation [31, pages 12-14] refactoring before the merge.

— In HTTP resource APIs, make sure that the merge does not cause any con-
flicts in the operation-to-verb mappings. Each resource, uniquely identified
with a URI, is able to support one GET, one POST and one PUT operation
(and so forth) only. Update the URI/resource naming scheme if required, for
instance via sub-resources.

— Do not take this refactoring to the extreme; creating one endpoint per stake-
holder group or per application usually does not make much sense (end user
requirements and API-level user/job stories will help to unveil the right API
granularity.

The source and the target endpoints may have different security require-
ments. For instance, some operations may require rather fine-grained, attribute-
based authorization while others use role-based authorization (or none). Another
case might be one endpoint using basic authentication and API KEYS and the
other one using OpenID Connect and OAuth. Such situations can either be
(viewed as) opportunities to improve the weaker security solution, or as threats
because they could cause unexpected/undesired complexity. It is important to
identify such mismatches before applying the refactoring and make a conscious
architectural decision?® whether to merge or not.

36 https://ozimmer.ch/practices/2020,/04/27 / ArchitectureDecisionMaking.html.
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Related Content. This refactoring undoes Eztract Operation [31, pages 10—
12]. A simpler form of it is Move Operation. Viewed at the code level, Inline
Class®” is a related refactoring that can be used to merge the implementation
classes of the endpoints.

There are different reasons why tightly-coupled endpoints exist. If the end-
points are responsible for data retrieval, they might provide access to the same
underlying data, but for clients with different information needs. In that case,
the Add Wish List [30, pages 7-10] or Add Wish Template refactorings might
be suited as well.

The general topic of API granularity is discussed in “What is the Right
Service Granularity in APIs?”38). The Service Cutter® tool and method suggest
sixteen coupling criteria such as “Semantic Proximity”, “Structural Volatility”,
and “Security Contextuality” [10]. These criteria are worth considering when
merging endpoints and merging operations.

3.5 Refactoring: Rename Endpoint

Context and Motivation. An API endpoint runs in production and is used
by clients. Its name does not match its domain semantics well; this name is a
build-time concept that might also be visible at runtime, for instance in the
address of the endpoint on the protocol level.

As an API developer, I want to express the domain concepts exposed by an
endpoint and the architectural role that the endpoint plays as accurately as
possible in the published language that the API exposes, in the API contract
i particular.

Stakeholder Concerns

#learnability (#readability in particular) Using expressive and meaning-
ful names makes navigating a code base easier, for instance when searching
for endpoints while fixing bugs and adding features. The Move Operation
refactoring has more explanations of such learnability and readability quali-
ties.

#understandability (a.k.a. #explainability) A good name expresses what
an endpoint has to offer, which helps clients decide whether and how to use
it. The Rename Operation [31, pages 12-14] refactoring provides additional
explanations of the understandability and explainability qualities.

Initial Position Sketch. Let’s assume that an API endpoint type called
0ldCrypticName exists (note that this name is deliberately poor, to make the
change and the need for it clear):

37 https:/ /refactoring.guru/inline-class.
38 https://www.informit.com/articles/article.aspx?p=3153211.
39 https://github.com/ServiceCutter/ServiceCutter/wiki/Coupling- Criteria.
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endpoint type 01dCrypticName
exposes
operation operationl
expecting payload "SomeRequestMessage"

The refactoring targets a single endpoint that contains one or more operations
(here: just one).

Design Smells

Cryptic, misleading or disrespectful name The given endpoint name is
not straightforward to understand and/or is not part of the domain termi-
nology. It may raise wrong, unexpected or undesired associations or sim-
ply be outdated. It might even be unethical/irresponsible and offend or
insult certain parts of the API community. For example, terms like “Black-
list/Whitelist” (alternative: “Blocklist / Allowlist”) or “Master/Slave” (alterna-
tive: “Primary/Secondary” or “Leader/Follower”) have been replaced in favor
of more neutral and often also more accurate alternatives. Similarly, pattern
names such as the “Strangler” have evolved to “Strangler Fig” to reduce neg-
ative connotations [34], though even these may still be problematic. When
selecting names, consider ethical implications and inclusivity. See “Nonvio-
lent Communication” by Rosenberg [23] and papers on ethics in technology
[14,16].

REST principle(s) violated Abstract API endpoints correspond to resources
identified by URIs in RESTful HTTP APIs. Their names should convey the
meaning and role of the resources. For instance, using verbs as relative paths
might be considered an antipattern; resources should be named with nouns
that can be traced back to domain entities (note that these entities and
their resource representations can be PROCESSING RESOURCES and/or data-
oriented INFORMATION HOLDER RESOURCES both in RESTful HTTP APIs
and in APIs leveraging other integration styles and protocols).

Instructions. This refactoring is rather straightforward to apply.*® The main
task is to find a suited name that balances the desired qualities and stakeholder
concerns:

1. Discuss alternative new names and decide for one. Have this decision reviewed
and agreed upon.

2. Apply code-level rename refactorings, for instance for the controller class
realizing the endpoint. If the code is generated from a specification, update
the specification and regenerate the code.

40 assuming that the used tools (including IDEs, API contract editors, and test tools)

support consistent find-and-replace across files, and do so conveniently and reliably.
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3. For backward compatibility, consider implementing a redirect, either at the
protocol level (for instance with an HT'TP redirect [7]) or at the code level by
keeping the old method and calling the new one from it. If the name change
is noticeable to API clients, mark the old endpoint name as deprecated in
the API DESCRIPTION (for instance, its OpenAPI Specification, OAS) and
announce that it will be removed in future versions of the API. Plan this
cleanup work for later.

4. Update security rules, tests and documentation as well as any address res-
olution services (gateways, portals, registries, repositories, service meshes).
Check that the old name has been updated everywhere, e.g., OAS and exam-
ples; use a global search in editor or command line for that.

5. Notify all known API clients of the change, ideally with detailed migration
instructions.

Target Solution Sketch (Evolution Outline). The endpoint type is called
NewExpressiveNameFromDomainVocabulary now (for demonstration purposes;
when applying the refactoring, an actual domain term would be used):

endpoint type NewExpressiveNameFromDomainVocabulary
exposes
operation operationl
expecting payload "SomeRequestMessage"

Example(s). In a publication management example, an application of the refac-
toring might change the following interface (notation: CML):

Aggregate APIEndpoint {
Service JabRefDatabaseFacade {
Set<@PublicationEntryDTO>
lookupPublicationsFromAuthor (String writer) ;

to this one:

Aggregate PublicationManagementEndpoint {
Service PublicationManagementFacade {
Set<@PublicationEntryDTO>
lookupPublicationsFromAuthor (String writer);

The specific name of an open source tool, JabRef, was replaced by a more gen-
eral, domain-specific name. This reduces the prerequisite knowledge that stake-
holders of the name (such as API client developers, but also API implementation
maintainers and API product managers and testers) must have.
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In this second example, we will look at a concrete implementation in Java
Web framework Spring Boot. Endpoints are defined as classes, with Java meth-
ods implementing the API operations. Annotations, such as @GetMapping and
@PathVariable are used to instruct Spring how to map the URL paths and query
parameters to Java code. The CustomerInformationHolder class has two meth-
ods, one for retrieving and another one for updating a customer (note that the
code is simplified, the full implementation can be found on GitHub?*!).

ORestController
@RequestMapping("/getCustomers")
public class CustomerInformationHolder {

Q@GetMapping(value = "/{ids}")
public ResponseEntity getCustomer(@PathVariable String ids) {

b
@PutMapping(value = "/{id}")
public ResponseEntity updateCustomer (

API clients can then retrieve the details of a customer by their id bunlo9vk5f£:

curl http://localhost:8110/getCustomers/bunlo9vk5f

{
"customers" : [ {
"customerId" : "bunlo9vkbf",
"firstname" : "Ado",
"lastname" : "Kinnett",
"birthday" : "1975-06-13T23:00:00.000+00:00",
"streetAddress" : "2 Autumn Leaf Lane",
"postalCode" : "6500",

If we look closely at the path (getCustomers), we see that it violates the
principle that no verbs should be used. Also, the endpoint offers operations
to update customers, so the ‘get’ is also misleading and makes it difficult to
understand. So let us rename it to simply customers by changing the request
mapping:

QRestController
--- ORequestMapping("/getCustomers")
+++ Q@RequestMapping("/customers")

Unfortunately, this will break existing clients, which will now get an ERROR
REPORT:

{
"timestamp" : "2025-02-14T09:01:47.779+00:00",

4! https://github.com/Microservice- API-Patterns/LakesideMutual.
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"status" : 404,
"error" : "Not Found",
"path" : "/getCustomers/bunlo9vk5f"

}

To inform clients about the new name, we can implement another controller
class, which informs clients about the new location using HTTP status 301
(HttpStatus.MOVED_PERMANENTLY) and the Location header:

ORestController
@RequestMapping(path = "getCustomers")
public class 0ldCustomerInformationHolder {

Q@GetMapping(value = "/{ids}")
@ResponseBody
public ResponseEntity getCustomer (@PathVariable String ids) {
URI movedTo = linkTo(
methodOn (CustomerInformationHolder.class) .getCustomer (ids))
.toUri();
return ResponseEntity
.status (HttpStatus.MOVED_PERMANENTLY)
.location(movedTo)
.build ()
}

Clients will then be redirected to the new location. We can see this by
enabling the --verbose option. The --location instructs curl to follow redi-
rects (greater-than > signs indicate requests, less-than < show responses).

curl --verbose --location http://localhost:8110/getCustomers/bunlo9vksf

> GET /getCustomers/bunlo9vk5f HTTP/1.1
< HTTP/1.1 301
< Location: http://localhost:8110/customers/bunlo9vk5E
> GET /customers/bunlo9vk5f HTTP/1.1
< HTTP/1.1 200
{
"customers" : [ {
"customerId" : "bunlo9vkbf",
"firstname" : "Ado",
"lastname" : "Kinnett",
"birthday" : "1975-06-13T23:00:00.000+00:00",
"streetAddress" : "2 Autumn Leaf Lane",
"postalCode" : "6500",

This approach is fully backwards compatible for clients that implemented the
HTTP location header. To support clients that do not, we can also include the
response in the redirect response:


http://localhost:8110/getCustomers/bunlo9vk5f
http://localhost:8110/getCustomers/bunlo9vk5f
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return ResponseEntity
.status (HttpStatus.MOVED_PERMANENTLY)
.location(movedTo)
.body (customerInformationHolder.getCustomer (ids) .getBody()) ;

As a next step, not shown here, we will update security rules to cover the
old and new endpoint, tests and documentation.

Hints and Pitfalls to Avoid. Here is some advice regarding naming;:

— Organization-, unit-, or project-wide naming conventions should be consid-
ered. It often makes sense to A/B test naming options with members of the
target audience (here: API client developers).

— Domain-Driven Design®? with its concepts of Ubiquitous Language and Pub-
lished Language is well-suited to contribute naming suggestions. Singjai et
al. [25] recommend “that names and abstractions in the API follow the terms
defined in the ubiquitous language which is formally specified by the domain
model.”

— Naming collisions with other endpoints should be avoided (even if they are
technically possible and permitted, which depends on the chosen protocol
technology).

— URI templates {id} in HTTP resource APIs also require attention (and these
names may appear in multiple places in API specifications and implementa-
tions).

— Consistency of name across an API and/or multiple related APIs maintained
by the same organization is an important meta-quality; it contributes to con-
ceptual integrity [2].

More hints can be found in the Rename Operation [31, pages 12-14] and
Rename Representation Element [30, pages 18-20] refactorings.

Related Content. Rename Operation [31, pages 12-14] and Rename Represen-
tation Element 30, pages 18-20] also address readability, but have other parts
of an API as targets.

The Rename refactoring, as described by Fowler [9], can be applied to any
named program element, not just endpoints. It is also often implemented in
integrated development environments for various programming languages [5,22,
28].

Refactoring.Guru calls for Clean Code®® and emphasizes that poor names
make code difficult to grasp.

“The Art of Readable Code” [6] contains many helpful hints on naming pro-
gram elements that also apply to APIs.

2 hittps:/ /socadk.github.io/design-practice-repository /activities/DPR-StrategicDDD.
html.
43 https:/ /refactoring.guru/refactoring /what-is-refactoring.
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The book “Clean Code” [19] by Robert C. Martin devotes an entire chapter
to meaningful names, for instance recommending that we should use intention-
revealing names, avoid disinformation, use pronounceable names. The advice
given applies not only to code, but also to many other artifacts such as APIs
and their parts.

4 Discussion

In this section, we discuss the pros and cons of our API refactorings (and their
presentation in catalog form, with many entries targeting existing patterns) as
well as related work.

4.1 Pros and Cons

Like design patterns, refactorings offer structured guidance to teams designing,
developing and maintaining software (here: APIs). We presented each refactor-
ing with context, motivation, example, and actionable instructions. Refactoring
names and smell labels provide a shared vocabulary for API designers, provider
and client developers and maintainers, and product owners. The stakeholder
concerns help teams decide when a refactoring is appropriate.

Several refactorings not only clean up design smells but also align API struc-
ture with proven design patterns (e.g., REQUEST BUNDLE). This improves the
conceptual integrity of the API and eases understandability, an important stake-
holder concern. Some patterns also add complexity, so they should not be intro-
duced just for the sake of it, as this can lead to bloated interfaces or unnecessary
abstractions. For example, Add Wish Template adds complexity and overhead to
message structure and API contracts, which can confuse clients. In such cases,
Add Wish List [30, pages 7-10] offers a simpler alternative. Separate and more
focused operations for different client needs can be introduced using Split Oper-
ation [30, pages 12-15].

Granularity and backwards compatibility also differ among refactorings:
Small, localized changes affecting a single operation (e.g., WiSH TEMPLATE)
avoid ripple effects and reduce risk during API evolution. Other refactorings
might be riskier if applied without caution. Applying Move Operation or Rename
Endpoint must be accompanied by appropriate communication to stakeholders
or be implemented backwards-compatible (e.g., by redirecting API clients). In
Stocker and Zimmermann [30], we introduced the Test, Explain, Let Know, and
Learn (TELL) approach to communicate API changes early, clearly, and contin-
uously on/for the architectural level so that clients are not surprised.

Many refactorings (e.g., Merge Endpoints, Move Operation) are reversible.
Some explicitly undo each other, such as Eztract Information Holder [31, pages
3-6] and Inline Information Holder [31, pages 6—10]. This supports experimen-
tation and agile evolution strategies.

Overall, the catalog provides flexible, pattern-oriented guidance for evolving
APIs in a structured and maintainable way. Several open questions justify further
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research; for instance, it is not trivial how to evaluate or measure whether the
application of a refactoring was successful and had the desired impact. It is one
thing to validate and demonstrate that the refactored API continues to work as
expected; it is more challenging to provide evidence of a positive impact on client
developer experience and other stakeholder concerns. Initial evidence that the
usage of patterns improves understandability can be found in Bogner et al. [1].
Architecture and code-level metrics should be established; suggestions for such
metrics from a practitioner perspective can be found in “Metrics for Architectural
Synthesis and Evaluation — Requirements and Compilation by Viewpoint” [35]
and in “Software Architecture Metrics” [3]. Monitoring and observability are
discussed in “Observability Engineering: Achieving Production Excellence” [19].

4.2 Related Work

On the World-Wide Web, the system context boundaries become blurred; single
software applications are replaced with inter-connected ecosystems of services
forming a remote API economy. “No longer having control over all system com-
ponents makes it difficult for teams to freeze designs, rendering design flexibility
a top architectural quality” [12]. API governance and API management princi-
ples and practices have been established in industry, supported by open source
tools, software products, and managed cloud services. API evolution and main-
tenance, which may involve API refactoring as defined in our papers and online
catalog, has to fit into such initiatives.

We covered related work on architectural refactoring and remote API refac-
toring in this context rather extensively in our EuroPloP 2023 paper “API
Refactoring to Patterns — Catalog, Template and Tools for Remote Interface
Evolution” [30]; the EuroPLoP 2024 paper “Pattern-oriented API Refactoring:
Addressing Design Smells and Stakeholder Concerns” [31] added pattern sum-
maries from other pattern languages that serve as refactoring targets in IRC.
This section provides an update on related works about these and other topics,
both peer-reviewed and gray literature (including online resources).

Suryanarayana et al. [33] discuss the relationship between design smells and
their removal on the one side and design processes and metrics on the other
hand. The refactorings in this paper also highlight design smells; applying them
systematically can become part of design and evolution processes.

“A Conceptual Framework for API Refactoring in Enterprise Application
Architectures” presents API pattern implementations and refactorings for them
that are scored according to their Efficiency, Maintainability, and Isolation
(EMI). The service-oriented programming language Jolie is used to illustrate
the design options [20].

We have been mining and documenting “Patterns for API Design” (formerly
known as “Microservices API Patterns” [18] and “Interface Representation Pat-
terns” [40]) since 2016. Our IRC leveraging many of these patterns as targets
has been under construction since 2021 [30,31]. The paper “API Refactoring
and Reengineering: Distribution Patterns and Evolution Strategies” [36] covers
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related work in the areas of serverless cloud computing and software architecture
and comes with a larger implementation example.

5 Summary

We presented a third slice from our Interface Refactoring Catalog (IRC) in this
paper. It comprises five refactorings: two refactorings to patterns (Add Wish
Template, Bundle Requests), two structural (Move Operation, Merge Endpoints)
refactorings and one about naming (Rename Endpoint). A sibling paper [36]
features three architectural refactorings (Distribute Application Frontend, Split
Application Backend Logic, Split Application Backend Persistence) and two orga-
nizational ones ( Tighten Evolution Strategy, Relax Fvolution Strategy). We also
discussed pros and cons of IRC usage.

We see a connection between API refactoring and sustainability. Refactorings
like Add Wish Template and Bundle Requests can reduce message size, avoid
unnecessary data transfer, and lower computational overhead. These effects align
with green API design goals by improving resource efficiency and contributing to
more sustainable software systems [14]. Future work concerns value tactics [39]
in the context of API design and (tooling for) reusable architectural decision
guidance models for API design.

We also plan to measure how effective our refactoring are, for instance with
regard to APT understandability [1]. Finally, we consider continuing our work on
API design reviews,** which possibly may lead to the application of refactorings
from IRC.

We welcome feedback from practitioners using the refactorings in real-world
projects. Insights from API designers and developers will help assess practical
relevance, identify gaps in the catalog, and guide future enhancements.

Acknowledgments. We would like to thank all the contributors to the interface refac-
toring catalog. We also thank our EuroPLoP 2025 shepherd, Fikret Basic, for his con-
structive and insightful feedback. We also want to thank the EuroPLoP 2025 Writers’
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Klaus Marquardt, and Simon Furrer for their valuable feedback.
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A Summary of Patterns for API Design

In the refactorings presented in this paper, we refer to patterns from Zimmer-
mann et al. [41]. The pattern name, icon, problem and solution summary state-
ments are listed in Table2 to provide a quick reference. For more details, we
refer the reader to the API Patterns website and book.

4 https://medium.com/nerd-for-tech /a-checklist-for-api- design-reviews-
5{7db45b0cb3.
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Table 2. Patterns from Zimmermann et al. [41] mentioned in this paper, with their
problem and solution summaries.

Pattern Pattern Summary (Problem and Solution)
Name

API DEgscrip- Problem: Which knowledge should be shared between an API provider
and its clients? How should this knowledge be documented?

Solution: Create an API DESCRIPTION that defines request and re-
sponse message structures, error reporting, and other relevant parts of
the technical knowledge to be shared between provider and client. In
addition to static and structural information, also cover dynamic or
behavioral aspects, including invocation sequences, pre- and postcondi-
tions, and invariants. Complement the syntactical interface description
with quality management policies as well as semantic specifications and
organizational information.

=
]
Z

q

API KEY Problem: How can an API provider identify and authenticate clients
and their requests?

Solution: As an API provider, assign each client a unique token the API
KEY that the client can present to the API endpoint for identification

il

purposes.
DATA ELE- Problem: How can domain/application-level information be exchanged
MENT between API clients and API providers without exposing provider-

internal data definitions in the API? How can API client and API
provider be decoupled from a data management point of view?
Solution: Define a dedicated vocabulary of DATA ELEMENTS for request
and response messages that wraps and/or maps the relevant parts of
the data in the business logic of an API implementation.

o

EMBEDDED Problem: How can one avoid sending multiple messages when their re-
ENTITY ceivers require insights about multiple related information elements?

Solution: For any data relationship that the client wants to follow, em-

@ bed a DATA ELEMENT in the request or response message that contains

the data of the target end of the relationship. Place this EMBEDDED

ENTITY inside the representation of the source of the relationship.

ERROR RE- Problem: How can an API provider inform its clients about communi-
PORT cation and processing faults? How can this information be made inde-
pendent of the underlying communication technologies and platforms
(for example, protocol-level headers representing status codes)?
Solution: Reply with error codes in response messages that indicate
and classify the faults in a simple, machine-readable way. In addition,
add textual descriptions of the errors for the API client stakeholders,
including developers and/or end users such as administrators.

(continued)
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Table 2. (continued)

Pattern Summary (Problem and Solution)

FRONTEND IN-
TEGRATION

Uo

Problem: How can client-side end-user interfaces that are physically
separated from server-side business logic and data storage be popu-
lated and updated with computing results, result sets from searches in
data sources, and detailed information about data entities? How can
application frontends invoke activities in a backend or upload data to
it?

Solution: Let the backend of a distributed application expose its ser-
vices to one or more application frontends via a message-based remote
Frontend Integration API.

INFORMATION
HOLDER
RESOURCE

Problem: How can domain data be exposed in an API, but its imple-
mentation still be hidden? How can an API expose data entities so that
API clients can access and/or modify these entities concurrently with-
out compromising data integrity and quality?

Solution: Add an INFORMATION HOLDER RESOURCE endpoint to the
API, representing a data-oriented entity. Expose create, read, update,
delete, and search operations in this endpoint to access and manipulate
this entity. In the API implementation, coordinate calls to these oper-
ations to protect the data entity.

LINKED IN-
FORMATION
HOLDER

B

Problem: How can messages be kept small even when an API deals with
multiple information elements that reference each other?

Solution: Add a LINK ELEMENT to messages that pertain to multiple
related information elements. Let this LINK ELEMENT reference another
API endpoint that represents the linked element.

METADATA EL-
EMENT

Problem: How can messages be enriched with additional information
so that receivers can interpret the message content correctly, without
having to hardcode assumptions about the data semantics?

Solution: Introduce one or more METADATA ELEMENTS to explain and
enhance the other representation elements that appear in request and
response messages. Populate the values of the METADATA ELEMENTS
thoroughly and consistently; process them as to steer interoperable,
efficient message consumption and processing.

PARAMETER
TREE

i

Problem: How can containment relationships be expressed when defin-
ing complex representation elements and exchanging such related ele-
ments at runtime?

Solution: Define a PARAMETER TREE as a hierarchical structure with a
dedicated root node that has one or more child nodes. Each child node
may be a single ATOMIC PARAMETER, an ATOMIC PARAMETER LIST,
or another PARAMETER TREE, identified locally by a name and/or by
position. Each node might have an exactly-one cardinality, but also a
zero-or-one cardinality, an at-least-one cardinality, or a zero-or-more
cardinality.

(continued)
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Table 2. (continued)

Pattern Pattern Summary (Problem and Solution)

Name

PROCESSING  Problem: How can an API provider allow its clients to trigger an action
RESOURCE in it?

Solution: Add a PROCESSING RESOURCE endpoint to the API exposing
operations that bundle and wrap application-level activities or com-
mands.

REQUEST BUN-
DLE

i

Problem: How can the number of requests and responses be reduced to
increase communication efficiency?

Solution: Define a REQUEST BUNDLE as a data container that assem-
bles multiple independent requests in a single request message. Add
metadata such as identifiers of individual requests and bundle element
counter.

SERVICE LEVEL
AGREEMENT

Problem: How can an API client learn about the specific quality-of-
service characteristics of an API and its endpoint operations? How can
these characteristics, and the consequences of not meeting them, be
defined and communicated in a measurable way?

Solution: As an API product owner, establish a structured, quality-
oriented SERVICE LEVEL AGREEMENT that defines testable service-level
objectives.

SOLUTION-
INTERNAL API

Problem: How can access to and usage of an API be limited to an ap-
plication, for instance, components in the same or another logical layer
and/or physical tier?

Solution: Decompose the application logically into components. Let
these components expose local or remote APIs. Offer these APIs only
to system-internal communication partners such as other services in the
application backend.

WisH LisT

=l

o

Problem: How can an API client inform the API provider at runtime
about the data it is interested in?

Solution: As an API client, provide a Wish List in the request that
enumerates all desired data elements of the requested resource. As an
API provider, deliver only those data elements in the response message
that are enumerated in the WisH LiST ("response shaping").

‘WisH TEM-

IIE
Ko =

Problem: How can an API client inform the API provider about nested
data that it is interested in? How can such preferences be expressed
flexibly and dynamically?

Solution: Add one or more additional parameters to the request mes-
sage that mirror the hierarchical structure of the parameters in the
corresponding response message. Make these parameters optional or
use Boolean as their types so that their values indicate whether or not
a parameter should be included.
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